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@ Introduction
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Short Bio: Roberto Di Cosmo

Computer Science professor in Paris, now working at INRIA

@ 35+ years of research (Theor. CS, Programming, Software Engineering, Erdos #: 3)

@ 25+ years of Free and Open Source Software

@ 15+ years building and directing structures for the common good

1999
2007

2008
2010
2015
2018
2021

DemolLinux - first live GNU/Linux distro

Free Software Thematic Group
150 members 40 projects 200Me

Mancoosi project www . mancoosi.org
IRILLwww.irill.org

Software Heritage at INRIA

National Committee for Open Science, France

EOSC Task Force on Infrastructures for Software,
European Union
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© Software beneath sovereignty
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Beneath cloud, data and in ructure

Knowledge is in the source

Digital sovereignty

Often framed in terms of cloud, data, or

. {

infrastructure.

Beneath lies a more fundamental layer: I enserss /)
software source code Lnte places(HAX NN PLACE TYPES];

unsigned short int keyworkerproph, move_trig, place_trig, socdist_trig, keyworkerproph_trig;
.. . . unsigned short int place_end_time, socdist_end_time, keyworkerproph_end_time;
nvisible fabric that powers our economies, ibeouiabrtiies o ot
administrations, and research systems.
IndexList* AirportList;

}

Covid Sim (excerpt)

Digital sovereignty: governing data, infrastructure and, first of all, source code.
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https://archive.softwareheritage.org/swh:1:cnt:b2d11f345900abf98e73c052790ced78b6b8e9df;origin=https://github.com/mrc-ide/covid-sim;visit=swh:1:snp:e01c470a15f3dffbd9208d84d202bb26eb7fc5e9;anchor=swh:1:rev:b719de9df5909f8fc47753dd1d2baf89fc415943;path=/src/Models/Microcell.h;lines=19-46

Seven perspectives, one layer beneath all of them

Software is all around us

"Contesting digital sovereignty"

state « supranational « network « corporate O 4

personal « postcolonial « commons M. Jiang and L.

Belli (eds), Digital Sovereignty in the BRICS Countries, v \ =

Cambridge UP, 2025 ®¢ I @ _—— .
Digital Commons: community-driven B S \ —~ .
governance of shared digital resources and the ii‘ \\\ —
production of digital public goods. LA /

Whichever perspective you take, the layer at the bottom is the same.
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Where source code sits in the DPI stack

layer who controls it today

public services: identity, payments, data | the state, as public infrastructure
exchange

the applications that implement them the state and its contractors

the open source components and reg-
istries they are built from platforms and registries outside the
state’s control

the source code itself: preserved? iden-
tifiable? retrievable? focus of this talk

Every DPI is software that has to keep working.
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A global undertaking. ..

Pillar of Science across all research areas

Earth, ecology. energy and applied biology
(tot k)

Physical sclences and astronomy
(total = 6.9 )

(total = 3.1 )|
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R. Di Cosmo

Many programming languages

Evolution of languages

H

An exponential growth

Evolution of Number of Objects per Year

o Revisions
e Contents

Growth
= Annuai Growth: 27.30%
10° Soubing ine. 2.7 yers
Contents Fitted Grouth
- Aol Grow: 30.35%
Doubling Time: 2.05 years

Number of Objects

1990 1995 2000 2005 2010 2015 2020
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https://frenchopensciencemonitor.esr.gouv.fr/software/fields?id
http://doi.org/10.1109/MSR66628.2025.00068
https://dl.acm.org/doi/10.1145/3524842.3528471
https://gitlab.softwareheritage.org/rdicosmo/archive-growth

... and a global dependency network

An early warning: left-pad (March 2016) A clear and present danger

How one programmer broke the internet by

deleting a tiny piece of code

Aman in disrupted web development around the world by deleting 11 lines of code

Platforms
= github.com
s code.europa.eu

gitlab.com
bitbucket.org
R 0006006 pypi.org
Updated January 28,2025  Add gle === git.drupalcode.org
== git.fpfis.tech.ec.europa.eu
Other

78.5%—— Color encodes systemic exposure (larg

This article is from 2016.

See the Wikipedia article: Used by europa. eu devs (Source: Software Heritage)

o Facebook, PayPal, Netflix, Spotify

"If GitHub or PyPI disappeared tomorrow,
affected

Europe would not just slow down

@ web broken worldwide ~2.5 hours — it would stop."
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https://en.wikipedia.org/wiki/Npm_left-pad_incident

Four faces of dependence

Platform the code lives where it is developed, and the developer does not own the place

Registry builds fetch named versions from npm, PyPI, Maven Central... at build time
left-pad, March 2016

Jurisdiction platforms and registries answer to one legal system, not the user’s xz-utils, 30
March to 10 April 2024

Disappearance projects move, are renamed, are deleted, hosts close Google Code, Gitorious

Not on this list: who owns the intellectual property, where the authors were born. Neither keeps a build working.
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An example is worth a thousand words

@ 29 March 2024: the xz-utils backdoor is disclosed (CVE-2024-3094), the most
examined source code of that year

@ 30 March: the maintainers’ accounts are suspended and the repository becomes
unreachable. Software Heritage records a not_found visit at 09:18 that day

@ 10 April: the repository is back; in between, the full history stayed readable in the
archive

@ 13 September 2026: two hours of global outage on GitHub, from an internal
maintenance job

o Forges are not archives: platforms close (Google Code, Gitorious, about 1 M
projects)

Maintainer’s own account: https://tukaani.org/xz-backdoor/. Visit log, checkable from this room:
https://archive.softwareheritage.org/api/1/origin/https://github.com/tukaani-project/xz/visits/. GitHub

published no reason for the suspension, so none is attributed here.
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https://tukaani.org/xz-backdoor/
https://archive.softwareheritage.org/api/1/origin/https://github.com/tukaani-project/xz/visits/

© Sovereignty as ecumenical resilience
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Sovereignty is not isolation

What it is

@ shared, open, non-rival infrastructure

What it is not

e it is not autarky
o that benefits all while preserving

autonomy for each

@ it is not national silos
e it is not forking the world s . . .
o resilient against disruption upstream

@ it is not owning everything o ecumenical by design

“Sovereignty is not about owning everything
— it is about ensuring that nothing essential can disappear.”

Can we get that for software?

R.Di Cosmo  roberto@dicosmo.org ~ @rdicosmo  (CC-BY 4.0) Software sovereignty 27 Oct 2026 9/21



Four properties of resilience

Plural custody answers platform dependence: one collection, several custodians, no custodian
can speak for the others

Automatic fallback answers registry dependence: GNU Guix since 2019, Nix next, then the
major package registries

Independent mirrors answer jurisdiction dependence: own operator, own jurisdiction, own
stack, own decisions

Intrinsic identifiers answer disappearance: SWHID, ISO/IEC 18670:2025, recomputable by
anyone

Dependence is when someone else’s decision reaches your build.
Resilience is when it cannot.
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@ Meet Software Heritage
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All public source code, preserved the mission

A
AR .
+3V%> Software Heritage
L\ﬂAV‘ THE GREAT LIBRARY OF SOURCE CODE

v

Collect, preserve and share all software source code

Preserving our heritage, enabling better software and better science for all

Reference catalog
Soiitias pCEAN
Bﬂq:t%&%
o0, (J/‘T(HL

find and reference all
software source code

Universal archive

damage

disaster
sZmalicious “%
£ ~<obsolete

aging™ Gependencies
=%
]

storage

,_
(@]
=1

format

t
ati

preserve and share all
software source code

R.Di Cosmo  roberto@dicosmo.org ~ @rdicosmo

Research infrastructure

enable analysis of all
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A universal archive, as a shared infrastructure

Hglltural Heritage Hﬂiustry stearch

Public Administration

One infrastructure ii‘ ‘aﬁ}? 4 ,‘, &Q,’Z&,a/—

open and shared Bma

Software Heritage [ unesco

The largest archive ever built

Source files Commits. Projects JBioconductor o Bitbucket ) [
30,005,042,817 6171.846,063 445,680,309 4 git CPAN L R
[‘ 8 ] Odebian
‘ : I L] GitHub
l; il ¥ GitLab 337 git
f Gogs o Veun
; ous » o
~ Maven A#Nix0s
Authors Releases s «
e )

23,322,473,969 108,845,629 190,920,050

. . t 7
" Microsoft T@ 2 L nuawen @ Infoss 223 - aws Go gle W o invention

AdaCore GitHub =
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How it works listers, loaders, one Merkle graph

Forges

= Np)
O

GitHub
lister software

Software Heritage Archive
Merkle DAG + blob storage

Git
loader

GitLab
lister

Mercurial
loader

P

Distros

® 6 (a

Package ¢
repos

CPAN Listing I Loading I

(full/incremental) & deduplication

Vo @) (‘@)

Debian source
package loader

lister

Global development history permanently archived in a uniform data model
@ over 30 billion unique source files from over 445 million software projects

@ ~3PB (compressed) blobs, ~60 B nodes, over 1 trillion edges
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An intrinsic identifier SWHID, ISO/IEC 18670:2025

e computed from the content, not assigned by a
Standards Sectors About ISO Insights & news registry

o the same bytes give the same identifier on every
em mirror, in every jurisdiction
ISO/IEC
- 18670:2025

G A The OpenChain CRA compliance checklist (v1.0,

SoftWare Hash IDentifier
vt (SWHID) Specification Y1.2 September 2026) names the SWHID among acceptable

@ an international standard since 23 April 2025

component identifiers.

Published (Edition 1, 2025)

A URL says where code was. A SWHID says what it is.
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Groundbreaking services

CyberSecurity

Data for Transparent Al
—< /> < /> Traceable source code

<[> <[> </> for LLMs
</> </ CodeCommons

| Make open-source
more secure

Strategic Metrics and Insights
Support Open Source Program Offices . The Public Code
Software Heritage

\W\OSPO Track, find and reuse ~ \4 Observatory
RADAR research software 'I; S with UN and
UNESCO

4 520 research articles cite Software Heritage (Google Scholar, 2025) 2 M+ Save Code Now deposits
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https://codecommons.org/
https://codecommons.org/
https://swhsec.github.io/
https://www.softwareheritage.org/2025/04/02/ospo-radar/
https://www.softwareheritage.org/2026/07/01/public_code_2026_launch

From the Software Sky to Institutional Insight: Anatomy of an Observational Pipeline

Stage 0: The Software Sky

Phase 4: Spectral Enrichment

Each observed object s euriched with

The
D e o o T el

spectral data—such as activits, domains, and

Phase 53 Astrophy5|calAnaly5|s

| Adeptive i i ions are analysed to compute metrics,

ind a spectal flter definition
{{Eral domain'slaction)

: This fecture ensures the automatic
Observation Software Henlagear:hlve containingall licenses—collected from multiple relation'of obes synthenc ive view of th
arameters observable software ‘stars’, This stage is observation instruments to provide a deeper iagaument (9P limits, ensuring continuous
(config i con igured by observation parameters understanding. data collection. >

TiL]‘ﬂL -

=

K E
Fi—— Observation Cache
Ageryikizen observation logis maintained.
preventing redandant measurements
e speeding up subseauentanalyzes.

Phase 1: Target Selection
Identify the stars associated

with a specific institution by . \\
selecting contributors b
using institutional
identifiers, which isolates
the relevant region of the
software sky for focused
observation.

Quality Gate: Signal

Strength Check

Before proceeding, the ploeline verifies

that the selected region contains enough

observable signals (software \ R
istically

Phase 6: High-Resolution
Imaging & Report

Top 40 Reposiories by number of Contrbutions (Log Scale)

‘ I‘|||||II|I||||||||||||lnl_l'!"!'

meaningful results.

Phase 2: Gravitational
Cleaning (Deforking)

The process renvents gravitational artifects
such as mitrers and futes from the data to
retain only the physically meamngful celestial
objects (original software projects).

1992-07-08
2025-05-17




Brazil builds a lot but keeps almost all of it in one place

94 % of it lives on GitHub all of .br

Second in the world government code

Contributors by Country

R

4

94A1%'—/

Public Code Observatory — UN, UNESCO, SWH A” Brazilian Open source — not just
Brazil 2nd of 193 UN member states, July 2026 . .
f Y government or academic: 256 908 projects,

every . br domain.

A top-two producer of public code — on one platform, in one jurisdiction.

Global concentration = global risk.
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https://www.softwareheritage.org/2026/07/01/public_code_2026_launch

Who builds, and with whom Latin America

Cross-border collaboration: shared projects per co air
Rop 30 by votaleross-border share 106 Colour scare)

L10¢ 100

- .
e = H
108 %
o £
2 g
= 3
n
‘é N
3
2
.5
h’ g »
o [r—
3 101 M M s g = P
£ i L |

projects shared by each pair of countries (pairs with 5 or

139 221 people, by the country of their institutional domain more)

(log scale)
the region already builds software as a region
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Software Heritage is the systemic response ndo apenas um servi¢o

The mirror network today
Two decisions, one moment

The Software Heritage European Network: .

A Distributed Infrastructure for Global Source Code Preservation o Fu nd the mirror at LNCC
continuity of world source code, on
Brazilian soil
e @ Join the Foundation as a major
Central Archive - Paris Q}
OENEA—BoIogna Sponsor
join the governance

e UNIDUE - Duisburg-Essen

=i dea

<®)

9 GRNET - Athens o
«

Each country can host it.
No country controls it.

Four mirrors, all in Europe. Brazil would be the first beyond.

10 years report
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https://annex.softwareheritage.org/public/annual-reports/2025/SoftwareHeritageReport_2025.pdf

© From dependence to resilience
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The whole talk in one table

dependence  seenin resilience

platform 76% of Europe’s research code on one platform  plural custody

registry left-pad, 2016 automatic fallback (Guix)
jurisdiction xz-utils, 2024 independent mirrors
disappearance 5.4% already gone from where published intrinsic identifiers (SWHID)

All four properties run today. The question for Brazil is whether to hold a seat.
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From control to resilience

True digital sovereignty is not control — it is resilience.

Soberania sem rivalidade. Controle sem exclusividade.

https://www.softwareheritage.org

R. Di Cosmo  roberto@dicosmo.org ~ @rdicosmo  (CC-BY 4.0) Software sovereignty 27 Oct 2026 21/ 21


https://www.softwareheritage.org
https://www.softwareheritage.org

Brazil builds a lot second in the world for government code

GOver"lg‘:ﬂi‘:;gﬁgg!E}i&&imsbermg Brazil, 2nd of 193 UN member states
e @ 17,725 government contributors
19.1% of 92,831 worldwide
@ 77,456 government projects
pane J 427 1530 touched

roenina ] 1 25.6% of 288,411 worldwide

Colombia 4| 922 (1.0%)

Turkey 4| 912 (1.0%)

0 10000 20000 30000 40000 50000
government contributors

Public Code Observatory, edition 1.1: UN, UNESCO, Software

Heritage
snapshot of 2 March 2026

A top-two producer of public code. Worldwide, 94.5% of government projects sit on one

platform.
Global concentration is global risk.
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https://stateofpubliccode.org

Redundancy and resilience

Mirrors
Copies @ under independent control, in their
e under the control of one organisation own jurisdiction
@ one legal or commercial decision e removal from the archive does not
reaches all of them propagate automatically: each

@ protect against failures operator decides

@ protect against decisions
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Resilience, d

Software Heritage and GNU Guix join forces Connecting reproducible deployment
to enable long term reproducibility to a long-term source code archive
¢ Ny L Couths — M 75, 019
N\ !
v \ - GNU Guix a’
( famiarto o '
) / v \ ‘ / virtual machines, and manage the operating system running on your machine.
S~ \ ‘One foundation that sets it apartfrom other tools in these areas is reproducibily. From a high-level
4 L view, Guix al They can

</> < /

focusing on in the

> \TA
) z \ 1 { alllevels Guix,for instance, allows you to

-y wavel back n time. That Guix can travel back in time and buid software reproducibly is a great step.

forward. But there’s still an important piece that's missing to make this viable: a stable source code

7 N archive, This is where Software Heritage (SWH for short) comes in
3 v 4 When source code vanishes
Guix demonstrates automated recovery using the Software Heritage archive

When a platform or registry fails.... Guix fallbacks to Software Heritage and continues to build!

Since 2019
Next: npm, PyPl, Maven Central, Cargo, CPAN, RubyGems, Packagist, ... When a registry fails, the build continues.
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https://www.softwareheritage.org/2019/04/18/software-heritage-and-gnu-guix-join-forces-to-enable-long-term-reproducibility/

Software Heritage as digital public infrastructure for software

What the archive already is

@ open code, open data, open APIs

What DPI is expected to be . ) .
@ non-profit, Inria and UNESCO since 2017,

® open partnership renewed January 2026

@ non-profit o all public code, every platform, every
@ universal language

@ standards-based @ SWHID, an ISO/IEC standard

e multi-stakeholder @ sponsors across sectors, mirrors run by
o interoperable independent institutions

@ Guix, Nix, HAL, the Public Code
Observatory build on it

R.Di Cosmo  roberto@dicosmo.org ~ @rdicosmo  (CC-BY 4.0) Software sovereignty 27 Oct 2026 4/4



	Introduction
	Software beneath sovereignty
	Sovereignty as ecumenical resilience
	Meet Software Heritage
	
	From dependence to resilience
	Appendix

