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Software is all around us

Invisible fabric of digital society

Software

Knowledge is in the source

Covid Sim ( excerpt )
Len Shustek, Computer History Museum 2006

“Source code provides a view into the mind of the designer.”
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https://archive.softwareheritage.org/swh:1:cnt:b2d11f345900abf98e73c052790ced78b6b8e9df;origin=https://github.com/mrc-ide/covid-sim;visit=swh:1:snp:e01c470a15f3dffbd9208d84d202bb26eb7fc5e9;anchor=swh:1:rev:b719de9df5909f8fc47753dd1d2baf89fc415943;path=/src/Models/Microcell.h;lines=19-46


A Global Undertaking. . .
Pillar of Science across all research areas Many programming languages

From all continents An exponential growth
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https://frenchopensciencemonitor.esr.gouv.fr/software/fields?id
http://doi.org/10.1109/MSR66628.2025.00068
https://dl.acm.org/doi/10.1145/3524842.3528471
https://gitlab.softwareheritage.org/rdicosmo/archive-growth


. . . and a global dependency network

An early warning: left-pad (March 2016)

See the Wikipedia article:

Facebook, PayPal, Netflix, Spotify
affected

web broken worldwide ~2.5 hours

A clear and present danger
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github.com
code.europa.eu
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git.fpfis.tech.ec.europa.eu
Other

Color encodes systemic exposure (largest share = highest concentration risk).

Used by europa.eu devs (Source: Software Heritage)

"If GitHub or PyPI disappeared tomorrow,
Europe would not just slow down

— it would stop."
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https://en.wikipedia.org/wiki/Npm_left-pad_incident
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Different angles, same bad news

Reproducibility, maintenance in Academia

  

(articles: here, here, here and here)

Security, integrity, traceability in Industry

Can they track the software that they

ship, use, acquire

has that bug or vulnerability

Policy is evolving in response to this challenge
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https://www.nature.com/articles/s41597-022-01143-6
https://ieeexplore.ieee.org/document/8816763
https://www.quantamagazine.org/crucial-computer-program-for-particle-physics-at-risk-of-obsolescence-20221201/
http://reproducibility.cs.arizona.edu/tr.pdf
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Selected hilights

Standards (Software Hash ID, SWHID)

Intrinsic identifier
integrity, traceability
50B+ SWHID in archive

Software Pillar of (Open) Science
EOSC SIRS report (2020)
National Open Science Plan
(2021)
French National RI Roadmap
(2022)

Pillar of transparent AI
StarCoder2/The Stack v2
(Hugging Face)
CodeCommons (BPI, France)
AI Factory (AI2F, EU)

Next gen Cybersecurity
Global Vulnerabilities
(Sec4AI4Sec,SWHSec)
Software supply chain
(CRA, SBOM,. . . )

A (version of a) dependency of a critical software vanishes from GitHub,Gitlab,. . . :

how to audit it five years later?

how to reproduce the results?
how to ensure continuity of service?

how to retrieve them?
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Proof of capability: Guix integration

Guix demonstrates automated recovery using the Software Heritage archive

When a platform or registry fails. . . Guix fallbacks to Software Heritage and continues to build!

Since 2019
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https://www.softwareheritage.org/2019/04/18/software-heritage-and-gnu-guix-join-forces-to-enable-long-term-reproducibility/


Next step: Sovereign fallback for Europe’s build chains

Extend to key package managers

npm, PyPI, Maven Central, Cargo, CPAN, RubyGems, Packagist, . . .

Realize ecumenical resilience

"When a registry fails — Europe continues to build."
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Technology preview: the Strategic Software Insights report

Report on the public
software collected,

preserved and
referenced for
Acad-Hal-Fr

Version 1.0 – 2025-12-29
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A peek inside the French Academic Software report
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Software Heritage: one infrastructure, six strategic levers

Research infrastructure
two facets:

support Open Science

enable Software Science

Traceability and compliance

Software supply chain (SBOM)

integrity (SWHID)

availability

support CRA/NIS2 mandates

Cybersecurity

Cyber forensics, vulnerability tracking at
world scale

Resilience
when npm/PyPI/Maven fail,

Europe continues to build

Transparent AI

CodeCommons : provenance and
attributon for LLMs
AI Act, Art. 11, 12, 15:

technical documentation
record-keeping
reproducibility

Metrics we can count on

Objective Strategic Insights

Support policy implementation
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https://codecommons.org/


The missing foundation to fill the gap is here
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A plan for Europe

Europe does not need to invent this infrastructure. . .
it can adopt and scale what took 10+years to build

Next steps

All recognise software continuity as critical enabler for
research and open science
digital sovereignty
regulation enforcement (CRA, NIS2, AI Act, etc.)

All avoid balkanisation, support mutualisation
build on common, shared, open, non profit infrastructures

DG RTD / DG CONNECT coordinate a joint effort
grow Software Heritage into the EU strategic software backbone
unlock funding now to close the gap (~20 to 40Me table stakes)
build the long term resilience and continuity strategy
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