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@ Why Software Source Code matters

R.Di Cosmo  roberto@dicosmo.org ~ @rdicosmo  (CC-BY 4.0) Software as Critical Infrastructure 18/03/2026 1/14



Software is all around us

Knowledge is in the source

Invisible fabric of digital society

struct Microcell
=< {
O L se of short int hi imits max run time SHRT_MAX*Mode 1 TimeSt 65536*0.25=16384 d.
Global sea lace sig h " with i m s limit, © more m

!

int n; Number of peopl m cell
int adunit; i lo
int* members; rray of members/host icrocell
# int* places[MAX_NUM_PLACE_TYPES]; ist ! f varic t thin m.

. unsigned short int NumPlacesByType[MAX_NUM_PLACE_TYPES]; umber o of ot e pes) wi
unsigned short int keyworkerproph, move_trig, place_trig, socdist_trig, keyworkerpraph tng
\\ unsigned short int move_start_time, move_end_time;
ii‘ \\ unsigned short int place_end_time, socdist_end_time, keyworkerproph_end_time;
TreatStat moverest, treat, vacc, socdist, placeclose;
unsigned short int treat_trig, vacc_trig;
unsigned short int treat_start_time, treat_end_time;
unsigned short int vacc_start_time;
IndexList* AirportList;
}

Covid Sim (excerpt)
Len Shustek, Computer History Museum 2006

“Source code provides a view into the mind of the designer.”
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https://archive.softwareheritage.org/swh:1:cnt:b2d11f345900abf98e73c052790ced78b6b8e9df;origin=https://github.com/mrc-ide/covid-sim;visit=swh:1:snp:e01c470a15f3dffbd9208d84d202bb26eb7fc5e9;anchor=swh:1:rev:b719de9df5909f8fc47753dd1d2baf89fc415943;path=/src/Models/Microcell.h;lines=19-46

A Global Undertaking..

Pillar of Science across all research areas
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Many programming languages

Evolution of languages
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https://frenchopensciencemonitor.esr.gouv.fr/software/fields?id
http://doi.org/10.1109/MSR66628.2025.00068
https://dl.acm.org/doi/10.1145/3524842.3528471
https://gitlab.softwareheritage.org/rdicosmo/archive-growth

... and a global dependency network

An early warning: left-pad (March 2016) A clear and present danger

How one programmer broke the internet by

deleting a tiny piece of code

Aman in disrupted web development around the world by deleting 11 lines of code

Platforms
= github.com
s code.europa.eu

gitlab.com
bitbucket.org
R 0006006 pypi.org
Updated January 28,2025  Add gle === git.drupalcode.org
== git.fpfis.tech.ec.europa.eu
Other

78.5%—— Color encodes systemic exposure (larg

This article is from 2016.

See the Wikipedia article: Used by europa. eu devs (Source: Software Heritage)

o Facebook, PayPal, Netflix, Spotify

"If GitHub or PyPI disappeared tomorrow,
affected

Europe would not just slow down

@ web broken worldwide ~2.5 hours — it would stop."
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https://en.wikipedia.org/wiki/Npm_left-pad_incident

© How are we managing [our] software source code?
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Different angles, same bad news

Reproducibility, maintenance in Academia Security, integrity, traceability in Industry

Sonatype Stops Software Supply
cn o~

Equifax website hack exposes data for
SolarWinds hack that breached gov  ~143 million US consumers

networks poses a “grave risk” tothe
‘nation
t

Office 365 system and read email

Dependency Confusion: How |
o omokowace o Hacked Into Apple, Microsoft s

and Dozens of Other Companies =
[} ‘ i -
Crucial Computer Program for - - D
Particle Physics at Risk of
by Obsolescence
’ Can they track the software that they

@ ship, use, acquire

(articles: here, here, here and here) o has that bug or vulnerability

Policy is evolving in response to this challenge
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https://www.nature.com/articles/s41597-022-01143-6
https://ieeexplore.ieee.org/document/8816763
https://www.quantamagazine.org/crucial-computer-program-for-particle-physics-at-risk-of-obsolescence-20221201/
http://reproducibility.cs.arizona.edu/tr.pdf

© Regulation and Infrastructure
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Regulation Europe’s Software Sovereignty

= Lt
resillence.

Cyber Resilience Act (CRA) & NIS2
Mandate strict software security, long-term

i and end-to-end supply-chai rAY
Al Act Transparency
Legal requirements for the transparency and
reproducibility of training data and the
underlying algorithms.

Open Science Policies

Policies requiring long-term availability and
reproducibility of research software for
scientific integrity.

o

“Legal obligations assume
permanent access to source code.”
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Regulation Without Infrastructure:

REGULATION

Cyber Resilience Act (CRA) & NIS2
Mandate stnct software secumy, long-term
pply:

resillence.

Al Act Transparency

Legal requirements for the transparency and
reproducibility of training data and the
underlying algorithms.

Open Science Policies

Policies requiring long-term availability and
reproducibility of research software for
scientific integrity.

"Legal obligations assume

s

permanent access to source code.”

Europe’s Software Sovereignty Gap

INFRASTRUCTURE

Iz

Dependence on Non-European Platforms

Relies on proprietary platforms like GitHub,
GitLab.com, and package managers (PyPI,
npm, Maven Central).

No EU-Wide Continuity Guarantee
Existing platforms provide no Service Level
Agreements (SLA) for preservation and
operate under no legal obligation to protect
European sovereignty.

Fragmented National Initiatives
Current efforts are often national, not
interoperable, and lack a shared global
governance structure.

“Critical dependencies outside
European control.”
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Regulation Without Infrastructure: Europe’s Software Sovereignty Gap

REGULATION INFRASTRUCTURE

Cyber Resilience Act (CRA) & NIS2 Dependence on Non-European Platforms
Mandate strict software security, long-term Relies on proprietary platforms like GitHub,

i and ipply-ct [AY FAY GitLab.com, and package managers (PyPI,
resillence. npm, Maven Central).

No EU-Wide Continuity Guarantee
Existing platforms provide no Service Level
Agreements (SLA) for preservation and
operate under no legal obligation to protect
European sovereignty.

Al Act Transparency

Legal requirements for the transparency and
reproducibility of training data and the
underlying algorithms.

Open Science Policies

Policies requiring long-term availability and
reproducibility of research software for
scientific integrity.

Fragmented National Initiatives
Current efforts are often national, not
interoperable, and lack a shared global
governance structure.

“Legal obligations assume “Critical dependencies outside
permanent access to source code.” European control.”

Europe regulates software as critical
infrastructure — but does not operate a
software continuity infrastructure
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@ Software Heritage: open, non profit, multistakeholder
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Software Heritage

THE GREAT LIBRARY OF SOURCE CODE
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© From archive to strategic backbone
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Selected hilights

Software Pillar of (Open) Science

Standards (Software Hash ID, SWHID) EOSC SIRS report (2020)
= U \ntrinsic identifier National Open Science Plan
ISO/IEC . . - %i !
1s6702025  integrity, traceability (2021)
50B+ SWHID in archive == French National Rl Roadmap
(2022)

Pillar of transparent Al

Next gen Cybersecurity
StarCoder2/The  Stack  v2 Global  Vulnerabilities

\’l
/>

//'\\ AV i
. (Hugging Face) ~q) _ (Sec4Al4Sec,SWHSec)
s CodeCommons (BPI, France) @ Software Heritage S .
GENCI oftware supply chain

1 GENCI Al Factory (AI2F, EU) (CRA. SBOM....)

A (version of a) dependency of a critical software vanishes from GitHub,Gitlab,...:

@ how to audit it five years later? e how to ensure continuity of service?
o how to reproduce the results? @ how to retrieve them?

R.Di Cosmo  roberto@dicosmo.org ~ @rdicosmo  (CC-BY 4.0) Software as Critical Infrastructure 18/03/2026 7/14



Proof of capability: Guix integration

Software Heritage and GNU Guix join forces Connecting reproducible deployment
to enable long term reproducibility to a long-term source code archive
\ [
\ - GNU Guix can be used as a -
[ X famiar 0 G s "
) / / Vil machines, and manage (e operand ysiem i on you machins.

adapt them 1o their needs. This
aspectis
y . and this
focusing oninthe context of the Guix-HPC effot. At  lowe leve, the project, along with others in the
\ - Reproducibie i bi
forbit
7
\
f L \ 1 levels has bex Guix, for instance, allows you 0

-y wavel back n time. That Guix can travel back in time and buid software reproducibly i a great step.
forward. But there’s still an important piece that's missing to make this viable: a stable source code

~7 N~ archive. This is where Software Heritage (SWH for short) comes in
\ /

When source code vanishes

Guix demonstrates automated recovery using the Software Heritage archive

When a platform or registry fails... Guix fallbacks to Software Heritage and continues to build!

Since 2019
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https://www.softwareheritage.org/2019/04/18/software-heritage-and-gnu-guix-join-forces-to-enable-long-term-reproducibility/

Next step: Sovereign fallback for Europe’s build chains

Extend to key package managers
npm, PyPl, Maven Central, Cargo, CPAN, RubyGems, Packagist, ...

Realize ecumenical resilience

The Software Heritage European Network:
A Distributed Infrastructure for Global Source Code Preservation

e UNIDUE - Duisburg-Essen

Central Archive - Paris &

o ENEA - Bologna

A —~
@i dea’ © e
e GRNET - Athens o ;.
€) oepioying

© Agreementin Progress
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Technology preview: the Strategic Software Insights report
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262  Projects with Citation Files Only in Software Heritage . . . . .. .. ... ........... 17
Illmll 27 Top Projects by Repository Host 19
IIII Re po rt on the pu blic 3 Analysis of the Projects to which Acad-Hal-Fr contributes 34
||mm 3.1 Distribution by number of SIS . . . . . ... ... ... ... 34
l||| software collected, 32 Main organizations ) 36
33 Top 40 projects by number of contributions . . . .. ... ................ .. ... 37
"mm d preserved and 34 Top 40 projects by GitHub stars 39
Iy 3.5 Top 40 projects by repository age . ... ... ... ... 4l
referenced for
muw Acad-Hal-F 4 Programming Languages 53
cad-mal-Fr

“ 5 License Analysis 55
5.1 License Distribution 55
5.2 License Status Overview . . . . . . . . . . . . . 55
M‘m“ 5.3  License Statistics 55
: WWH\U\\ 54 TopLiCense TYPES - .+« o oottt 55
6 Platform Distribution Analysis 57
6.1  Platform Distribution Overview 57
) 62 Platform Distribution (Log Scale) . . . . . ... ... ........... i 5T
Version 1.0 - 2025-12-29 63 Platform Statistics 57
64 TopPIatforms . ... .. ... ... .. ST
65 SUMNATY « . .« o oot e 58
7 Tentative C] i ion in Research i 59
7.1 Distribution of domains of contributors (all projects) . R
72 Distribution of domains of contributors (selected projects with more than 10 contributions) - - - 61
8 Methodology: From Source Graph to Analysis-Ready Dataset 61
9 Conclusion 63
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A peek inside the French Academic Software report
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Software Heritage: one infrastructure, six strategic levers

Research infrastructure
two facets:

@ support Open Science

@ enable Software Science

Traceability and compliance

o Software supply chain (SBOM)
integrity (SWHID)

availability

support CRA/NIS2 mandates

(]

Cybersecurity

Cyber forensics, vulnerability tracking at
world scale

R.Di Cosmo  roberto@dicosmo.org

Resilience
when npm/PyPI/Maven fail,
Europe continues to build

Transparent Al

@ CodeCommons : provenance and
attributon for LLMs
@ Al Act, Art. 11, 12, 15:

e technical documentation
o record-keeping
o reproducibility

Metrics we can count on

@ Objective Strategic Insights

@ Support policy implementation

@rdicosmo  (CC-BY 4.0) Software as Critical Infrastructure 18/03/2026 12/14


https://codecommons.org/

The missing foundation to fill the gap is here

Regulation Without Infrastructure: Bridging Europe’s Software Sovereignty Gap

INFRASTRUCTU

Cyber Resilience Act (CRA) & NIS2 E Dependence on Non-European Platforms

Mandate strict software security, long-term Relies on proprietary platforms like GitHub,
maintenance, and end-to-end supply-chain GitLab.com, and package managers (PyPI,
resillence. npm, Maven Central).

Al Act Transparency No EU-Wide Continuity Guarantee

Legal requirements for the transparency and Existing platforms provide no Sgrvice Level
reproducibility of training data and the TH E U RA G AP Agreements (SLA) for preservation and
underlying algorithms. operate under no legal obligation to protect

European sovereignty.

Open Science Policies

Policies requiring long-term availability and
reproducibility of research software for
scientific integrity.

Fragmented National Initiatives
Current efforts are often national, not
interoperable, and lack a shared global
governance structure.

Europe regulates software as critical
infrastructure — but does not operate a
software continuity infrastructure}

“Critical dependenmes outside
European control.”

“Legal obligations assume
permanent access to source code.”

SOFTWARE HERITAGE =

Universal Archive Intrinsic Identifiers Sovereign Mirror Network Ready for Scaling,

of Source Code ﬂ (SWHID - IS0 18670) Resilient, neutral network of nodes Not Invention

An operational global archive N Provides a standardized “lingerprint” (e.g., ltaly, Greece, Spain) ensuring Already operational; requires political
containing over 24 billion for software to ensure absolute archive cannot be destroyed or and financial scaling to fully support
files and 375)n1il|ion projects traceability, auditability, and citation. controlled by a single entity. European regulatory ambitions.

(and growing

“Infrastructure that makes European regulation enforceable.”
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@ The way forward
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A plan for Europe

Europe does not need to invent this infrastructure...
it can adopt and scale what took 10+years to build

Next steps

All recognise software continuity as critical enabler for
@ research and open science
o digital sovereignty
o regulation enforcement (CRA, NIS2, Al Act, etc.)
All avoid balkanisation, support mutualisation

@ build on common, shared, open, non profit infrastructures

DG RTD / DG CONNECT coordinate a joint effort

e grow Software Heritage into the EU strategic software backbone
@ unlock funding now to close the gap (~20 to 40Me table stakes)
@ build the long term resilience and continuity strategy
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