
Software Heritage
A revolutionary infrastructure for Open Science and Open Source

Roberto Di Cosmo

Director, Software Heritage
Inria and Université de Paris Cité

March 26, 2025

T H E  G R E AT  L I B R A RY  O F  S O U RC E  C O D E

R. Di Cosmo roberto@dicosmo.org (CC-BY 4.0) Software Heritage for Open Science and Open Source March 26, 2025 1 / 34



Outline

1 Introduction

2 Source code and Open Science

3 Meet Software Heritage

4 Demo time! Open Science

5 Adoption and ecosystem

6 Software Heritage dataset(s)

7 Efficient traversal of the full graph

8 Selected highlight: Impact on ESE studies

9 Conclusion

R. Di Cosmo roberto@dicosmo.org (CC-BY 4.0) Software Heritage for Open Science and Open Source March 26, 2025 1 / 34



Short Bio: Roberto Di Cosmo

Computer Science professor in Paris, now working at INRIA

35+ years of research (Theor. CS, Programming, Software Engineering, Erdos #: 3)

25+ years of Free and Open Source Software

15+ years building and directing structures for the common good

1999 DemoLinux – first live GNU/Linux distro

2007 Free Software Thematic Group
150 members 40 projects 200Me

2008 Mancoosi project www.mancoosi.org
2010 IRILL www.irill.org
2015 Software Heritage at INRIA

2018 National Committee for Open Science, France

2021 EOSC Task Force on Infrastructures for Software,
European Union
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Software Source Code is Precious Knowledge

Harold Abelson, Structure and Interpretation of Computer Programs (1st ed.) 1985

“Programs must be written for people to read, and only incidentally for machines to execute.”

Apollo 11 source code (excerpt) Covid Sim ( excerpt )

Len Shustek, Computer History Museum 2006

“Source code provides a view into the mind of the designer.”
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(Open) Source Code comes from all over the world
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(Open) Source Code is written in many languages

Evolution of the activity for programming, markup, and data languages from 2000 to 2021.

A. Desmazières, R. Di Cosmo, V. Lorentz
50 years of programming language evolution through the Software Heritage Looking Glass
MSR 2025. To appear.
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(Open) Source Code grows at an exponential rate
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Annual Growth: 27.30%
Doubling Time: 2.87 years
Contents Fitted Growth
Annual Growth: 40.25%
Doubling Time: 2.05 years
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(Open Source) Software is precious technical and scientific knowledge

Yuval Noah Harari (on COVID 19)
“The real antidote [to epidemic] is scientific knowledge and global cooperation.”

Software powers modern research

20%+ articles use software, all disciplines
2023 French Open Science Monitor

We can still talk to the early inventors

"Telling historical stories is
the best way to teach. It’s
much easier to understand
something if you know the
threads it is connected to."

Donald E. Knuth
Len Shustek

CACM, January 2021

We need a dedicated infrastructure to preserve and share all this knowledge!
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https://frenchopensciencemonitor.esr.gouv.fr/software/fields?id=disciplines.partage
https://doi.org/10.1145/3442377


How are we managing our (open source) software ?

Reproducibility, maintenance in Academia

  

(articles: here, here, here and here)

Security, integrity, traceability in Industry

Can they track the software that they

ship, use, acquire

has that bug or vulnerability

awareness is raising at the level of public policy
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https://ieeexplore.ieee.org/document/8816763
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Source code is special (software is not data)

Software evolves over time

projects may last decades

the development history is key to its understanding

Complexity
millions of lines of code
large web of dependencies

easy to break, difficult to maintain
research software a thin top layer

sophisticated developer communities
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Matplotlib library

Python dependencies
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induced by package granularity

Precious, endangered executable and human readable knowledge

key people passing away, platforms (GoogleCode, Gitorious, etc.) closing down . . .
no organised effort to catalog and archive it
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A plurality of needs (in increasing order of difficulty)

Archive
Research software artifacts must be properly archived

make sure we can retrieve them (reproducibility)

Reference
Research software artifacts must be properly referenced

make sure we can identify them (reproducibility)

Describe
Research software artifacts must be properly described

make it easy to discover and reuse them (visibility)

Cite/Credit
Research software artifacts must be properly cited (not the same as referenced!)

to give credit to authors (evaluation!)

R. Di Cosmo roberto@dicosmo.org (CC-BY 4.0) Software Heritage for Open Science and Open Source March 26, 2025 9 / 34



Outline

1 Introduction

2 Source code and Open Science

3 Meet Software Heritage

4 Demo time! Open Science

5 Adoption and ecosystem

6 Software Heritage dataset(s)

7 Efficient traversal of the full graph

8 Selected highlight: Impact on ESE studies

9 Conclusion

R. Di Cosmo roberto@dicosmo.org (CC-BY 4.0) Software Heritage for Open Science and Open Source March 26, 2025 10 / 34



Software Heritage in a nutshell www.softwareheritage.org

T H E  G R E AT  L I B R A RY  O F  S O U RC E  C O D E

Collect, preserve and share all software source code

Preserving our heritage, enabling better software and better science for all

Reference catalog

find and reference all
software source code

Universal archive

preserve and share all
software source code

Research infrastructure

enable analysis of all
software source code
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A universal archive as a shared infrastructure

One infrastructure
open and shared

The largest archive ever built
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An international, non profit initiative built for the long term

Sharing the vision

And many more ...
www.softwareheritage.org/support/testimonials

Donors, members, sponsors

Platinum sponsors

Gold sponsors

Silver sponsors

Bronze sponsors

Diamond sponsors

R. Di Cosmo roberto@dicosmo.org (CC-BY 4.0) Software Heritage for Open Science and Open Source March 26, 2025 12 / 34

www.softwareheritage.org/support/testimonials


The archive, under the hood
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.
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Software Heritage Archive
Merkle DAG + blob storage

Loading
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Distros
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tar
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Global development history permanently archived in a uniform data model

over 22 billion unique source files from over 340 million software projects

~2PB (compressed) blobs, ~50 B nodes, ~800 B edges
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The Software Hash identifier (SWHID)

Software Heritage Identifiers (SWHID) see swhid.org

50+B
intrinsic,
decentralised,
cryptographic

Full fledged source code references for traceability, integrity and reproducibility

Linux Foundation SPDX 2.2

IANA-registered "swh:"
WikiData property P6138

Examples: Apollo 11 AGC excerpt, Quake III rsqrt
Guidelines available, see the HOWTO

Breaking news: standardisation, see swhid.org - DIS
18670
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https://swhid.org/
https://www.softwareheritage.org/2020/07/09/intrinsic-vs-extrinsic-identifiers/
https://www.softwareheritage.org/2020/07/09/intrinsic-vs-extrinsic-identifiers/
https://www.softwareheritage.org/2020/07/09/intrinsic-vs-extrinsic-identifiers/
https://spdx.github.io/spdx-spec/appendix-VI-external-repository-identifiers/#persistent-id
https://www.wikidata.org/wiki/Property:P6138
https://archive.softwareheritage.org/swh:1:cnt:64582b78792cd6c2d67d35da5a11bb80886a6409;origin=https://github.com/virtualagc/virtualagc;lines=245-261/
https://archive.softwareheritage.org/swh:1:cnt:bb0faf6919fc60636b2696f32ec9b3c2adb247fe;origin=https://github.com/id-Software/Quake-III-Arena;lines=549-572/
https://www.softwareheritage.org/howto-archive-and-reference-your-code/
https://swhid.org
https://www.iso.org/standard/89985.html
https://www.iso.org/standard/89985.html


A revolutionary infrastructure

Modern "Library of Alexandria", international, non profit, long term initiative
addressing the needs of industry, research, culture and society as a whole

Software Graph Software Blockchain Open Science pillar Big Code

One infrastructure, shared: more efficient, less waste . . .

. . . supporting a broad range of applications
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A walkthrough

Browse (e.g. Apollo 11 [excerpt], your work may be already there !)

Trigger archival, use the updateswh browser extension, configure the webhooks

Get and use SWHIDs (full specification available online)
Cite software with biblatex-software package from CTAN

Overleaf ACMART template available

Example in journals: article from IPOL

Example with Parmap: devel on Github, archive in SWH, curated deposit in HAL

Extracting all the software products for Inria, for CNRS, for CNES, for LIRMM or
for Rémi Gribonval using HalTools

Curated deposit in SWH via HAL, see for example: LinBox, SLALOM, Givaro,
NS2DDV, SumGra, Coq proof, . . .
Example use in research articles:

compare Fig. 1 and conclusions in the 2012 version and the updated version
SWHID in a replication experiment
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https://archive.softwareheritage.org
https://www.softwareheritage.org/2019/07/20/archiving-and-referencing-the-apollo-source-code/
https://archive.softwareheritage.org/swh:1:cnt:64582b78792cd6c2d67d35da5a11bb80886a6409;origin=https://github.com/virtualagc/virtualagc;visit=swh:1:snp:3c074afad81ad6b14d434b96e705e01d184752cf;anchor=swh:1:rev:007c2b95f301f9438b8b74d7993b7a3b9a66255b;path=/Luminary099/THE_LUNAR_LANDING.agc;lines=245-261/
https://twitter.com/gabrielaltay/status/1300218789762662401
https://save.softwareheritage.org
https://www.softwareheritage.org/browser-extensions/
https://archive.softwareheritage.org/api/1/
https://docs.softwareheritage.org/devel/swh-model/persistent-identifiers.html
https://ctan.org/pkg/biblatex-software?lang=en
https://www.overleaf.com/latex/templates/template-for-acmart-using-biblatex-and-biblatex-software/hrbzctcdjwvd
http://www.ipol.im/pub/art/2020/300/
https://github.com/rdicosmo/parmap/
https://archive.softwareheritage.org/browse/origin/directory/?origin_url=https://github.com/rdicosmo/parmap
https://hal.archives-ouvertes.fr/hal-03516539v1
https://haltools.archives-ouvertes.fr/Public/afficheRequetePubli.php?struct=inria&&typdoc=(%27SOFTWARE%27)&CB_auteur=oui&CB_titre=oui&CB_article=oui&CB_resume=oui&langue=Anglais&tri_exp=annee_publi&tri_exp2=typdoc&tri_exp3=date_publi&ordre_aff=TA&Fen=Aff&css=../css/VisuRubriqueEncadre.css
https://haltools.archives-ouvertes.fr/Public/afficheRequetePubli.php?struct=cnrs&typdoc=(%27SOFTWARE%27)&CB_auteur=oui&CB_titre=oui&CB_article=oui&CB_resume=oui&langue=Anglais&tri_exp=annee_publi&tri_exp2=typdoc&tri_exp3=date_publi&ordre_aff=TA&Fen=Aff&css=../css/VisuRubriqueEncadre.css
https://haltools.archives-ouvertes.fr/Public/afficheRequetePubli.php?struct=cnes&typdoc=(%27SOFTWARE%27)&CB_auteur=oui&CB_titre=oui&CB_article=oui&CB_resume=oui&langue=Anglais&tri_exp=annee_publi&tri_exp2=typdoc&tri_exp3=date_publi&ordre_aff=TA&Fen=Aff&css=../css/VisuRubriqueEncadre.css
https://haltools.archives-ouvertes.fr/Public/afficheRequetePubli.php?struct=LIRMM&typdoc=(%27SOFTWARE%27)&CB_auteur=oui&CB_titre=oui&CB_article=oui&CB_resume=oui&langue=Anglais&tri_exp=annee_publi&tri_exp2=typdoc&tri_exp3=date_publi&ordre_aff=TA&Fen=Aff&css=../css/VisuRubriqueEncadre.css
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https://haltools.archives-ouvertes.fr/?action=export&lang=fr
https://doc.archives-ouvertes.fr/en/deposit/deposit-software-source-code/
https://hal.archives-ouvertes.fr/hal-02130801
https://hal.archives-ouvertes.fr/hal-01897934
https://hal.archives-ouvertes.fr/hal-02130729
https://hal.archives-ouvertes.fr/hal-02137040
https://hal.archives-ouvertes.fr/lirmm-02136558
https://hal.archives-ouvertes.fr/hal-02155786
http://www.dicosmo.org/Articles/2012-DaneluttoDiCosmo-Pcs.pdf
https://www.dicosmo.org/share/parmap_swh.pdf
https://www.dicosmo.org/Articles/2020-ReScienceC.pdf
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A few adoption indicators 

● Recommendations in ANR 2023 guidelines (p. 17)
● HAL+SWH in the Open Science software booklet

Policy Users and collaborations

Graphics Replicability 
Stamp Initiative

Projects

https://anr.fr/fileadmin/aap/2023/aapg-2023-V2.0_MAJ20220921.pdf
https://www.ouvrirlascience.fr/wp-content/uploads/2022/10/Passeport_Codes-et-logiciels_WEB.pdf
https://www.replicabilitystamp.org/
https://www.replicabilitystamp.org/
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The full graph in the AWS Open Data collection

https://registry.opendata.aws/software-heritage/

all the file contents (the leaves of the graph ~1PB uncompressed)

regular dumps of the graph (in ORC file format)
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A peek at the dataset

Accessing graph leaves (a.k.a. contents)

$ aws s3 ls --no-sign-request s3://softwareheritage/
PRE content/
PRE graph/

File contents can be accessed using their SHA1 checksum

$ aws s3 cp --no-sign-request \
s3://softwareheritage/content/8624bcdae55baeef00cd11d5dfcfa60f68710a02 .

Notice that file contents are compressed:

$ zcat 8624bcdae55baeef00cd11d5dfcfa60f68710a02 | head
GNU GENERAL PUBLIC LICENSE

Version 3, 29 June 2007

Copyright (C) 2007 Free Software Foundation, Inc. <http://fsf.org/>
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.
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A peek at the dataset, cont’d

Annual dumps of (inner nodes of) the full graph

$ aws s3 ls --no-sign-request s3://softwareheritage/graph/
PRE 2018-09-25/
PRE 2019-01-28-popular-3k-python/
PRE 2019-01-28-popular-4k/
PRE 2020-05-20/
PRE 2020-12-15/

PRE 2021-03-23-cpython-3-5/
PRE 2021-03-23-popular-3k-python/
PRE 2021-03-23/
PRE 2022-04-25/

How to use and cite

online full documentation, and read Antoine Pietri’s PhD Thesis

Antoine Pietri, Diomidis Spinellis, Stefano Zacchiroli. The Software Heritage Graph
Dataset: Public software development under one roof. MSR 2019. (bibtex)
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https://docs.softwareheritage.org/devel/swh-dataset/graph/index.html
https://tel.archives-ouvertes.fr/tel-03515795v1
https://dblp.org/rec/conf/msr/PietriSZ20.html?view=bibtex


Example: most popular commit verbs (stemmed)

Query using Amazon Athena

SELECT COUNT(*) AS C, word FROM (
SELECT word_stem(lower(split_part(
trim(from_utf8(message)),’ ’, 1)))
AS word FROM revision
WHERE length(message) < 1000000)

WHERE word != ’’
GROUP BY word
ORDER BY C
DESC LIMIT 20;

Results
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Going beyond SQL

State-of-the-art graph compression from social networks
Paolo Boldi, Antoine Pietri, Sebastiano Vigna, Stefano Zacchiroli
Ultra-Large-Scale Repository Analysis via Graph Compression
SANER 2020, 27th Intl. Conf. on Software Analysis, Evolution and Reengineering. IEEE

Results
Full graph structure (35 B nodes, 500 B edges) in 300 GiB RAM

traversal time is tens of ns per edge

bidirectional traversals implemented

beware: metadata access is still off RAM

Java Rust and gRPC APIs available . . .
docs.softwareheritage.org/devel/swh-graph/grpc-api.html
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Examples assume graph service on localhost:50091

Find all origins containing a given content

grpc_cli call localhost:50091 swh.graph.TraversalService.Traverse "\
src: ’swh:1:cnt:8722d84d658e5e11519b807abb5c05bfbfc531f0’, direction: BACKWARD, \
mask: {paths: [’swhid’,’ori.url’]}, return_nodes: {types: ’ori’}"

Gives a list of origins including "https://github.com/rdicosmo/parmap", encoded as
"swh:1:ori:8903a90cff8f07159be7aed69f19d66d33db3f86" (beware: this is not a SWHID!)

Shortest provenance path of a content in a given origin

grpc_cli call localhost:50091 swh.graph.TraversalService.FindPathBetween "\
src: ’swh:1:ori:8903a90cff8f07159be7aed69f19d66d33db3f86’, \
dst: ’swh:1:cnt:8722d84d658e5e11519b807abb5c05bfbfc531f0’, \
mask: {paths: [’swhid’]}" | egrep ’swhid’
connecting to localhost:50091
swhid: "swh:1:ori:8903a90cff8f07159be7aed69f19d66d33db3f86"
swhid: "swh:1:snp:1527a93b039d70f6a781b05d76b77c6209912887"
swhid: "swh:1:rev:82df563aecf86b9164eee7d10d40f2d8cbd1c78d"
swhid: "swh:1:dir:484db39bb2825886191837bb0960b7450f9099bb"
swhid: "swh:1:dir:4d15e44b378fe39dd23817abee756cd47ad14575"
swhid: "swh:1:cnt:8722d84d658e5e11519b807abb5c05bfbfc531f0"

Rpc succeeded with OK status
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From fellow researchers (Inria DiverSE team, thanks Benoît Combemale)

Mining Android Applications on Software Heritage

(from the Inria/IRISA DiverSE team)

● Generic, single, fine-grained and 
unlimited API

● Growing number of source codes
● Easy to update the dataset

● Specific and limited API
● Hardly reproducible 

RQ: how to build a specific dataset for a given research question?
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From fellow researchers (Inria DiverSE team, thanks Benoît Combemale)

Using the SWH merkle dag to identify android repositories

Identify android application repositories = Find the AndroidManifest.xml among the sources

SWH Merkle DAG, Antoine Pietri 

1)  Iterate over the graph nodes 
until you find a directory node 
containing a file named 
"AndroidManifest.xml".

R. Di Cosmo roberto@dicosmo.org (CC-BY 4.0) Software Heritage for Open Science and Open Source March 26, 2025 25 / 34



From fellow researchers (Inria DiverSE team, thanks Benoît Combemale)

Using the SWH merkle dag to identify android repositories

Identify android application repositories = Find the AndroidManifest.xml among the sources

SWH Merkle DAG, Antoine Pietri 

2)  Extract the SWH identifier of 
the blob corresponding to the 
AndroidManifest.xml and 
download the corresponding file 
through the SWH Web API
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From fellow researchers (Inria DiverSE team, thanks Benoît Combemale)

Using the SWH merkle dag to identify android repositories

Identify android application repositories = Find the AndroidManifest.xml among the sources

SWH Merkle DAG, Antoine Pietri 

3) Traverse the graph in 
backward direction to the origin 
node and get the repository url
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Bottomline

Broad variety of sources in one open dataset

reduces usual GH bias

Reference simple standard data format

VCS and forge details are abstracted away

Simplifies reproducibility packages

no need to create a full copy, just list the SWHIDs!

Software Heritage does the heavy lifting for you

no need to scrape/download repositories all over again
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Large scale studies: the CERN use case
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https://opensource.web.cern.ch/cern-open-source-heritage
https://www.softwareheritage.org/2024/11/07/tracking-cern-code-software-heritage/


And much more

Cybersecurity

SWHSec (CampusCyber project) — main question: how can we leverage Software
Heritage as a knowledge base to increase the security of open source software?

AI

Code Commons: producing research datasets for ethical training of LLMs on
Software Heritage code

1 Give back to humanity

2 Precisely identify training inputs
(with SWHIDs!)

3 Opt-out
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A growing and active community

Core Team

All together, 2024 Symposium

Ambassadors
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https://softwareheritage.org/people/
https://www.softwareheritage.org/symposium-and-summit-2023/
https://softwareheritage.org/ambassadors/


Software Heritage: 2024 progress hilights

January 2024 SoFAIR Kickoff

Massive identification,
archival and reference
of software in academic
publications

February 2024 First AI contact

StarCoder2 trained on
GitHub subset of Software
Heritage

February 2024 SWHSec Kickoff
SWHSec: 5 years PTCC project
Software supply chain Security

Academic interoperability
Connect with Zenodo, Epi-
science, Dagsthul, SwMath,
OpenAire, . . .

Fall 2024 CodeCommons
Building the reference
software knowledge base
for AI

. . . and much more

2024 annual report here →
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https://swhsec.github.io/
https://www.gouvernement.fr/france-2030-lancement-du-programme-de-transfert-au-campus-cyber
https://codecommons.org/
https://codecommons.org/
https://annex.softwareheritage.org/public/annual-reports/2024/SoftwareHeritageReport_2024.pdf


Adopt and share best practices for ARDC

Archiving and referencing

For all source code used in research (yes, even small scripts!)

archive and reference in Software Heritage (see detailed HOWTO)

Describing and Citing/Crediting

For software one wants to put forward, add these extra steps:

add codemeta.json with description (see the codemeta generator)

(french partners) reference in the HAL portal (see online HAL documentation)

cite software using the biblatex-software package (in CTAN and TeXLive)

We can (and must)

train students and colleagues

engage AECs, journals, conferences, learned societies

R. Di Cosmo roberto@dicosmo.org (CC-BY 4.0) Software Heritage for Open Science and Open Source March 26, 2025 33 / 34

https://www.softwareheritage.org/howto-archive-and-reference-your-code/
https://codemeta.github.io/codemeta-generator/
https://doc.archives-ouvertes.fr/en/deposit/deposit-software-source-code/
https://ctan.org/pkg/biblatex-software


A rally flag for a grand vision

Bring together academia, industry, governments, communities

"to build a reference, global infrastructure for open and better software"

Software Heritage is the first brick . . .

vendor neutral

open source

a worldwide initiative

a long term initiative

. . . that will enable

archival, reference, integrity

qualification, sharing and reuse

a global software knowledge base

test and deploy world class tooling

A lot more is needed
Software Heritage can be the catalyser of a way bigger undertaking

You can help!

use, disseminate, contribute, build&adapt research tools, . . .
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