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Short Bio: Roberto Di Cosmo

Computer Science professor in Paris, now working at INRIA

35+ years of research (Theor. CS, Programming, Software Engineering, Erdos #: 3)

25+ years of Free and Open Source Software

15+ years building and directing structures for the common good

1999 DemoLinux – first live GNU/Linux distro

2007 Free Software Thematic Group
150 members 40 projects 200Me

2008 Mancoosi project www.mancoosi.org
2010 IRILL www.irill.org
2015 Software Heritage at INRIA

2018 National Committee for Open Science, France

2021 EOSC Task Force on Infrastructures for Software,
European Union
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Software Source Code is Precious Knowledge

Harold Abelson, Structure and Interpretation of Computer Programs (1st ed.) 1985

“Programs must be written for people to read, and only incidentally for machines to execute.”

Apollo 11 source code (excerpt) Quake III source code ( excerpt )

Len Shustek, Computer History Museum 2006

“Source code provides a view into the mind of the designer.”
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https://archive.softwareheritage.org/swh:1:cnt:64582b78792cd6c2d67d35da5a11bb80886a6409;origin=https://github.com/virtualagc/virtualagc;visit=swh:1:snp:3c074afad81ad6b14d434b96e705e01d184752cf;anchor=swh:1:rev:007c2b95f301f9438b8b74d7993b7a3b9a66255b;path=/Luminary099/THE_LUNAR_LANDING.agc;lines=245-261/
https://archive.softwareheritage.org/swh:1:cnt:bb0faf6919fc60636b2696f32ec9b3c2adb247fe;origin=https://github.com/id-Software/Quake-III-Arena;visit=swh:1:snp:4ab9bcef131aaf449a7c01370aff8c91dcecbf5f;anchor=swh:1:rev:dbe4ddb10315479fc00086f08e25d968b4b43c49;path=/code/game/q_math.c;lines=549-572/


Software is eating the world. . .

Business
Software companies

outperform or buy out

hardware companies

Marc Andreesen, 2011

Technology

Software Defined Everything

Hardware gets commoditised

Software becomes the new value!
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Open Source is eating the software world

Open Source Software

can be openly (re)used, modified, (re)distributed, with full access to its source code!

Reuse is the new rule
80% to 90% of a new application is . . . just reuse! (Sonatype survey, 2017)
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(Open) Source Code grows at an exponential rate
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How are we managing our (open source) software ?

Reproducibility, maintenance in Academia

  

(articles: here, here, here and here)

Security, integrity, traceability in Industry

Can they track the software that they

ship, use, acquire

has that bug or vulnerability

awareness is raising at the level of public policy
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https://www.nature.com/articles/s41597-022-01143-6
https://ieeexplore.ieee.org/document/8816763
https://www.quantamagazine.org/crucial-computer-program-for-particle-physics-at-risk-of-obsolescence-20221201/
http://reproducibility.cs.arizona.edu/tr.pdf
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Software Source Code: pillar of Open Science

Software powers modern research

Over 20% of arti-
cles using software
across all disciplines
share it
2024 French Open

Science Monitor

Key pillar: software

Links are important

Nota Bene
software may be a tool, a research outcome and a research object

access to the source code is essential!

R. Di Cosmo roberto@dicosmo.org (CC-BY 4.0) Software Heritage for Security 2025 7 / 31

https://frenchopensciencemonitor.esr.gouv.fr/software/fields?id=disciplines.partage
https://frenchopensciencemonitor.esr.gouv.fr/software/fields?id=disciplines.partage


A plurality of needs

Archive
Research software artifacts must be properly archived

make sure we can retrieve them (reproducibility)

Reference
Research software artifacts must be properly referenced

make sure we can identify them (reproducibility)

Describe
Research software artifacts must be properly described

make it easy to discover and reuse them (visibility)

Cite/Credit
Research software artifacts must be properly cited (not the same as referenced!)

to give credit to authors (evaluation!)
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Forges are not archives!

2015: the first big bad news

Google Code and Gitorious.org shutdown: ~1M endangered repositories

broken links in the web of knowledge (my papers too)

Big bad news keep coming in

summer 2019: BitBucket announces Mercurial VCS sunset

july 2020: BitBucket erases 250.000+ repositories (including research software)

summer 2022: GitLab.com considers erasing all projects that are inactive for a year

In Academia too!

2021: Inria’s old gforge is unplugged. . . breaks the Opam build chain for OCaml

We need a universal archive of software source code: now we have one!
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Software Heritage in a nutshell www.softwareheritage.org

T H E  G R E AT  L I B R A RY  O F  S O U RC E  C O D E

Collect, preserve and share all software source code

Preserving our heritage, enabling better software and better science for all

Reference catalog

find and reference all
software source code

Universal archive

preserve and share all
software source code

Research infrastructure

enable analysis of all
software source code
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A universal archive as a shared infrastructure

One infrastructure
open and shared

The largest archive ever built
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An international, non profit initiative built for the long term

Sharing the vision

And many more ...
www.softwareheritage.org/support/testimonials

Donors, members, sponsors

Platinum sponsors

Gold sponsors

Silver sponsors

Bronze sponsors

Diamond sponsors
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The archive, under the hood
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Global development history permanently archived in a uniform data model

over 22 billion unique source files from over 340 million software projects

~2PB (compressed) blobs, ~50 B nodes, ~800 B edges
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The Software Hash identifier (SWHID)

Software Heritage Identifiers (SWHID) see swhid.org

50+B
intrinsic,
decentralised,
cryptographic

Full fledged source code references for traceability, integrity and reproducibility

Linux Foundation SPDX 2.2

IANA-registered "swh:"
WikiData property P6138

Examples: Apollo 11 AGC excerpt, Quake III rsqrt
Guidelines available, see the HOWTO

Breaking news: standardisation, see swhid.org - DIS
18670
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https://swhid.org/
https://www.softwareheritage.org/2020/07/09/intrinsic-vs-extrinsic-identifiers/
https://www.softwareheritage.org/2020/07/09/intrinsic-vs-extrinsic-identifiers/
https://www.softwareheritage.org/2020/07/09/intrinsic-vs-extrinsic-identifiers/
https://spdx.github.io/spdx-spec/appendix-VI-external-repository-identifiers/#persistent-id
https://www.wikidata.org/wiki/Property:P6138
https://archive.softwareheritage.org/swh:1:cnt:64582b78792cd6c2d67d35da5a11bb80886a6409;origin=https://github.com/virtualagc/virtualagc;lines=245-261/
https://archive.softwareheritage.org/swh:1:cnt:bb0faf6919fc60636b2696f32ec9b3c2adb247fe;origin=https://github.com/id-Software/Quake-III-Arena;lines=549-572/
https://www.softwareheritage.org/howto-archive-and-reference-your-code/
https://swhid.org
https://www.iso.org/standard/89985.html
https://www.iso.org/standard/89985.html


A revolutionary infrastructure

Modern "Library of Alexandria", international, non profit, long term initiative
addressing the needs of industry, research, culture and society as a whole

Software Graph Software Blockchain Open Science pillar Big Code

One infrastructure, shared: more efficient, less waste . . .

. . . supporting a broad range of applications
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A walkthrough

Browse (e.g. Apollo 11 [excerpt], your work may be already there !)

Trigger archival, use the updateswh browser extension, configure the webhooks

Get and use SWHIDs (full specification available online)
Cite software with biblatex-software package from CTAN

Overleaf ACMART template available

Example in journals: article from IPOL

Example with Parmap: devel on Github, archive in SWH, curated deposit in HAL

Extracting all the software products for Inria, for CNRS, for CNES, for LIRMM or
for Rémi Gribonval using HalTools

Curated deposit in SWH via HAL, see for example: LinBox, SLALOM, Givaro,
NS2DDV, SumGra, Coq proof, . . .
Example use in research articles:

compare Fig. 1 and conclusions in the 2012 version and the updated version
SWHID in a replication experiment
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https://archive.softwareheritage.org
https://www.softwareheritage.org/2019/07/20/archiving-and-referencing-the-apollo-source-code/
https://archive.softwareheritage.org/swh:1:cnt:64582b78792cd6c2d67d35da5a11bb80886a6409;origin=https://github.com/virtualagc/virtualagc;visit=swh:1:snp:3c074afad81ad6b14d434b96e705e01d184752cf;anchor=swh:1:rev:007c2b95f301f9438b8b74d7993b7a3b9a66255b;path=/Luminary099/THE_LUNAR_LANDING.agc;lines=245-261/
https://twitter.com/gabrielaltay/status/1300218789762662401
https://save.softwareheritage.org
https://www.softwareheritage.org/browser-extensions/
https://archive.softwareheritage.org/api/1/
https://docs.softwareheritage.org/devel/swh-model/persistent-identifiers.html
https://ctan.org/pkg/biblatex-software?lang=en
https://www.overleaf.com/latex/templates/template-for-acmart-using-biblatex-and-biblatex-software/hrbzctcdjwvd
http://www.ipol.im/pub/art/2020/300/
https://github.com/rdicosmo/parmap/
https://archive.softwareheritage.org/browse/origin/directory/?origin_url=https://github.com/rdicosmo/parmap
https://hal.archives-ouvertes.fr/hal-03516539v1
https://haltools.archives-ouvertes.fr/Public/afficheRequetePubli.php?struct=inria&&typdoc=(%27SOFTWARE%27)&CB_auteur=oui&CB_titre=oui&CB_article=oui&CB_resume=oui&langue=Anglais&tri_exp=annee_publi&tri_exp2=typdoc&tri_exp3=date_publi&ordre_aff=TA&Fen=Aff&css=../css/VisuRubriqueEncadre.css
https://haltools.archives-ouvertes.fr/Public/afficheRequetePubli.php?struct=cnrs&typdoc=(%27SOFTWARE%27)&CB_auteur=oui&CB_titre=oui&CB_article=oui&CB_resume=oui&langue=Anglais&tri_exp=annee_publi&tri_exp2=typdoc&tri_exp3=date_publi&ordre_aff=TA&Fen=Aff&css=../css/VisuRubriqueEncadre.css
https://haltools.archives-ouvertes.fr/Public/afficheRequetePubli.php?struct=cnes&typdoc=(%27SOFTWARE%27)&CB_auteur=oui&CB_titre=oui&CB_article=oui&CB_resume=oui&langue=Anglais&tri_exp=annee_publi&tri_exp2=typdoc&tri_exp3=date_publi&ordre_aff=TA&Fen=Aff&css=../css/VisuRubriqueEncadre.css
https://haltools.archives-ouvertes.fr/Public/afficheRequetePubli.php?struct=LIRMM&typdoc=(%27SOFTWARE%27)&CB_auteur=oui&CB_titre=oui&CB_article=oui&CB_resume=oui&langue=Anglais&tri_exp=annee_publi&tri_exp2=typdoc&tri_exp3=date_publi&ordre_aff=TA&Fen=Aff&css=../css/VisuRubriqueEncadre.css
https://haltools.archives-ouvertes.fr/Public/afficheRequetePubli.php?auteur_exp=remi%2C+gribonval&struct=cnrs&typdoc=(%27SOFTWARE%27)&CB_auteur=oui&CB_titre=oui&CB_article=oui&CB_resume=oui&langue=Anglais&tri_exp=annee_publi&tri_exp2=typdoc&tri_exp3=date_publi&ordre_aff=TA&Fen=Aff&css=../css/VisuRubriqueEncadre.css
https://haltools.archives-ouvertes.fr/?action=export&lang=fr
https://doc.archives-ouvertes.fr/en/deposit/deposit-software-source-code/
https://hal.archives-ouvertes.fr/hal-02130801
https://hal.archives-ouvertes.fr/hal-01897934
https://hal.archives-ouvertes.fr/hal-02130729
https://hal.archives-ouvertes.fr/hal-02137040
https://hal.archives-ouvertes.fr/lirmm-02136558
https://hal.archives-ouvertes.fr/hal-02155786
http://www.dicosmo.org/Articles/2012-DaneluttoDiCosmo-Pcs.pdf
https://www.dicosmo.org/share/parmap_swh.pdf
https://www.dicosmo.org/Articles/2020-ReScienceC.pdf
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A few adoption indicators 

● Recommendations in ANR 2023 guidelines (p. 17)
● HAL+SWH in the Open Science software booklet

Policy Users and collaborations

Graphics Replicability 
Stamp Initiative

Projects

https://anr.fr/fileadmin/aap/2023/aapg-2023-V2.0_MAJ20220921.pdf
https://www.ouvrirlascience.fr/wp-content/uploads/2022/10/Passeport_Codes-et-logiciels_WEB.pdf
https://www.replicabilitystamp.org/
https://www.replicabilitystamp.org/
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The full graph in the AWS Open Data collection

https://registry.opendata.aws/software-heritage/

all the file contents (the leaves of the graph ~1PB uncompressed)

regular dumps of the graph (in ORC file format)
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Example: most popular commit verbs (stemmed)

Query using Amazon Athena

SELECT COUNT(*) AS C, word FROM (
SELECT word_stem(lower(split_part(
trim(from_utf8(message)),’ ’, 1)))
AS word FROM revision
WHERE length(message) < 1000000)

WHERE word != ’’
GROUP BY word
ORDER BY C
DESC LIMIT 20;

Results
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Going beyond SQL

State-of-the-art graph compression from social networks
Paolo Boldi, Antoine Pietri, Sebastiano Vigna, Stefano Zacchiroli
Ultra-Large-Scale Repository Analysis via Graph Compression
SANER 2020, 27th Intl. Conf. on Software Analysis, Evolution and Reengineering. IEEE

Results
Full graph structure (35 B nodes, 500 B edges) in 300 GiB RAM

traversal time is tens of ns per edge

bidirectional traversals implemented

beware: metadata access is still off RAM

Java Rust and gRPC APIs available . . .
docs.softwareheritage.org/devel/swh-graph/grpc-api.html
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Policy highlights: industry and sovereignty

Like KYC in banking, KYSW is now essential all over IT. . .

Vertical approach: Secure Your Software

improve security of each component separately

by law: e.g. EU Cyber Resilience Act

by practice: e.g. https://best.openssf.org/

Horizontal approach: all the supply chain

Sec. 4. Enhancing Software Supply Chain Security
ensuring and attesting, to the extent practicable, to the integrity
and provenance of open source software

May 2021 POTUS Executive Order
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https://digital-strategy.ec.europa.eu/en/library/cyber-resilience-act
https://best.openssf.org/
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/


Open source security

Open source software can be freely used, copied, and modified.

Open Source Software (OSS) is everywhere

Huge boost for innovation! (e.g., reduced time to market)

96% of (non-open) software products depend on open source (2022).

Open source is at the heart of the global digital infrastructure.

With great exposure comes great scrutiny. . .

. . . by both good and bad actors.

OSS is more and more targeted by attackers.
Increased policy attention to secure OSS, e.g.:

US: Biden’s executive orders (2022, Jan 2025!)
EU: CRA, progressively coming into effect
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Software supply chain attacks

Reusing OSS via dependencies

Software dependencies: a popular way of reusing open
source software.

Software product A uses functionalities implemented in
OSS product B . . . and so on.

based on xkcd.com/2347

Attacking the software supply chain

Attacking undermaintained "leaf" packages (e.g., D) → efficient attack strategy

Many documented attacks: event-stream (2018), node-ipc (2022), XZ utils (2024), . . .
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https://xkcd.com/2347


Securing open source with Software Heritage

What does Software Heritage bring to the table?

The largest archive that guarantees the:
1 availability,
2 integrity, and
3 traceability of (OSS) source code.

A universal, open knowledge base of facts about open source software. . .

. . . that can be leveraged by everyone (not only the big players) to secure OSS.

SWHSec project swhsec.github.io
2023–2027 R&D project, funded by French
national CampusCyber

8 research teams, including SWH core

Axes: (1) extending SWH with security info + (2) code analysis, dependency analysis,
vulnerability tracking, automatic vulnerability fixing, . . . at SWH scale.
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https://swhsec.github.io


One-day vulnerabilities in open source Stefano Zacchiroli

One-day vulnerabilities

Def.: vulnerabilities that are publicly known, but not fixed yet in software you use.

Challenge: identify them quickly and exhaustively, then apply countermeasures.

Many tools available to detect one-day vulnerabilities via declared dependencies.

Reusing OSS via forks

Open source is also reused via forking: (1) start from existing OSS (e.g., Teeworlds game),
(2) create your own (e.g., DDnet), (3) periodically integrate changes.
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Vulnerability propagation through forks

Any change to a piece of software (commit) can introduce a new vulnerability.

Or it can fix an existing vulnerability.

What happens if a project is forked between introduction and fix of a vulnerability?

It inherits the vulnerability, . . . until the change with the fix is integrated.
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swh-vuln: chasing one-day vulnerabilities across forks. . . at SWH scale

Approach

1 Start from a public DB of vuln. introduced/fixed in public commits (e.g., OSV.dev).
2 "Color" the entire graph of public code development history with vulnerability info.

Software Heritage is the only place where this can be done at the scale of all forks,
across all public code, independently of specific development platforms.

3 Inform maintainers of vulnerable forks. (After validation.)

Early results

Identified 2.2 M (million) forks of repositories referenced by OSV.dev, containing
vulnerable commits; 1.3 M forks vulnerable in their most recent commit.

86.6 M vulnerable commits were specific to forks, not findable with current tools.

Among 66 manually vetted cases, 5 confirmed vulnerabilities (1 critical).

Romain Lefeuvre, Charly Reux, Stefano Zacchiroli, Olivier Barais, Benoit Combemale
Chasing One-day Vulnerabilities Across Open Source Forks
To appear, 2025.
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https://osv.dev


An universal knowledge base about public code vulnerabilities

Vision

Software Heritage is the perfect (and only) place where to build an universal
knowledge base that maps known vulnerabilities to public code artifacts.

SWH can provide an open data API mapping SWHIDs to CVEs, that knows about
all public commits and can be leveraged to increase open source security.

EU Cyber Resilience Act (CRA)

Key helper to abide to CRA obligations, coming into effect ~Q3 2026.

SWH funding member of the Open Regulatory Compliance Working Group.

Roadmap

Context: SWHSec project (PTCC-funded, 2023-2027).

Current status: working prototype that processes OSV.dev data and use it to "color"
the entire SWH commit graph (~5 billion commits) with vulnerability information.
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A growing and active community

Core Team

All together, 2024 Symposium

Ambassadors

R. Di Cosmo roberto@dicosmo.org (CC-BY 4.0) Software Heritage for Security 2025 29 / 31

https://softwareheritage.org/people/
https://www.softwareheritage.org/symposium-and-summit-2023/
https://softwareheritage.org/ambassadors/


Software Heritage: 2024 progress hilights

January 2024 SoFAIR Kickoff

Massive identification,
archival and reference
of software in academic
publications

February 2024 First AI contact

StarCoder2 trained on
GitHub subset of Software
Heritage

February 2024 SWHSec Kickoff
SWHSec: 5 years PTCC project
Software supply chain Security

Academic interoperability
Connect with Zenodo, Epi-
science, Dagsthul, SwMath,
OpenAire, . . .

Fall 2024 CodeCommons
Building the reference
software knowledge base
for AI

. . . and much more

2024 annual report here →
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https://swhsec.github.io/
https://www.gouvernement.fr/france-2030-lancement-du-programme-de-transfert-au-campus-cyber
https://codecommons.org/
https://codecommons.org/
https://annex.softwareheritage.org/public/annual-reports/2024/SoftwareHeritageReport_2024.pdf


A rally flag for a grand vision

Bring together academia, industry, governments, communities

"to build a reference, global infrastructure for open and better software"

Software Heritage is the first brick . . .

vendor neutral

open source

a worldwide initiative

a long term initiative

. . . that will enable

archival, reference, integrity

qualification, sharing and reuse

a global software knowledge base

test and deploy world class tooling

A lot more is needed
Software Heritage can be the catalyser of a way bigger undertaking

You can help!

use, disseminate, contribute, build&adapt research tools, . . .
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