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Short Bio: Roberto Di Cosmo

Computer Science professor in Paris, now working at INRIA

35+ years of research (Theor. CS, Programming, Software Engineering, Erdos #: 3)

25+ years of Free and Open Source Software

15+ years building and directing structures for the common good

1999 DemoLinux – first live GNU/Linux distro

2007 Free Software Thematic Group
150 members 40 projects 200Me

2008 Mancoosi project www.mancoosi.org
2010 IRILL www.irill.org
2015 Software Heritage at INRIA

2018 National Committee for Open Science, France

2021 EOSC Task Force on Infrastructures for Software,
European Union
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Software Source Code is Precious Knowledge

Harold Abelson, Structure and Interpretation of Computer Programs (1st ed.) 1985

“Programs must be written for people to read, and only incidentally for machines to execute.”

Apollo 11 source code (excerpt) Quake III source code ( excerpt )

Len Shustek, Computer History Museum 2006

“Source code provides a view into the mind of the designer.”
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https://archive.softwareheritage.org/swh:1:cnt:64582b78792cd6c2d67d35da5a11bb80886a6409;origin=https://github.com/virtualagc/virtualagc;visit=swh:1:snp:3c074afad81ad6b14d434b96e705e01d184752cf;anchor=swh:1:rev:007c2b95f301f9438b8b74d7993b7a3b9a66255b;path=/Luminary099/THE_LUNAR_LANDING.agc;lines=245-261/
https://archive.softwareheritage.org/swh:1:cnt:bb0faf6919fc60636b2696f32ec9b3c2adb247fe;origin=https://github.com/id-Software/Quake-III-Arena;visit=swh:1:snp:4ab9bcef131aaf449a7c01370aff8c91dcecbf5f;anchor=swh:1:rev:dbe4ddb10315479fc00086f08e25d968b4b43c49;path=/code/game/q_math.c;lines=549-572/


Software Heritage in a nutshell www.softwareheritage.org
Unveiled in 2016

T H E  G R E AT  L I B R A RY  O F  S O U RC E  C O D E

Collect, preserve and share all software source code

Preserving our heritage, enabling better software and better science for all

Reference catalog

find and reference all
software source code

Universal archive

preserve and share all
software source code

Research infrastructure

enable analysis of all
software source code
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A universal software archive, as a shared infrastructure

One infrastructure
open and shared

The largest archive ever built

Diamond sponsor

Bronze sponsors

Gold sponsors

Silver sponsors

Platinum sponsors
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The archive under the hood
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Global development history permanently archived in a uniform data model

over 20 billion unique source files from over 300 million software projects

~2PB (compressed) blobs, ~50 B nodes, ~700 B edges
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The Software Hash persistent identifier (SWHID)
Software Hash Identifiers (SWHID) see swhid.org

50+B intrinsic, decentralised, cryptographically strong identifiers, SWHIDs

In SPDX 2.2; IANA "swh:"; WikiData P6138; standardisation ongoing DIS 18670

Full fledged source code references for traceability, integrity and reproducibility

Examples: Apollo 11 AGC,Quake III rsqrt; Guidelines available: HOWTO and ICMS 2020
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https://swhid.org
https://www.softwareheritage.org/2020/07/09/intrinsic-vs-extrinsic-identifiers/
https://spdx.github.io/spdx-spec/appendix-VI-external-repository-identifiers/#persistent-id
https://www.wikidata.org/wiki/Property:P6138
https://www.swhid.org/
https://archive.softwareheritage.org/swh:1:cnt:64582b78792cd6c2d67d35da5a11bb80886a6409;origin=https://github.com/virtualagc/virtualagc;lines=245-261/
https://archive.softwareheritage.org/swh:1:cnt:bb0faf6919fc60636b2696f32ec9b3c2adb247fe;origin=https://github.com/id-Software/Quake-III-Arena;lines=549-572/
https://www.softwareheritage.org/howto-archive-and-reference-your-code/
https://dx.doi.org/10.1007/978-3-030-52200-1_36


A revolutionary infrastructure

Modern "Library of Alexandria", international, non profit, long term initiative
addressing the needs of industry, research, culture and society as a whole

Software Graph Software Blockchain Open Science pillar Big Code

One infrastructure, shared: more efficient, less waste . . .
. . . addressing a broad spectrum of needs!
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The full graph in the AWS Open Data collection

https://registry.opendata.aws/software-heritage/

all the file contents (the leaves of the graph ~1PB uncompressed)

regular dumps of the graph (in ORC file format)
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https://registry.opendata.aws/software-heritage/


Example: most popular commit verbs (stemmed)

Query using Amazon Athena

SELECT COUNT(*) AS C, word FROM (
SELECT word_stem(lower(split_part(
trim(from_utf8(message)),’ ’, 1)))
AS word FROM revision
WHERE length(message) < 1000000)

WHERE word != ’’
GROUP BY word
ORDER BY C
DESC LIMIT 20;

Total cost: approximately .5 euros

Results
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Going beyond SQL

State-of-the-art graph compression from social networks
Paolo Boldi, Antoine Pietri, Sebastiano Vigna, Stefano Zacchiroli
Ultra-Large-Scale Repository Analysis via Graph Compression
SANER 2020, 27th Intl. Conf. on Software Analysis, Evolution and Reengineering. IEEE

Results
Full graph structure (50 B nodes, 700 B edges) in 300 GiB RAM

traversal time is tens of ns per edge

bidirectional traversals implemented

beware: metadata access is still off RAM

Java, gRPC and Rust APIs available
docs.softwareheritage.org/devel/swh-graph/grpc-api.html

Software Heritage www.softwareheritage.org @swheritage Contact: roberto@dicosmo.org December 2024 11 / 31

https://docs.softwareheritage.org/devel/swh-graph/grpc-api.html


Outline

1 Introduction

2 Intermezzo

3 Selected highlight: Improving Open Source Security with SWH

4 From Software Heritage to CodeCommons

5 Conclusion

Software Heritage www.softwareheritage.org @swheritage Contact: roberto@dicosmo.org December 2024 12 / 31



Because software is naturally international !
Geographic Diversity in Public Code Contributions: An Exploratory Large-Scale 
Study Over 50 Years. MSR 2022) https://doi.org/10.1145/3524842.3528471



30 years of growth of public source code
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Evolution of Number of Objects per Year
Revisions
Contents
Revisions Fitted Growth
Annual Growth: 27.30%
Doubling Time: 2.87 years
Contents Fitted Growth
Annual Growth: 40.25%
Doubling Time: 2.05 years
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Programming language evolution over 50 years
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Cyber Resilience Act obligations

CRA

security obligations for products with digital content put on the market in Europe

Council vote: 10/10/2024; reporting obligations: ~Q3 2026, full compliance: ~Q4 2027

What Software Heritage brings to the table for Open Source

long term availability (archive)

integrity guarantee (SWHID)

traceability (SWH graph)

and much more

Breaking news

SWH joins the Open Regulatory Compliance Working Group
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An universal knowledge base about public code vulnerabilities

Vision

Software Heritage is the perfect (and only) place where to build an universal
knowledge base that maps known vulnerabilities to public code artifacts.

We can provide an open data API mapping SWHIDs to CVEs, that knows about all
public code commits and can be leveraged to increase software security for
everybody.

Roadmap

Current status: working prototype that processes OSV.dev data and use it to "color"
the entire SWH commit graph (~4 billion commits) with vulnerability information.

Upcoming feature of the archive. (See: swhsec.github.io)
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Large Language Models for Code

Software source code is massively used for building 
Large Language Models.

Independently of what we do, there is no turning back.

The real question is how they should be built and 
whom they should benefit.

Let’s have a candid look around us.
Image created with DALL-E



Closed model APIs Open model weights

This slide is courtesy of Leandro Von Werra and Harm de Vries



Model weights not available

● Can’t run the model locally
● Can’t inspect the model’s representations
● Limits fine-tuning abilities

Closed model APIs Open model weights

And more:
● limits user freedom

(personal data leakage)

This slide is courtesy of Leandro Von Werra and Harm de Vries



Model weights not available

● Can’t run the model locally
● Can’t inspect the model’s representations
● Limits fine-tuning abilities

Training data is not disclosed

● Content creators don’t know if their data is 
used

● There’s no way to remove it
● Can’t inspect data for biases 
● Potential benchmark contamination
● Limits scientific reproducibility

Open model weightsClosed model APIs

And more:
● limits user freedom 

(personal data leakage) This is not what “open” should mean.

Can we change all this? How?

This slide is courtesy of Leandro Von Werra and Harm de Vries



A window of opportunity: market

https://a16z.com/generative-ai-enterprise-2024/

… but companies want “open source” 
models

LLMs follow a winners take all dynamics…

This slide is courtesy of Leandro Von Werra and Harm de Vries



A window of opportunity: regulations

Sufficiently detailed information about the data used to train the 
system so that a skilled person can build a substantially equivalent 
system. 

Art. 53: Exception for providers of AI models released under a free 
and open-source licence[...] and whose parameters, including the 
weights, the information on the model architecture, and the 
information on model usage, are made publicly available.

Open source AI definition

AI Act



Software Heritage in this picture



Looking for founding principles at Software Heritage

Question: are we asking too much? 



Findings from BigCode: The Stack v2 and StarCoder2

Released February 28th 2024
   Yes one can build the best open LLM for code available while fully adhering to
   the Software Heritage principles for responsible LLMs, … 
   and even more: the full training pipeline is made public too!

Dataset Model



license 
filtering

67.5 TB of data 32.1 TB of data

near-
deduplication

2.4 TB
775B tokens

Language 
selection, 
filtering, 
preprocessing

GH Issues, PRs, and 
other high-quality 

data sources
140B tokens

915B tokens

Software 
Heritage Raw 

Dataset

The Stack v2 
Data collection pipeline fully open and transparent built by BigCode

This slide is courtesy of Leandro Von Werra and Harm de Vries

select only 
GitHub repos



Lessons learned
Transparency is easy: SWHID (undergoing ISO 
standardisation) and Software Heritage
N.B. : may be mandated by regulations!

Opt out is complex: who is the real right owner? 
(similar issues to license compliance)

+
● Building the training set is complex: e.g. 

 includes license compliance alike work 
at massive scale

We need a coordinated effort to ensure fully open models will succeed!

● Generating attribution information 
on model output is more complex 
than license compliance



CODE COMMONS



CODE COMMONS : « LA » RÉPONSE

Gather 
data

Data
Sources

Clean and 
Process

Raw
Data

Train the 
model

Training
Data

Test the 
model

Model ProductionQualified
Model

Disponibilité : accès facile à toutes les  
données d’intérêt pour les  logiciels (code 
source, PR, issues, discussions, etc.)
Moissonnage mutualisé : une seule fois !

Efficacité : faciliter
l'extraction de datasets  qualifiés 
pour construire des  modèles 
performants

Structuration : organiser  et 
connecter les  différentes sources de 
 données pour créer un  ensemble 
d’entraînement cohérent.

Éthique : mise à disposition d'outils  
pour vérifier la provenance et
attribution des productions de l'IA  
générative

Traçabilité : identifier et  rendre 
disponibles les  données utilisées 
pour  l'entraînement

Preuve : mise en œuvre dans un 
modèle d’IA Générative pour le code 
et benchmarking



CODE COMMONS : TECHNICAL ARCHITECTURE

Code Source
&

Version history
Context of software projects

Enriched metadata 
(licenses, dependencies, 

etc.)
Attribution Data

Unified data model on software

Selection and extraction of datasets Search for attribution and origin of source 
codes

Collecting source codes
Integration of context data 

(GHTorrent, GMame, 
SWMath, OpenAire,...)

Code Analysis  (Fossology, 
ScanCode...) Attribution graph

Archive Expansion 
Services

Archive data

Indexed data

Data Extraction Services

Indexing tools

Model training 
operators

User entities

Generative AI Models
2 - Raw response

3 - Qualified 
response

Using SWH Code 
Commons

Infrastructure Big 
Data

Infrastructure 
Scalable

1 - Prompt



Key questions:

ᐩ Legal framework for training models on code
ᐩ US: Fair Use 4 step test
ᐩ EU: TDM exception in EU Copyright Directive, Art. 3 (research) and 4 (general)

ᐩ Legal framework for using models

Challenges:

ᐩ Provide useful datasets for training, as openly as possible…
ᐩ … while ensuring respect of key principles…
ᐩ … and establishing the correct contractual framework

We need a working group focused on these issues

CODE COMMONS: LEGAL & ETHICAL ASPECTS



UPDATED EXECUTION SCHEDULE

Kickoff

10/24

04/25
Operational scalable infrastructure - WP 
1.2
Generated attribution graph - WP 3.2
Built-in context data - W 2.2

Users committee set up - WP 4.2

Archive lag coverage - WP 2.1 
Extended metadata (dependencies, licenses) - WP 2.2

Operational Big Data Infrastructure - WP 1.1

10/25

Archive data enriched and qualified - WP 3.1
Attribution and provenance services - WP 3.2

Validation of the demonstration use case - WP 2.4

10/26

04/26 04/27

Implementation of the 
plan 
sustainability - WP 4.3Complete Unified Data Model - WP 2.3

Implemented indexing tools - WP 2.3



COMMONS CODE: THE ACTORS
Team Entity / Referent Expertise

Funded partners

Universal Archive of Software Source Code

Software engineering, code, programming, languages, Software variability management 
Large-scale software evolution Generative AI for software development   

      Almanac Automatic linguistic modeling and analysis and computational humanities

CEDAR Analysis and processing of complex, large-scale data

DIASI Automatic language processing Generative AI

DILS Engineering, Software and Systems

Machine learning, Modeling, Natural language processing Distributed computing

Subcontracting (budget < 200k€)

Philippe Ombredanne The global benchmark for license detection

Unfunded partners

Emeritus Inria Patrick Valduriez Cutting-edge expertise in big data management

Paolo Ferragina Data compression and text algorithms (ACM Paris Kanellakis award 2022)

Marco Danelutto Massively parallel HPC programming expertise

Maurizio Gabbrielli Expertise in machine learning and text similarity

Marco Aldinucci EuroHPC and efficient low-level distributed structure expertise
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Come in, we’re open! https://softwareheritage.org
Software Heritage is

vendor neutral, open source

worldwide, long term

Software Heritage enables

archival, reference, integrity

traceability, global knowledge base

Call to action

support a shared open infrastructure to support your use cases

develop new applications, tackle new scientific challenges

positions open for CodeCommons
Join us Annual report 2023

Software Heritage www.softwareheritage.org @swheritage Contact: roberto@dicosmo.org December 2024 31 / 31

https://softwareheritage.org
https://annex.softwareheritage.org/public/annual-reports/2023/SoftwareHeritageReport_2023.pdf
https://annex.softwareheritage.org/public/annual-reports/2023/SoftwareHeritageReport_2023.pdf
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