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Software is all around us

Software
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Software is built from Source Code

Harold Abelson, Structure and Interpretation of Computer Programs (1st ed.) 1985

“Programs must be written for people to read, and only incidentally for machines to execute.”

Apollo 11 source code (excerpt) Parcoursup source code ( excerpt )

Len Shustek, Computer History Museum 2006

“Source code provides a view into the mind of the designer.”
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Software source code as a key asset of Humankind

UNESCO, Inria, Software Heritage invite
40 international experts meet in Paris . . .

The call is published on February 2019
* “Recognise software source code as a fundamental enabler in all aspects of human
endeavour"
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Software source code is fragile

Endangered source code . . .

link rot: projects are created, moved around, removed

data rot: physical media with legacy software decay
platform consolidation endangers repositories

2015 Google Code and Gitorious.org shutdown: ~1M
2019 Bitbucket mercurial phase out: ~250.000
2022 GitLab.com: remove inactive projects?

. . . is endangered knowledge!

broken links and missing pieces in the web of knowledge of humankind

Bottomline: we need a global, long term effort

to build a universal archive of all software source code
make it resilient

and make it sustainable
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Software Heritage in a nutshell www.softwareheritage.org
Unveiled in 2016

T H E  G R E AT  L I B R A RY  O F  S O U RC E  C O D E

Collect, preserve and share all software source code

Preserving our heritage, enabling better software and better science for all

Reference catalog

find and reference all
software source code

Universal archive

preserve and share all
software source code

Research infrastructure

enable analysis of all
software source code
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Today: a universal software archive, as a shared infrastructure

One infrastructure
open and shared

The largest archive ever built

figures as of January 25 2024
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An operational, evolving infrastructure

Harvest and archive
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PyPi
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Distros

...

Listing
(full/incremental)

tar

save.softwareheritage.org

deposit.softwareheritage.org

Reference (35 billion SWHIDs)

Intrinsic, decentralised, cryptographically
strong identifiers

Now in SPDX 2.2, Wikidata, ISO is coming

Global development history permanently archived in a uniform data model
over 20 billion unique source files from over 320 million software projects
~2PB (compressed) blobs, ~41 B nodes, ~650 B edges

Significant research challenges to explore it efficiently
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Archiving goals
Targets: VCS repositories & source code releases (e.g., tarballs, packages)

We DO archive
file content (= blobs)

revisions (= commits), with full metadata

releases (= tags), ditto

where (origin) & when (visit) we found any of the above

. . . in a VCS-/archive-agnostic canonical data model

We DON’T archive (yet)

homepages, wikis

BTS/issues/code reviews/etc.

mailing lists

Long term vision: play our part in a "semantic wikipedia of software"
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Data model
Origin

+ url: str

branches

Snapshot

*

*

Release

directory

Revision

*

**

*

Merkle DAG

target 1

entries

parents

snapshots

+ id: sha1

Directory
entries

+ id: sha1+ id: sha1
+ author: str
+ name: str
+ message: str
+ timestamp: datetime

+ id: sha1
+ author: str
+ message: str
+ timestamp: datetime

Content

+ id:sha1

A global graph linking together fully deduplicated source code artifact (files, commits,
directories, releases, etc.) to the places that distribute them (e.g., Git repositories),
providing a unified view on the entire Software Commons.

D. Douard (CC-BY 4.0) Software Heritage softwareheritage.org 08/10/2024 9 / 33



The archive: a (giant) Merkle DAG
origin visit

https://forge.softwareheritage.org/source/helloworld.git
snapshot

1
timestamp

Fri Feb 9 12:38:45 2018 +01000861db5e…

<<Revision>>
a3ee21ad…

+author = "Stefano Zacchiroli <zack@…>"
+message = "add build toolchain …"
+timestamp = Thu Feb 8 10:49:29 2018 +0100
+directory: Directory
+parents: Revision list

<<Directory>>
b94a90cd…

+entries
   ".gitignore"
   "Makefile"
   "hello.c"

<<Content>>
225ae01b…

+data = "all: hello\n\n…"

<<Revision>>
43ef7dcd…

+author = "Stefano Zacchiroli <zack@…>"
+message = "add licensing information and README"
+timestamp = Thu Feb 8 10:54:09 2018 +0100
+directory: Directory
+parents: Revision list

<<Directory>>
fa8c0908…

+entries
   ".gitignore"
   "COPYING"
   "Makefile"
   "README.md"
   "hello.c"

<<Content>>
a1afd006…

+data = "…Yet another…"

<<Release>>
edf82f21…

+author = "Stefano Zacchiroli <zack@…>"
+name = "1.0"
+message = "1.0 release"
+timestamp = Thu Feb 8 15:51:00 2018 +0100
+target

<<Snapshot>>
0861db5e…

+branches
   HEAD
   refs/heads/master
   refs/tags/1.0

Archive content
after visit 1

<<Content>>
c839dea9…

+data = "#include …"

<<Directory>>
6ca2e444…

+entries
   "hello.c"

<<Revision>>
1886826f…

+author = "Stefano Zacchiroli <zack@…>"
+message = "implement a trivial …"
+timestamp = Thu Feb 8 10:44:35 2018 +0100
+directory: Directory
+parents: Revision list = None
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+author = "Stefano Zacchiroli <zack@…>"
+message = "move source code to src/\n…"
+timestamp = Thu Feb 8 15:26:08 2018 +0100
+directory: Directory
+parents: Revision list

<<Directory>>
fa8c0908…

+entries
   ".gitignore"
   "COPYING"
   "Makefile"
   "README.md"
   "hello.c"

<<Content>>
a1afd006…

+data = "…Yet another…"

<<Directory>>
45f0c078…

+entries
   "COPYING"
   "Makefile"
   "README.md"
   "src"

<<Release>>
edf82f21…

+author = "Stefano Zacchiroli <zack@…>"
+name = "1.0"
+message = "1.0 release"
+timestamp = Thu Feb 8 15:51:00 2018 +0100
+target

<<Snapshot>>
0861db5e…

+branches
   HEAD
   refs/heads/master
   refs/tags/1.0

<<Snapshot>>
510aa88b…

+branches
   HEAD
   refs/heads/master
   refs/heads/doc
   refs/tags/1.0

 Archive content
 after visits 1 and 2

<<Content>>
c839dea9…

+data = "#include …"

<<Directory>>
6ca2e444…

+entries
   "hello.c"

<<Revision>>
1886826f…

+author = "Stefano Zacchiroli <zack@…>"
+message = "implement a trivial …"
+timestamp = Thu Feb 8 10:44:35 2018 +0100
+directory: Directory
+parents: Revision list = None

...

Archive content
after visits 1, 2 and 3
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An operational, evolving infrastructure

Harvest and archive

Git
loader

Mercurial
loader

Debian source
package loader

pypi source
package loader

.

.

.

Software Heritage Archive
Merkle DAG + blob storage

Loading
& deduplication

dsc

dsc

hg

hg
hg

git
git

git git

svn

svn

svn

tar

zip

software
origins

Package
repos

Forges
GitHub
lister

GitLab
lister

Debian
lister

PyPi
lister

.

.

.
Distros

...

Scheduling

Listing
(full/incremental)

tar

origins

snapshots

releases

revisionsrevisions

directoriesdirectories

contents

save.softwareheritage.org

deposit.softwareheritage.org

Reference (40 billion SWHIDs)

Intrinsic, decentralised, cryptographically
strong identifiers

Now in SPDX 2.2, Wikidata, ISO standard
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https://save.softwareheritage.org
https://deposit.softwareheritage.org
https://www.softwareheritage.org/2020/07/09/intrinsic-vs-extrinsic-identifiers/
https://www.softwareheritage.org/2020/07/09/intrinsic-vs-extrinsic-identifiers/
https://www.softwareheritage.org/2020/05/13/swhid-adoption/
https://www.iso.org/standard/89985.html


Content SWHID

Merkle DAG

Content hash
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Directory SWHID

Merkle DAG

Directory hash
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Revision SWHID

Merkle DAG

Revision hash
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Release SWHID

Merkle DAG

Release hash
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WebGraph

WebGraph: a framework to compress the graph of
the web
https://webgraph.di.unimi.it/
Usually 1 to 3 bits per edge
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WebGraph on the SWH graph

2022-04 2022-12 2023-09
nodes 25 billions 27 billions 34 billions
arcs 359 billions 398 billions 490 billions
total size 11 TB 13 TB 15 TB
graph size 130 + 110 GB 140 + 120GB 175 + 150GB
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Uses of the compressed graph

Generic topology analysis
Listing repositories containing a file/directory
Finding the first revision containing a file/directory
Listing the most common names for a given file
Collaboration graph
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https://hal.science/tel-03515795v2/file/va_Pietri_Antoine.pdf#section.12.4


Metadata indexers: collection

Inputs

Intrinsic metadata: package.json, pom.xml, composer.json. . .

Extrinsic metadata: proprietary formats

Output

JSON-LD (Schema.org/Codemeta and ForgeFed/ActivityStreams)

Stream processors

Based on Kafka
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Metadata indexers: storage and indexing

Storage

PostgreSQL (indexer storage)

Indexing

ElasticSearch

Volumetry

Actual archive: 270 million origins

Indexed intrinsic metadata: 1.5 million origins

Indexed extrinsic metadata: 60 million origins (mostly github)
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Non-metadata indexers

Mimetype (individual files)

14 billion rows in indexer storage

one row per content

Detected licences (using Fossology)

5.6 billion rows in indexer storage

one row for each (content, license) pair
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SWH (very) limited search engine

Search capabilities are currently limited to:

origins (URLs)
some metadata (MD)

intrinsic MD (known MD files translated to Codemeta)
extrinsic MD (for some forges only)

Uses elasticsearch
index Origin URLs

index Codemeta MD produced by the indexers

D. Douard (CC-BY 4.0) Software Heritage softwareheritage.org 08/10/2024 22 / 33



Search capabilities

full-text search on URLs (default behavior)

full-text search on (Codemeta) intrinsic metadata

also provides a simple SearchQuery Language
authenticated users only

Examples:

origin : plasma and language in [python] and visits >= 5

keyword in ["orchestration", "kubectl"] and license in ["GPLv3+", "GPLv3"]
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SWH infrastructure

Big picture

In a few words. . .
Mostly hosted in an INRIA’s
datacenter (Rocquencourt)

100% "commodity" hardware

Object storage replicated on
AWS and Azure object
storages
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Event journal

Kafka
In a few words. . .

Append only, full history of
the archive

1 queue per type of object of
the graph

Used internally for
event-driven architecture

Used externally to keep
mirrors in sync

Hardware
4 servers

60TB of data

30TB of effective data
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Compute resources 1/2

Kubernetes

In a few words. . .
Kubernetes based

Autoscaling of the services

Orchestrated deployments

Hardware
3 compute nodes + 1 management node

Total: 336 cores / 768GB RAM
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Compute resources 2/2

Bare Metal
In a few words. . .

A couple of bare metal servers for
specific needs

A lot of cpus, disks and memory

Hardware
48 cores / 521GB / 96To NVMe

48 cores / 4TB / 76To NVMe

. . .
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Merkle DAG storage

Storage backends In a few words. . .
Monolitic PostgreSQL as main
storage

Migration to a distributed
Cassandra backend in
progress

Hardware - PostgreSQL

32 cores / 768GB

Database: ~20To

Hardware - Cassandra
10 servers

~85To of data

Replication Factor: 3
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Object Storage

Storage backends In a few words. . .
Monolitic main disk array storage

Sync replication to Azure Blob Storage

Async replication to Amazon S3

Migration to a distributed storage in
progress

Hardware - Path slicing

17 Billion files

1.25PB compressed

1.9PB real

Hardware - Ceph based

~2PB available w/ erasure coding
Scalable architecture

20 nodes of 144To
2 management nodes
2 index nodes
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A walkthrough

General
Browse the archive, get and use SWHIDs, e.g. Apollo 11 excerpt, Parcoursup excerpt

Trigger archival with the browser extension or webhook forge integration

Open Science

Curated deposit via HAL, e.g.: LinBox, SLALOM, Givaro, SumGra, Coq proof, . . .

Cite software with the biblatex-software style, e.g.: article from IPOL

History of software: rescuing landmark legacy software

see SWHAP process, Software Stories, and SWHAP Days 2022

Public code
Archived source code from code.gouv.fr
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https://archive.softwareheritage.org
https://archive.softwareheritage.org/swh:1:cnt:64582b78792cd6c2d67d35da5a11bb80886a6409;origin=https://github.com/virtualagc/virtualagc;visit=swh:1:snp:3c074afad81ad6b14d434b96e705e01d184752cf;anchor=swh:1:rev:007c2b95f301f9438b8b74d7993b7a3b9a66255b;path=/Luminary099/THE_LUNAR_LANDING.agc;lines=245-261/
https://archive.softwareheritage.org/swh:1:cnt:76936ea8534b4695be756a4b10951b3ee8843b15;origin=https://framagit.org/parcoursup/algorithmes-de-parcoursup;visit=swh:1:snp:68a3149c8a4ccc483eddb5ed8778f47a5f94fc93;anchor=swh:1:rev:d96ff0e7413b0d6dc2d71853a766f3ff2b75e3c1;path=/src/main/java/fr/parcoursup/algos/ordreappel/algo/AlgoOrdreAppel.java;lines=28-51
https://save.softwareheritage.org
https://www.softwareheritage.org/browser-extensions/
https://www.softwareheritage.org/howto-archive-and-reference-your-code/
https://doc.archives-ouvertes.fr/en/deposit/deposit-software-source-code/
https://hal.archives-ouvertes.fr/hal-02130801
https://hal.archives-ouvertes.fr/hal-01897934
https://hal.archives-ouvertes.fr/hal-02130729
https://hal.archives-ouvertes.fr/lirmm-02136558
https://hal.archives-ouvertes.fr/hal-02155786
https://www.softwareheritage.org/2020/05/26/citing-software-with-style/
http://www.ipol.im/pub/art/2020/300/
https://www.softwareheritage.org/swhap/
https://stories.softwareheritage.org/
https://www.softwareheritage.org/news/events/swhap_days_2022/
https://code.gouv.fr/#/repos


An international, non profit initiative for the long term
Sharing the vision

And many more ...
www.softwareheritage.org/support/testimonials

Donors, members, sponsors

Diamond sponsor

Bronze sponsors

Gold sponsors

Silver sponsors

Platinum sponsors

we are all concerned, anyone can join and help
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A growing and active community
Core Team

All together, 2024 Summit

Ambassadors
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https://softwareheritage.org/people/
https://www.softwareheritage.org/symposium-and-summit-2023/
https://softwareheritage.org/ambassadors/


A call to realize a grand vision

Bring together academia, industry, civil society and governments to build

"a global infrastructure for open and better software at the service of humankind"

www.softwareheritage.org
@swheritage@mstdn.social

Spread the word

become an ambassador

advocate for SWH in
your communities

D. Douard (CC-BY 4.0) Software Heritage softwareheritage.org 08/10/2024 33 / 33

www.softwareheritage.org
@swheritage@mstdn.social

	Software and Source Code
	Software Heritage: a mission at the service of Humankind
	Data model
	SWHIDs (Software Hash IDentifiers) in the merkle DAG
	Graph Compression / in-memory querying
	Data indexing
	SWH Search
	SWH infrastructure
	Concluding remarks

