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Short Bio: Roberto Di Cosmo

Computer Science professor in Paris, now working at INRIA
@ 30+ years of research (Theor. CS, Programming, Software Engineering, Erdes #: 3)
@ 20+ years of Free and Open Source Software

@ 10+ years building and directing structures for the common good

1999 DemolLinux — first live GNU/Linux distro

2007 Free Software Thematic Group
150 members 40 projects 200Me

2008 Mancoosi project www . mancoosi.org
2010 IRILLwww.irill.org

2015 Software Heritage at INRIA

2018 National Committee for Open Science, France

2021 EOSC Task Force on Infrastructures for Software,
European Union
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© Software and Source Code
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Software Source Code is Precious Knowledge

Harold Abelson, Structure and Interpretation of Computer Programs (1st ed.)

“Programs must be written for people to read, and only incidentally for machines to execute.”

P63SPOT3 CcA BIT6 # IS THE LR ANTENNA IN POSITION 1 YET float Q_rsqrt( float number )
EXTEND i -
RAND  CHAN33 Tlong i;
EXTEND float x2, y;
BZF P63SPOT4 # BRANCH IF ANTENNA ALREADY IN POSITION 1 const float threehalfs = 1.5F;
CAF CODE500 # ASTRONAUT:  PLEASE CRANK THE X2 = number * 0.5F;
TC BANKCALL # SILLY THING AROUND y = number;
CADR GOPERF1 i=* (long * ) &; // evil floating point bit level hacking
TCF GOTOPOOH # TERMINATE i = 0x5f3759df - ( i >> 1 ); // what the fuck?
TCF P63SPOT3 # PROCEED SEE IF HE'S LYING y =* ( float * ) &i;
y =y * ( threehalfs - ( x2 *y *y ) ); // Ist iteration
P63SPOT4 T BANKCALL # ENTER INITIALIZE LANDING RADAR //y =y * ( threehalfs - ( x2*y*y ) );// 2nd iteration, this
CADR SETPOS1 can be removed
return y;
Tc POSTIUMP # OFF TO SEE THE WIZARD ...
CADR  BURNBABY
< 4

Len Shustek, Computer History Museum

“Source code provides a view into the mind of the designer.”
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https://archive.softwareheritage.org/swh:1:cnt:64582b78792cd6c2d67d35da5a11bb80886a6409;origin=https://github.com/virtualagc/virtualagc;visit=swh:1:snp:3c074afad81ad6b14d434b96e705e01d184752cf;anchor=swh:1:rev:007c2b95f301f9438b8b74d7993b7a3b9a66255b;path=/Luminary099/THE_LUNAR_LANDING.agc;lines=245-261/
https://archive.softwareheritage.org/swh:1:cnt:bb0faf6919fc60636b2696f32ec9b3c2adb247fe;origin=https://github.com/id-Software/Quake-III-Arena;visit=swh:1:snp:4ab9bcef131aaf449a7c01370aff8c91dcecbf5f;anchor=swh:1:rev:dbe4ddb10315479fc00086f08e25d968b4b43c49;path=/code/game/q_math.c;lines=549-572/

Software is a pillar of Open Science
Software powers modern research Key pillar: software

= =

Over 20% of arti-
cles using software
across all disciplines
share it

2024 French Open

I

— Science Monitor
I

I

Open Data Sets
Repositories

) Links are important

v

Nota Bene

software may be a tool, a research outcome and a research object
access to the source code is essential!

Preserving (the history of) source code is necessary for reproducibilityJ
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https://frenchopensciencemonitor.esr.gouv.fr/software/fields?id=disciplines.partage
https://frenchopensciencemonitor.esr.gouv.fr/software/fields?id=disciplines.partage

How are we managing our software ?

2 Equifax website hack exposes data for

SolarWinds hack that breached gov  ~143 million US consumers.
‘networks poses a “grave risk” to the
nati

Dependency Confusion: How |
.1 Hacked Into Apple, Microsoft =
and Dozens of Other Companies “

Crucial Computer Program for
Particle Physics at Risk of
Obsolescence

Can they track the software that they
@ ship, use, acquire

(articles: here, here, here and here) o has that bug or vulnerability

awareness is raising at the level of public polich
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https://www.nature.com/articles/s41597-022-01143-6
https://ieeexplore.ieee.org/document/8816763
https://www.quantamagazine.org/crucial-computer-program-for-particle-physics-at-risk-of-obsolescence-20221201/
http://reproducibility.cs.arizona.edu/tr.pdf

© An emerging policy framework for Open Science
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International highlights

(2019, UNESCO)

40 international experts call to “promote software development as a valu-
@ - | able research activity, and research software as a key enabler for Open Sci-

“N ence/Open Research, [...] recognising in the careers of academics their con-
tributions to high quality software development, in all their forms” .

IE"  Open Source in UNESCO recommendations for Open Science, 2021

Software in the EOSC

rarepnor 2020 EOSC SIRS connect scholarly ecosystem via Software Heritage
2021 EOSC Task Force on Infrastructures for Research Software

2022 FAIRCORE4EOSC project WP6 implements SIRS report

Unlversal Software Archive

of‘tware Heritage

And much more
Software track in OSEC 2022, Software working group launched in Science Europe,
DFG adds software to model CV (9/22), NASA unveils Open Science policy (12/22), ...

Software Heritage for Open Science and Research 12/04/2024 5/24
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https://en.unesco.org/foss/paris-call-software-source-code
https://en.unesco.org/news/experts-call-greater-recognition-software-source-code-heritage-sustainable-development
https://unesdoc.unesco.org/ark:/48223/pf0000378381.locale=en
https://data.europa.eu/doi/10.2777/28598
https://www.eosc.eu/advisory-groups/infrastructures-quality-research-software
https://faircore4eosc.eu/
https://osec2022.eu/program/
https://www.dfg.de/en/research_funding/announcements_proposals/2022/info_wissenschaft_22_61/index.html
https://science.nasa.gov/researchers/science-data/science-information-policy

Fundamental needs for software in Open Science (selection)

Archive

Research software artifacts must be properly archived
make sure we can retrieve them (reproducibility)

Reference

Research software artifacts must be properly referenced
make sure we can identify them (reproducibility)

Describe

Research software artifacts must be properly described
make it easy to discover and reuse them (visibility)

Cite/Credit

Research software artifacts must be properly cited (not the same as referenced!)
to give credit to authors (evaluation!)
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Archive and reference: some popular approaches that do not fit the bill

B - Since the 2000’s
Rely on software forges
e institutional/project (e.g. example)

o free commercial ones: BitBucket,
GitHub, GitLab, ... (e.g. parmap)

W4

A - Since the 1976°s 1990’s
.zip or .tar file on:
o ftp-server (e.g. gnu)
@ web page (example)
@ document archive (+ DOI sample)

C: a mix of the two

«@ Artifacts Available prifacts fvaluated &
Authors/Contributors:  Authors Info & Affiliations . .
Can get no satisfaction...
DOI: (ifips.//dol.org/10.1145) GEEEEB)Version: 1.0 ;
A Poor user experience

W Description
A source archive of (i, and the version of G used in the paper B NO preserval'ion guarantee

eval. A more up-to-date version of can be found at

B assets C Can do so much better
Read v (I
Software Heritage for Open Science and Research 12/04/2024

mo  roberto cosmo.org  (CC-BY 4.0)


https://ftp.gnu.org/
https://www.dicosmo.org/FreeSoftware/isocompr/
https://doi.org/10.6084/m9.figshare.11629095.v1
https://gitlab.inria.fr/gt-sw-citation/bibtex-sw-entry
https://github.com/rdicosmo/parmap

Forges are not archives!
2015: the first big bad news

Google Code and Gitorious.org shutdown: ~1M endangered repositories

@ broken links in the web of knowledge (my papers too)

———
Big bad news keep coming in

@ summer 2019: BitBucket announces Mercurial VCS sunset

@ july 2020: BitBucket erases 250.000+ repositories (including research software)

@ summer 2022: GitLab.com considers erasing all projects that are inactive for a year

4
In Academia too!

@ 2021: Inria’s old gforge is unplugged... breaks the Opam build chain for OCaml

y

We need a universal archive of software source code: now we have one! |
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https://github.com/ocaml/opam-repository/issues/19757

@ Software Heritage for Open Science and Reproducibility
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Software Heritage in a nutshell www.softwareheritage.org

A ,
il -
+3"%/- Software Heritage, |
L\ﬂér/A THE GREAT LIBRARY OF SOURCE CODE

v

Collect, preserve and share all software source code
Preserving our heritage, enabling better software and better science for all

v

Reference catalog Universal archive Research infrastructure

Sl CRAN damage ¢
& 0¥ dlsaster refererfce
mw %mihglmis dgé_nle,n%n
Gt erar, Sygobsolete i
GoogleCode “4ics == 2
find and reference all preserve and share all enable analysis of all
software source code software source code | software source code |

Software Heritage for Open Science and Research 12/04/2024 9/24
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profit initiative built for the long term

Sharing the vision Donors

mem bers, sponsors

United Nations -
Educational, Scientific and -
Cultural Organization +

Diamond sponsor
SUMWAE Ay 10 oo S ecipse ez
@ E . Platinum sponsors ",
cwa ¥ $ smSm [ ﬁ . . g
‘foe ,‘:‘O S A @ Intel B° Microsoft %

Liberé + Egalsé « Fraternité HUAWE!
REPUBLIQUE FRANGAISE

NUX Gold sponsors

Hoanen Computer

m [

NN RQ e History & i
Yo ° Museum | Hugging Face invention servicenow.
ADULLACT - l
O . : SOCIETE iversité
e AdaCore Ggandinet R o geeme S
\ "F‘—- _]9/& EROEE ECD)FATTV,/IA(?E Silver sponsors
@gaerﬁm’oens 5’(‘\ open source openinventionnetwork AdaCore e Eé_ “! _! GitHub GO gle o [UNversiTA

Bronze sponsors

@) SCANOSS : Ao L
And many more ...
www.softwareheritage.org/support/testimonials

R. Di Cosmo  roberto@di
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www.softwareheritage.org/support/testimonials

The largest software archive, a shared infrastructure

Public Administration

Cultural Heritage hﬂiustw hesearch

e 3

One infrastructure ii‘
open and shared

Software Heritage

The largest archive ever built

Source files Commits Projects . A
d W Bitbucket g glt
17,798,218,376 3,802,143,973 278,187,495 2,509,402 origins < 56,983 origins < 24,600 origins <
e e R Odebian o
' ) 26,599 origins < 136,338 origins < 53,297 origins <
] GitHub gitiles & GitLab
Fas 197.883004origins < 1037 origins < 4262080rigins <
737 git {3 Gogs
2,926 origins < 172 origins < 97,549 origins <
"\ Guix E@GNU © reveves
14,482 origins < 354 origins < 1,207 origins <
Directories Authors Releases S launch Maven ‘;A NixOS
14,364,868,206 69,923,710 82,196,102 503,631 origins < 312,461 origins < 14,482 origins <

i Cosmo b i rg Software Heritage for Open Science and Research 12/04/2024



Software Heritage: a radically different approach to archiving

Forges

GitHub

Software Heritage Archive

u O usres g Merkle DAG + blob storage
Git

loader
GitLab
lister

Mercurial
loader

Distros

6 o
Package ?

rmsCPéN > >

Listing Loading

Debian source
package loader

lister

(full/incremental) & deduplication

vV éj) — éj)

Global development history permanently archived in a uniform data model
@ over 18 billion unique source files from over 290 million software projects
@ ~1.5PB (compressed) blobs, ~35 B nodes, ~500 B edges
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Meet the SWHID identifier

Software Hash Identifiers (SWHID)

35+B intrinsic, decentralised, cryptographically strong identifiers, SWHIDs
schema_version object_id
[
::{41ddb23118f92d721809935e7a990cf58f1d07fa ] ’
:
prefix object_type 3
origin_ctxt ;origin=https://github.com/chrislgarry/Apollo-11 ]
E——  gnp” - snapshot
* reetr - relense visit_ctxt ;visit=swh:1:snp:206c27c0c031 9836 }
A rev” - revision anchor_ctxt ;anchor=swh:1:rev:3913f198f4383d4d638c0485d6aa%02ff2£35828 ]
\:] "dir” - directory path_ctxt ;path=/Luminary099/BURN_BABY BURN--MASTER IGNITION_ROUTINE.agc ]
B oo 7
V.
In SPDX 2.2; IANA registered "swh: "; WikiData P6138; ISO standard (ongoing) J

Full fledged source code references for traceability, integrity and reproducibility

Examples: Apollo 11 AGC, Quake Il rsqrt; Guidelines available: HOWTO and ICMS 2020

R. Di Cosmo roberto( osmo.org  (CC-BY 4.0)
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https://swhid.org
https://www.softwareheritage.org/2020/07/09/intrinsic-vs-extrinsic-identifiers/
https://spdx.github.io/spdx-spec/appendix-VI-external-repository-identifiers/#persistent-id
https://www.wikidata.org/wiki/Property:P6138
https://www.swhid.org/
https://archive.softwareheritage.org/swh:1:cnt:64582b78792cd6c2d67d35da5a11bb80886a6409;origin=https://github.com/virtualagc/virtualagc;lines=245-261/
https://archive.softwareheritage.org/swh:1:cnt:bb0faf6919fc60636b2696f32ec9b3c2adb247fe;origin=https://github.com/id-Software/Quake-III-Arena;lines=549-572/
https://www.softwareheritage.org/howto-archive-and-reference-your-code/
https://dx.doi.org/10.1007/978-3-030-52200-1_36

Software Heritage is radically different, cont’d

A quick tour as a user

o designed for source code: Browse (e.g. Apollo 11 excerpt, see also Apollo 11 blog
post) like on a developer platform, not a document archive!

o reference source code: all granularities, using SWHIDs (full specification available
online)

e compare Fig. 1 and conclusions in the 2012 version and the updated version
e SWHID in a replication experiment
o SWHIDs guarantee integrity like in blockchains
demo if time left:
@ download a version of a project for a given SWHID
© compute locally the SWHID with swh-identify
© check that the computed id match the given one

R. Di Cosmo  roberto@dicosmo.org  (CC-BY 4.0)
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https://archive.softwareheritage.org
https://archive.softwareheritage.org/swh:1:cnt:64582b78792cd6c2d67d35da5a11bb80886a6409;origin=https://github.com/virtualagc/virtualagc;visit=swh:1:snp:3c074afad81ad6b14d434b96e705e01d184752cf;anchor=swh:1:rev:007c2b95f301f9438b8b74d7993b7a3b9a66255b;path=/Luminary099/THE_LUNAR_LANDING.agc;lines=245-261/
https://www.softwareheritage.org/2019/07/20/archiving-and-referencing-the-apollo-source-code/
https://www.softwareheritage.org/2019/07/20/archiving-and-referencing-the-apollo-source-code/
https://docs.softwareheritage.org/devel/swh-model/persistent-identifiers.html
https://docs.softwareheritage.org/devel/swh-model/persistent-identifiers.html
http://www.dicosmo.org/Articles/2012-DaneluttoDiCosmo-Pcs.pdf
https://www.dicosmo.org/share/parmap_swh.pdf
https://www.dicosmo.org/Articles/2020-ReScienceC.pdf

Software Heritage is radically different, cont’d

Getting software archived

@ automated harvesting: over 290 million software origins, your researchers’ work
may already be there (actually, here)! l

@ universal archive: all source code from all platforms (BitBucket, GitHub, GitLab,
your own forge, etc.)

o trigger archival of any code in one click with the updateswh browser extension
e use webhooks to automatically archive your code (a GitHub action is available too)
e journals, libraries, open access portals may deposit sourcecode and metadata

o Example article from IPOL

e Example article from eLife

R. Di Cosmo  roberto@dicosmo.org  (CC-BY 4.0)
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https://softwareheritage.org/features/
https://archive.softwareheritage.org/
https://twitter.com/gabrielaltay/status/1300218789762662401
https://archive.softwareheritage.org/browse/search/?q=bitbucket+galtay&with_visit=true&with_content=true
https://archive.softwareheritage.org/
https://save.softwareheritage.org
https://www.softwareheritage.org/browser-extensions/
https://archive.softwareheritage.org/api/1/
https://github.com/marketplace/actions/save-to-software-heritage
https://archive.softwareheritage.org/
http://www.ipol.im/pub/art/2020/300/
https://elifesciences.org/articles/82535

A look at some adoption indicators

Not available
GitHub
software heritage

2868
1151

387
zenodo

rpackage

cran

 package version
gitlab

« 6205 “software” references identified

« Top 8 listed, then long tail of 1055 other sites —
932 are unique “source”

What are they “referencing”?
boue . hecenore |

2622
18.55
624
229
113
0.90
087
056

eplicabilitystamp.

Lightweight Curvature Estimation on Point Clouds
with Randomized Corrected Curvature Measures

Jacques-Olivier Lachaud, David Coeurjolly, Céline Labart, Pascal Romon,

Boris Thibert
Wiley Computer Graphics Forum (CGF)

ol

HAL+SWH in the Open Science software booklet

Enfin, conformément au 2¢ Plan national pour la science ouverte, L’ANR recommande que les
logiciels développés durant le projet soient mis a disposition sous une licence libre® et que les
codes sources soient stockés dans l'archive Software Heritage® en indiquant la référence au

financement ANR.

R. Di Cosmo  roberto@dicosmo.org  (CC-BY 4.0)
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https://www.canal-u.tv/sites/default/files/medias/fichiers/2022/02/5.3.%20Logiciels.%20Harrison.pdf
https://www.ouvrirlascience.fr/wp-content/uploads/2022/10/Passeport_Codes-et-logiciels_WEB.pdf
https://anr.fr/fileadmin/aap/2023/aapg-2023-V2.0_MAJ20220921.pdf

Call to action: best practices for ARDC are available... today!

Archiving and referencing

For all source code used in research (yes, even small scripts!)

@ ensure it is archived in Software Heritage (see save code now)
o get the proper SWHID for your software (see detailed HOWTO)
@ add it to research articles for reproducibility (see detailed HOWTO)

Describing and Citing/Crediting

\ ‘

For software you want to put forward (mention in your CV, reports, etc., get citations and
credit for it), do the following extra steps:

@ add codemeta.json with description (see the codemeta generator)

o reference in the HAL portal (french partners, see online HAL documentation)

o cite software using the biblatex-software package (in CTAN and TeXLive)

@ train students, colleagues @ engage journals, conferences, learned societies
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https://save.softwareheritage.org/
https://www.softwareheritage.org/howto-archive-and-reference-your-code/
https://www.softwareheritage.org/howto-archive-and-reference-your-code/
https://codemeta.github.io/codemeta-generator/
https://doc.archives-ouvertes.fr/en/deposit/deposit-software-source-code/
https://ctan.org/pkg/biblatex-software

@ Software Heritage for Research on Software
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Registry of Open Data on AWS

Software Heritage Graph Dataset

Description

Software Heritage is the largest existing public archive of software source code and
accompanying development history. The Software Heritage Graph Dataset is a fully
deduplicated Merkle DAG representation of the Software Heritage archive The dataset
links together file content identifiers, source code directories, Version Control System
(VCS) commits tracking evolution over time, up to the full states of VCS repositories as
observed by Software Heritage during periodic crawls. The dataset's contents come
from major development forges (including GitHub and GitLab), FOSS distributions (e.g.,
Debian), and language-specific package managers (e.g., PyPl). Crawling information is
also included, providing timestamps about when and where all archived source code
artifacts have been observed in the wild.

Update Frequency
Data is updated yearly
License

Creative Commons Attribution 4.0 International By accessing the dataset, you agree
with the Software Heritage Ethical Charter for using the archive data and the terms of
use for bulk access.

Documentation

https://dos itage.org/d h-dataset, html

Managed By
Software Heritage

See all datasets managed by Software Heritage.

mo  roberto

The full graph in the AWS Open Data collection

Resources on AWS
Description

Software Heritage Graph Dataset
Resource type

S3 Bucket

Amazon Resource Name (ARN)

AWS Region
s-east-1
AWS CLI Access (No AWS account required)

Description
S3 Inventory files

Resource type
S3 Bucket

Amazon Resource Name (ARN)

AWS Region
s-east-1

AWS CLI Access (No AWS account required)

Software Heritage for Open Science and Reseal

12/04/2024



https://registry.opendata.aws/software-heritage/

Example: most popular commit verbs (stemmed)

© Completed Timein queue: 272ms  Runtime: 33.545sec  Data scanned: 94.51 GB. ‘ '
Results (20) Copy ‘ Download results
e 1 e |
using zon Athena = y— q
SELECT COUNT(*) AS C, word FROM ( ! 7e7s204 updat .
SELECT word_stem(lower(split_part( 2 163328012 merg
trim(fromfuth(rAnessage)) 07, 1)) 5 140044381 add
AS word FROM revision X
WHERE length(message) < 1000000) 4 105800517 fx
WHERE word != ’° s 103646653 ad
GROUP BY word 6 52891401 bump
ORDER BY C )
DESC LIMIT 20; 7 50067041 initi
s 45609622 creat
Total cost: approximately .5 euros 9 42633225 remov
V.
10 32230842 chang
m 23110410 delet
12 20734745 new
13 16644508 commit
in 15651821 test
V.

Di Cosmo  robertol r Software Heritage for Open Science and Resear 12/04/2024



@ Efficient traversal of the full graph
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Going beyond SQL

State-of-the-art graph compression from social networks

@ Paolo Boldi, Antoine Pietri, Sebastiano Vigna, Stefano Zacchiroli
Ultra-Large-Scale Repository Analysis via Graph Compression
SANER 2020, 27th Intl. Conf. on Software Analysis, Evolution and Reengineering. IEEE

F a9

Full graph structure (35 B nodes, 500 B edges) in 300 GiB RAM

o traversal time is tens of ns per edge

o bidirectional traversals implemented

@ beware: metadata access is still off RAM

Java and gRPC APIs available, Rust is coming!

docs.softwareheritage.org/devel/swh-graph/grpc-api.html
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https://docs.softwareheritage.org/devel/swh-graph/grpc-api.html

@ A lot more lies ahead
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Cybersecurity, Al, Tech, Science ...

Cybersecurity: tracing vulnerabilities (Generative) Al

AL MODERN DIGITAL
INFRASTRUCTURE

ﬁ The Stack v2

See the SWHSec project

The Stack V2 (subset of Software Heritage)
used to build StarCoder2, best open Al model
for coding today (3, 7 and 15B parameters)

v v

o big data infrastructure

o efficient queries

@ integration with other knowledge graphs
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https://swhsec.github.io/
https://huggingface.co/datasets/bigcode/the-stack-v2
https://github.com/bigcode-project/starcoder2

Outline

© Conclusion
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A rally flag for a grand vision

Bring together academia, industry, governments, communities

"to build a reference, global infrastructure for open and better software"

... that will enable

Software Heritage is the first brick ...

@ vendor neutral o archival, reference, integrity

@ open source @ qualification, sharing and reuse
o a worldwide initiative @ a global software knowledge base
@ a long term initiative o test and deploy world class tooling

A lot more is needed
Software Heritage can be the catalyser of a way bigger undertaking

You can help!

use, disseminate, contribute, build&adapt research tools, ...

R. Di Cosmo  roberto@dicosmo.org ~ (CC-BY 4.0) Software Heritage for Open Science and Research 12/04/2024 22/24



Join a growing and active community

We are
building
the universal
software
archive

Big Data Development and DeyOps Engineer Fullstack Python Developer
Architecture Engineer The Sftware Herltage project s ec

Software Heritage s  univers:

whose aimisto recover,preserve for

hevery long te al

publicy suailzble source o

© bt 24

Read More

https://softwareheritage.org/jobs/
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https://softwareheritage.org/people/
https://softwareheritage.org/ambassadors/
https://web.libera.chat/?nick=swhguest?#swh-devel
https://softwareheritage.org/jobs/

Report and videos

5 years in 5 minutes
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https://annex.softwareheritage.org/public/annual-reports/2023/SoftwareHeritageReport_2023.pdf
https://www.youtube.com/watch?v=8RdA5TxOAGo
https://www.youtube.com/watch?v=Ez4xKTKJO2o
https://www.youtube.com/watch?v=8RdA5TxOAGo
https://youtu.be/UzvPu4WfbLQ
https://youtu.be/UzvPu4WfbLQ
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