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So�ware is a pillar of Open Science

So�ware powers modern research

[. . . ] so�ware [. . . ] essential in
their fields.
Top 100 papers (Nature, 2014)

Sometimes, if you dont have
the so�ware, you dont have the
data
Christine Borgman, Paris, 2018

A key pillar: so�ware (source code)

The links in the picture are important

Nota Bene
so�ware may be a tool, a research outcome and a research object

access to the source code is essential!

Preserving (the history of) source code is necessary for reproducibility

R. Di Cosmo roberto@dicosmo.org (CC-BY 4.0) Open Source, Open Science, So�ware Supply Chain April 6th 2023 1 / 21



So�ware Source Code is Precious Knowledge

Harold Abelson, Structure and Interpretation of Computer Programs (1st ed.) 1985

“Programs must be wri�en for people to read, and only incidentally for machines to execute.”

Apollo 11 source code (excerpt) �ake III source code ( excerpt )

Len Shustek, Computer History Museum 2006

“Source code provides a view into the mind of the designer.”
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https://archive.softwareheritage.org/swh:1:cnt:64582b78792cd6c2d67d35da5a11bb80886a6409;origin=https://github.com/virtualagc/virtualagc;visit=swh:1:snp:3c074afad81ad6b14d434b96e705e01d184752cf;anchor=swh:1:rev:007c2b95f301f9438b8b74d7993b7a3b9a66255b;path=/Luminary099/THE_LUNAR_LANDING.agc;lines=245-261/
https://archive.softwareheritage.org/swh:1:cnt:bb0faf6919fc60636b2696f32ec9b3c2adb247fe;origin=https://github.com/id-Software/Quake-III-Arena;visit=swh:1:snp:4ab9bcef131aaf449a7c01370aff8c91dcecbf5f;anchor=swh:1:rev:dbe4ddb10315479fc00086f08e25d968b4b43c49;path=/code/game/q_math.c;lines=549-572/


How are we managing our so�ware ?

Reproducibility, maintenance in Academia

  

(articles: here, here, here and here)

Security, integrity, traceability in Industry

Can they track the so�ware that they

ship, use, acquire

has that bug or vulnerability

awareness is raising at the level of public policy
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https://www.nature.com/articles/s41597-022-01143-6
https://ieeexplore.ieee.org/document/8816763
https://www.quantamagazine.org/crucial-computer-program-for-particle-physics-at-risk-of-obsolescence-20221201/
http://reproducibility.cs.arizona.edu/tr.pdf
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French National plan for Open Science, 2021-2024

129 projects

4 awards

6 accessit

first edition
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A few basic needs for so�ware in Open Science

Archive
Research so�ware artifacts must be properly archived

make sure we can retrieve them (reproducibility)

Reference
Research so�ware artifacts must be properly referenced

make sure we can identify them (reproducibility)

Describe
Research so�ware artifacts must be properly described

make it easy to discover and reuse them (visibility)

Cite/Credit
Research so�ware artifacts must be properly cited (not the same as referenced!)

to give credit to authors (evaluation!)

These are also industry needs!
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Open Source is growing. . .

So�ware is eating the world

So�ware companies outperform
or buy out traditional companies

Marc Andreesen, 2011

Open Source is eating the So�ware World

Reuse is the new rule
80% to 90% of a new application is . . . just reuse! (Sonatype survey, 2017)
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So�ware supply chain integrity . . . KYSW is coming
So�ware supply chain a�acks abound Can you track the so�ware that. . .

you ship

you use

you acquire

has that bug

has that vulnerability

KYSW: Know Your So�Ware - like KYC in banking

Sec. 4. Enhancing So�ware Supply Chain Security
ensuring and a�esting, to the extent practicable, to the integrity and
provenance of open source so�ware

May 2021 POTUS Executive Order

Can we fulfil together these shared needs?
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https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/


Outline

1 So�ware and Open Science

2 An emerging so�ware pillar of Open Science

3 (Open Source) So�ware Supply Chain

4 Addressing shared needs: meet So�ware Heritage

5 Conclusion

R. Di Cosmo roberto@dicosmo.org (CC-BY 4.0) Open Source, Open Science, So�ware Supply Chain April 6th 2023 8 / 21



So�ware supply chain and its issues

Complex digital
infrastructure

So�ware supply chain in the news

So�ware Supply Chain a�acks

Malicious code injection into so�ware components to compromise downstream users

March 2022 node-ipc and peacenotwar (CVE-2022-23812)

Dec 2021 Apache Log4j Remote Code Execution (Log4Shell, CVE-2021-44228)

Nov 2018 A�ack on NPM package event-stream
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So�ware supply chain in a picture
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So�ware supply chain in a picture
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A long road ahead

Vertical approach

improve security of each component separately

Horizontal approach

explore the whole supply chain

A few key challenging properties

findability needs qualified metadata

availability needs an archive and a system of identifiers

integrity needs crypto

traceability needs a global provenance database

reproducibility needs groundbreaking tools

We need a global coordinated e�ort. . .
and a common, open, shared infrastructure to track all (Open Source) so�ware!
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Forges are key platforms, but they are not enough!

2015: the first big bad news

Google Code and Gitorious.org shutdown: ~1M endangered repositories

broken links in the web of knowledge (my papers too)

Big bad news keep coming in

summer 2019: BitBucket announces Mercurial VCS sunset

july 2020: BitBucket erases 250.000+ repositories (including research so�ware)

summer 2022: GitLab.com considers erasing all projects that are inactive for a year

In Academia too!
2021: Inria’s old gforge is unplugged. . . breaks the Opam build chain for OCaml

source code is spread across hundreds of them. . .
lack of uniformity, no persistence guarantee
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https://github.com/ocaml/opam-repository/issues/19757
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So�ware Heritage, in a nutshell www.so�wareheritage.org

T H E  G R E AT  L I B R A RY  O F  S O U RC E  C O D E

Collect, preserve and share all so�ware source code

Preserving our heritage, enabling be�er so�ware and be�er science for all

Reference catalog

find and reference all
so�ware source code

Universal archive

preserve and share all
so�ware source code

Research infrastructure

enable analysis of all
so�ware source code
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Universal so�ware archive, principled http://bit.ly/swhpaper

One infrastructure
open and shared

Largest archive

Technology

transparency and FOSS

replicas all the way down

Content (billions!)

intrinsic identifiers

facts and provenance

Organization

non-profit

multi-stakeholder
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An international, non profit initiative built for the long term

Sharing the vision

And many more ...
www.softwareheritage.org/support/testimonials

Donors, members, sponsors

Diamond sponsor

Bronze sponsors

Gold sponsors

Silver sponsors

Platinum sponsors
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A peek under the hood: a universal archive

Git
loader

Mercurial
loader

Debian source
package loader

pypi source
package loader

.

.

.

Software Heritage Archive
Merkle DAG + blob storage

Loading
& deduplication

dsc

dsc

hg

hg
hg

git
git

git git

svn

svn

svn

tar

zip

software
origins

Package
repos

Forges
GitHub
lister

GitLab
lister

Debian
lister

PyPi
lister

.

.

.
Distros

...

Scheduling

Listing
(full/incremental)

tar

origins

snapshots

releases

revisionsrevisions

directoriesdirectories

contents

Global development history permanently archived in a uniform data model

over 14 billion unique source files from over 210 million so�ware projects

~1PB (compressed) blobs, ~30 B nodes, ~400 B edges
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Intrinsic Identifiers for so�ware artefacts
So�ware Heritage Identifiers (SWHID) link to full docs

25+B intrinsic, decentralised, cryptographically strong identifiers, SWHIDs

Emerging standard : Linux Foundation SPDX 2.2; IANA registered; WikiData P6138

Full fledged source code references for reproducibility

Examples: Apollo 11 AGC excerpt, �ake III rsqrt; Guidelines available, see ICMS 2020
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https://docs.softwareheritage.org/devel/swh-model/persistent-identifiers.html
https://www.softwareheritage.org/2020/07/09/intrinsic-vs-extrinsic-identifiers/
https://spdx.github.io/spdx-spec/appendix-VI-external-repository-identifiers/#persistent-id
https://www.wikidata.org/wiki/Property:P6138
https://archive.softwareheritage.org/swh:1:cnt:64582b78792cd6c2d67d35da5a11bb80886a6409;origin=https://github.com/virtualagc/virtualagc;lines=245-261/
https://archive.softwareheritage.org/swh:1:cnt:bb0faf6919fc60636b2696f32ec9b3c2adb247fe;origin=https://github.com/id-Software/Quake-III-Arena;lines=549-572/
https://dx.doi.org/10.1007/978-3-030-52200-1_36


A quick tour

Browse (e.g. Apollo 11, and your work may be already there !)

Trigger archival, use the updateswh browser extension (GitHub action available too)

Get and use SWHIDs (full specification available online)
Cite so�ware with biblatex-so�ware package from CTAN

Overleaf ACMART template available

Example in journals: article from IPOL

Example with Parmap: devel on Github, archive in SWH, curated deposit in HAL

Extracting all the so�ware products for Inria, for CNRS, for CNES, for LIRMM or
for Rémi Gribonval using HalTools

Curated deposit in SWH via HAL, see for example: LinBox, SLALOM, Givaro,
NS2DDV, SumGra, Coq proof, . . .
Example use in research articles:

compare Fig. 1 and conclusions in the 2012 version and the updated version
SWHID in a replication experiment
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https://archive.softwareheritage.org
https://www.softwareheritage.org/2019/07/20/archiving-and-referencing-the-apollo-source-code/
https://twitter.com/gabrielaltay/status/1300218789762662401
https://save.softwareheritage.org
https://www.softwareheritage.org/browser-extensions/
https://github.com/marketplace/actions/save-to-software-heritage
https://docs.softwareheritage.org/devel/swh-model/persistent-identifiers.html
https://ctan.org/pkg/biblatex-software?lang=en
https://www.overleaf.com/latex/templates/template-for-acmart-using-biblatex-and-biblatex-software/hrbzctcdjwvd
http://www.ipol.im/pub/art/2020/300/
https://github.com/rdicosmo/parmap/
https://archive.softwareheritage.org/browse/origin/directory/?origin_url=https://github.com/rdicosmo/parmap
https://hal.archives-ouvertes.fr/hal-03516539v1
https://haltools.archives-ouvertes.fr/Public/afficheRequetePubli.php?struct=inria&&typdoc=(%27SOFTWARE%27)&CB_auteur=oui&CB_titre=oui&CB_article=oui&CB_resume=oui&langue=Anglais&tri_exp=annee_publi&tri_exp2=typdoc&tri_exp3=date_publi&ordre_aff=TA&Fen=Aff&css=../css/VisuRubriqueEncadre.css
https://haltools.archives-ouvertes.fr/Public/afficheRequetePubli.php?struct=cnrs&typdoc=(%27SOFTWARE%27)&CB_auteur=oui&CB_titre=oui&CB_article=oui&CB_resume=oui&langue=Anglais&tri_exp=annee_publi&tri_exp2=typdoc&tri_exp3=date_publi&ordre_aff=TA&Fen=Aff&css=../css/VisuRubriqueEncadre.css
https://haltools.archives-ouvertes.fr/Public/afficheRequetePubli.php?struct=cnes&typdoc=(%27SOFTWARE%27)&CB_auteur=oui&CB_titre=oui&CB_article=oui&CB_resume=oui&langue=Anglais&tri_exp=annee_publi&tri_exp2=typdoc&tri_exp3=date_publi&ordre_aff=TA&Fen=Aff&css=../css/VisuRubriqueEncadre.css
https://haltools.archives-ouvertes.fr/Public/afficheRequetePubli.php?struct=LIRMM&typdoc=(%27SOFTWARE%27)&CB_auteur=oui&CB_titre=oui&CB_article=oui&CB_resume=oui&langue=Anglais&tri_exp=annee_publi&tri_exp2=typdoc&tri_exp3=date_publi&ordre_aff=TA&Fen=Aff&css=../css/VisuRubriqueEncadre.css
https://haltools.archives-ouvertes.fr/Public/afficheRequetePubli.php?auteur_exp=remi%2C+gribonval&struct=cnrs&typdoc=(%27SOFTWARE%27)&CB_auteur=oui&CB_titre=oui&CB_article=oui&CB_resume=oui&langue=Anglais&tri_exp=annee_publi&tri_exp2=typdoc&tri_exp3=date_publi&ordre_aff=TA&Fen=Aff&css=../css/VisuRubriqueEncadre.css
https://haltools.archives-ouvertes.fr/?action=export&lang=fr
https://doc.archives-ouvertes.fr/en/deposit/deposit-software-source-code/
https://hal.archives-ouvertes.fr/hal-02130801
https://hal.archives-ouvertes.fr/hal-01897934
https://hal.archives-ouvertes.fr/hal-02130729
https://hal.archives-ouvertes.fr/hal-02137040
https://hal.archives-ouvertes.fr/lirmm-02136558
https://hal.archives-ouvertes.fr/hal-02155786
http://www.dicosmo.org/Articles/2012-DaneluttoDiCosmo-Pcs.pdf
https://www.dicosmo.org/share/parmap_swh.pdf
https://www.dicosmo.org/Articles/2020-ReScienceC.pdf


A revolutionary infrastructure

The graph of So�ware Development
Snapshots

Releases

Revisions

Directories

Contents

All so�ware development
in a single graph . . .

enable traceability

The blockchain of So�ware Development

. . . a Merkle graph

ensure
integrity

A pillar of Open Science

Reference archive of
Research So�ware

reproducibility

reference

Reference platform for Big Code

uniform data structure

large scale studies

machine learning, AI, . . .
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A rally flag for a grand vision

Bring together academia, industry, governments, communities

"to build a reference, global infrastructure for open and be�er so�ware"

So�ware Heritage is the first brick . . .

vendor neutral

open source

a worldwide initiative

a long term initiative

. . . that will enable
archival, reference, integrity

qualification, sharing and reuse

a global so�ware knowledge base

test and deploy world class tooling

A lot more is needed
So�ware Heritage can be the catalyser of a way bigger undertaking

You can help!

fund and/or develop SWH, use SWH research, build tools, contribute to swhid.org
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The floor is yours

Let’s all work together!

�estions?
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