
Securing the (Open Source) So�ware Supply Chain
challenges and opportunities

Roberto Di Cosmo

Director, So�ware Heritage
Inria and Université de Paris Cité

February 14th 2023

T H E  G R E AT  L I B R A RY  O F  S O U RC E  C O D E

R. Di Cosmo roberto@dicosmo.org (CC-BY 4.0) So�ware Heritage for Securing So�ware Supply Chain February 14th 2023 1 / 32



Outline

1 Introduction

2 (Open Source) So�ware Supply Chain

3 Meet So�ware Heritage

4 Revolutionary infrastructure

5 So�ware Heritage Datasets

6 E�icient traversal of the full graph

7 Impact on research studies

8 Conclusion

R. Di Cosmo roberto@dicosmo.org (CC-BY 4.0) So�ware Heritage for Securing So�ware Supply Chain February 14th 2023 1 / 32



Short Bio: Roberto Di Cosmo

Computer Science professor in Paris, now working at INRIA

30+ years of research (Theor. CS, Programming, So�ware Engineering, Erdos #: 3)

20+ years of Free and Open Source So�ware

10+ years building and directing structures for the common good

1999 DemoLinux – first live GNU/Linux distro

2007 Free So�ware Thematic Group
150 members 40 projects 200Me

2008 Mancoosi project www.mancoosi.org
2010 IRILL www.irill.org
2015 So�ware Heritage at INRIA

2018 National Commi�ee for Open Science, France

2021 EOSC Task Force on Infrastructures for So�ware,
European Union
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Open Source is growing. . .

So�ware is eating the world

So�ware companies outperform
or buy out traditional companies

Marc Andreesen, 2011

Open Source is eating the So�ware World

Reuse is the new rule
80% to 90% of a new application is . . . just reuse! (Sonatype survey, 2017)
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. . . concerns are growing too . . . KYSW is coming!
Where does reused so�ware come from? Do you know where it comes from?

the so�ware you ship

the so�ware you use

the so�ware you acquire
the so�ware that

has that bug
has that vulnerability

KYSW: Know Your So�Ware
Like KYC in banking, KYSW is now essential all over IT. . .

Sec. 4. Enhancing So�ware Supply Chain Security
ensuring and a�esting, to the extent practicable, to the integrity
and provenance of open source so�ware

May 2021 POTUS Executive Order
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So�ware supply chain and its issues

Complex digital
infrastructure

So�ware supply chain in the news

So�ware Supply Chain a�acks

Malicious code injection into so�ware components to compromise downstream users

March 2022 node-ipc and peacenotwar (CVE-2022-23812)

Dec 2021 Apache Log4j Remote Code Execution (Log4Shell, CVE-2021-44228)

Nov 2018 A�ack on NPM package event-stream
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So�ware supply chain in a picture
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So�ware supply chain in a picture
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A long road ahead

Vertical approach

improve security of each component separately

Horizontal approach

explore the whole supply chain

A few key challenging properties

findability needs qualified metadata

availability needs an archive and a system of identifiers

integrity needs crypto

traceability needs a global provenance database

reproducibility needs groundbreaking tools

We need a global coordinated e�ort. . .
and a common, open, shared infrastructure to track all (Open Source) so�ware!
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So�ware Heritage, in a nutshell www.so�wareheritage.org

T H E  G R E AT  L I B R A RY  O F  S O U RC E  C O D E

Collect, preserve and share all so�ware source code

Preserving our heritage, enabling be�er so�ware and be�er science for all

Reference catalog

find and reference all
so�ware source code

Universal archive

preserve and share all
so�ware source code

Research infrastructure

enable analysis of all
so�ware source code
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Universal so�ware archive, principled http://bit.ly/swhpaper

One infrastructure
open and shared

Largest archive

Technology

transparency and FOSS

replicas all the way down

Content (billions!)

intrinsic identifiers

facts and provenance

Organization

non-profit

multi-stakeholder
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An international, non profit initiative built for the long term

Sharing the vision

And many more ...
www.softwareheritage.org/support/testimonials

Donors, members, sponsors
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A peek under the hood: a universal archive

Git
loader

Mercurial
loader

Debian source
package loader

pypi source
package loader

.

.

.

Software Heritage Archive
Merkle DAG + blob storage

Loading
& deduplication

dsc

dsc

hg

hg
hg

git
git

git git

svn

svn

svn

tar

zip

software
origins

Package
repos

Forges
GitHub
lister

GitLab
lister

Debian
lister

PyPi
lister

.

.

.
Distros

...

Scheduling

Listing
(full/incremental)

tar

origins

snapshots

releases

revisionsrevisions

directoriesdirectories

contents

Global development history permanently archived in a uniform data model

over 14 billion unique source files from over 210 million so�ware projects

~1PB (compressed) blobs, ~30 B nodes, ~400 B edges
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A peek under the hood: listers and loaders

Supported listers (index) Supported loaders (index)

Many contributed from external experts

thanks to support of Alfred P. Sloan and NLNet foundations
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Intrinsic Identifiers for so�ware artefacts
So�ware Heritage Identifiers (SWHID) link to full docs

25+B intrinsic, decentralised, cryptographically strong identifiers, SWHIDs

Emerging standard : Linux Foundation SPDX 2.2; IANA registered; WikiData P6138

Full fledged source code references for reproducibility

Examples: Apollo 11 AGC excerpt, �ake III rsqrt; Guidelines available, see ICMS 2020
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Zoom on the So�ware Heritage Merkle DAG
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A quick tour

Browse (e.g. Apollo 11, and your work may be already there !)

Trigger archival, use the updateswh browser extension (GitHub action available too)

Get and use SWHIDs (full specification available online)
Cite so�ware with biblatex-so�ware package from CTAN

Overleaf ACMART template available

Example in journals: article from IPOL

Example with Parmap: devel on Github, archive in SWH, curated deposit in HAL

Extracting all the so�ware products for Inria, for CNRS, for CNES, for LIRMM or
for Rémi Gribonval using HalTools

Curated deposit in SWH via HAL, see for example: LinBox, SLALOM, Givaro,
NS2DDV, SumGra, Coq proof, . . .
Example use in research articles:

compare Fig. 1 and conclusions in the 2012 version and the updated version
SWHID in a replication experiment
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https://github.com/rdicosmo/parmap/
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https://hal.archives-ouvertes.fr/hal-02137040
https://hal.archives-ouvertes.fr/lirmm-02136558
https://hal.archives-ouvertes.fr/hal-02155786
http://www.dicosmo.org/Articles/2012-DaneluttoDiCosmo-Pcs.pdf
https://www.dicosmo.org/share/parmap_swh.pdf
https://www.dicosmo.org/Articles/2020-ReScienceC.pdf
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A revolutionary infrastructure for industry
The graph of So�ware Development

Snapshots

Releases

Revisions

Directories

Contents

All of the so�ware development in a single graph!

lookup by content hash
wayback machine for so�ware development

http://archive.softwareheritage.org/

. . . and much more

The blockchain of So�ware Development

All of a so�ware development. . . in a single Merkle graph!
Widely used crypto (e.g., Git, blockchains, IPFS, . . . )

built-in deduplication

intrinsic, unforgeable identifiers at all levels

simplifies traceability (licensing, supply chain
management)
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A revolutionary infrastructure for research and innovation

A pillar of Open Science

The reference archive of Research So�ware for Open Science
curated deposit of research so�ware

in collaboration with HAL, CCSD and Inria IES
now open to all researchers!

intrinsic identifiers for reproducibility

Reference platform for Big Code

unique observatory of all so�ware development

big data, machine learning paradise: classification, trends, coding
pa�erns, code completion. . .
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Industry use cases (selection)

Open Source complete and corresponding source code distribution (Intel)

So�ware Heritage members can:

archive source code in So�ware Heritage, distribute only the SWHID

Traceability and integrity (OIN for the Linux System Definition)

So�ware Heritage members can:

archive source code in So�ware Heritage

track it and verify its integrity using its SWHID

And much more!
compliance (collaborations with Intel)

security (large project with French Government)

supply chain management, long term archive add your use case here
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The full graph in the AWS Open Data collection

https://registry.opendata.aws/software-heritage/

all the file contents (the leaves of the graph ~1PB uncompressed)

regular dumps of the graph (in ORC file format)
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A peek at the dataset

Accessing graph leaves (a.k.a. contents)

$ aws s3 ls --no-sign-request s3://softwareheritage/
PRE content/
PRE graph/

File contents can be accessed using their SHA1 checksum

$ aws s3 cp --no-sign-request \
s3://softwareheritage/content/8624bcdae55baeef00cd11d5dfcfa60f68710a02 .

Notice that file contents are compressed:

$ zcat 8624bcdae55baeef00cd11d5dfcfa60f68710a02 | head
GNU GENERAL PUBLIC LICENSE

Version 3, 29 June 2007

Copyright (C) 2007 Free Software Foundation, Inc. <http://fsf.org/>
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.
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A peek at the dataset, cont’d

Annual dumps of (inner nodes of) the full graph

$ aws s3 ls --no-sign-request s3://softwareheritage/graph/

2018-09-25/
2019-01-28-popular-3k-python/
2019-01-28-popular-4k/
2020-05-20/
2020-12-15/

2021-03-23-cpython-3-5/
2021-03-23-popular-3k-python/
2021-03-23/
2022-04-25/

How to use
online full documentation

Antoine Pietri’s PhD Thesis

How to cite
Antoine Pietri, Diomidis Spinellis, Stefano Zacchiroli. The So�ware Heritage Graph
Dataset: Public so�ware development under one roof. MSR 2019. (bibtex)
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Example: most popular commit verbs (stemmed)

�ery using Amazon Athena
SELECT COUNT(*) AS C, word FROM (

SELECT word_stem(lower(split_part(
trim(from_utf8(message)),’ ’, 1)))
AS word FROM revision
WHERE length(message) < 1000000)

WHERE word != ’’
GROUP BY word
ORDER BY C
DESC LIMIT 20;

Total cost: approximately .5 euros

Results
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Going beyond SQL

State-of-the-art graph compression from social networks

Paolo Boldi, Antoine Pietri, Sebastiano Vigna, Stefano Zacchiroli
Ultra-Large-Scale Repository Analysis via Graph Compression
SANER 2020, 27th Intl. Conf. on So�ware Analysis, Evolution and Reengineering. IEEE

Results
Full graph structure (25 B nodes, 350 B edges) in 200 GiB RAM

traversal time is tens of ns per edge

bidirectional traversals implemented

beware: metadata access is still o� RAM

Java and gRPC APIs available

docs.so�wareheritage.org/devel/swh-graph/grpc-api.html
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Examples assume graph service on localhost:50091

Find all origins containing a given content
grpc_cli call localhost:50091 swh.graph.TraversalService.Traverse "\
src: ’swh:1:cnt:8722d84d658e5e11519b807abb5c05bfbfc531f0’, direction: BACKWARD, \
mask: {paths: [’swhid’,’ori.url’]}, return_nodes: {types: ’ori’}"

Gives a list of origins including "https://github.com/rdicosmo/parmap", encoded as
"swh:1:ori:8903a90c�8f07159be7aed69f19d66d33db3f86" (beware: this is not a SWHID!)

Shortest provenance path of a content in a given origin
grpc_cli call localhost:50091 swh.graph.TraversalService.FindPathBetween "\
src: ’swh:1:ori:8903a90cff8f07159be7aed69f19d66d33db3f86’, \
dst: ’swh:1:cnt:8722d84d658e5e11519b807abb5c05bfbfc531f0’, \
mask: {paths: [’swhid’]}" | egrep ’swhid’
connecting to localhost:50091
swhid: "swh:1:ori:8903a90cff8f07159be7aed69f19d66d33db3f86"
swhid: "swh:1:snp:1527a93b039d70f6a781b05d76b77c6209912887"
swhid: "swh:1:rev:82df563aecf86b9164eee7d10d40f2d8cbd1c78d"
swhid: "swh:1:dir:484db39bb2825886191837bb0960b7450f9099bb"
swhid: "swh:1:dir:4d15e44b378fe39dd23817abee756cd47ad14575"
swhid: "swh:1:cnt:8722d84d658e5e11519b807abb5c05bfbfc531f0"

Rpc succeeded with OK status
R. Di Cosmo roberto@dicosmo.org (CC-BY 4.0)
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Selected research works using So�ware Heritage
Thibault Allançon, Antoine Pietri, Stefano Zacchiroli
The So�ware Heritage Filesystem (SwhFS): Integrating Source Code Archival with Development.
ICSE 2021: The 43rd International Conference on So�ware Engineering h�ps://arxiv.org/abs/2102.06390

Stefano Zacchiroli
Gender Di�erences in Public Code Contributions: a 50-year Perspective
IEEE So�w. 38(2): 45-50 (2021)

Antoine Pietri, Guillaume Rousseau, Stefano Zacchiroli
Forking Without Clicking: on How to Identify So�ware Repository Forks
MSR 2020: 17th Intl. Conf. on Mining So�ware Repositories. IEEE

Antoine Pietri, Guillaume Rousseau, Stefano Zacchiroli
Determining the Intrinsic Structure of Public So�ware Development History
MSR 2020: 17th Intl. Conf. on Mining So�ware Repositories. IEEE

Paolo Boldi, Antoine Pietri, Sebastiano Vigna, Stefano Zacchiroli
Ultra-Large-Scale Repository Analysis via Graph Compression
SANER 2020, 27th Intl. Conf. on So�ware Analysis, Evolution and Reengineering. IEEE

Roberto Di Cosmo, Guillaume Rousseau, Stefano Zacchiroli
So�ware Provenance Tracking at the Scale of Public Source Code
Empirical So�ware Engineering 25(4): 2930-2959 (2020)
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From fellow researchers (Inria DiverSE team, thanks Benoît Combemale)

Mining Android Applications on Software Heritage

(from the Inria/IRISA DiverSE team)

● Generic, single, fine-grained and 
unlimited API

● Growing number of source codes
● Easy to update the dataset

● Specific and limited API
● Hardly reproducible 

RQ: how to build a specific dataset for a given research question?
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From fellow researchers (Inria DiverSE team, thanks Benoît Combemale)

Using the SWH merkle dag to identify android repositories

Identify android application repositories = Find the AndroidManifest.xml among the sources

SWH Merkle DAG, Antoine Pietri 

1)  Iterate over the graph nodes 
until you find a directory node 
containing a file named 
"AndroidManifest.xml".
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From fellow researchers (Inria DiverSE team, thanks Benoît Combemale)

Using the SWH merkle dag to identify android repositories

Identify android application repositories = Find the AndroidManifest.xml among the sources

SWH Merkle DAG, Antoine Pietri 

2)  Extract the SWH identifier of 
the blob corresponding to the 
AndroidManifest.xml and 
download the corresponding file 
through the SWH Web API
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From fellow researchers (Inria DiverSE team, thanks Benoît Combemale)

Using the SWH merkle dag to identify android repositories

Identify android application repositories = Find the AndroidManifest.xml among the sources

SWH Merkle DAG, Antoine Pietri 

3) Traverse the graph in 
backward direction to the origin 
node and get the repository url
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Bo�omline

Broad variety of sources in one open dataset

reduces usual GH bias

Reference simple standard data format

VCS and forge details are abstracted away

Simplifies reproducibility packages

no need to create a full copy, just list the SWHIDs!

So�ware Heritage does the heavy li�ing for you

no need to scrape/download repositories all over again
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A rally flag for a grand vision

Bring together academia, industry, governments, communities

"to build a reference, global infrastructure for open and be�er so�ware"

So�ware Heritage is the first brick . . .

vendor neutral

open source

a worldwide initiative

a long term initiative

. . . that will enable
archival, reference, integrity

qualification, sharing and reuse

a global so�ware knowledge base

test and deploy world class tooling

A lot more is needed
So�ware Heritage can be the catalyser of a way bigger undertaking

You can help!

develop the infrastructure, use in research, build tools, . . .
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The floor is yours

Let’s work together! (PhD and job openings soon)

�estions?
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