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Short Bio: Roberto Di Cosmo

Computer Science professor in Paris, now working at INRIA
@ 30 years of research (Theor. CS, Programming, Software Engineering, Erdos #: 3)
@ 20 years of Free and Open Source Software

@ 10 years building and directing structures for the common good

1999 DemolLinux — first live GNU/Linux distro

2007 Free Software Thematic Group
150 members 40 projects 200Me

2008 Mancoosi project WWww . mancoosi.org
2010 IRILLwww.irill.org
2015 Software Heritage at INRIA

2018 National Committee for Open Science, France
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© Software is everywhere. ..
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Source code is special

Quake Il1 source code (excerpt)

float Q_rsqrt( float number )
{

long i;
fleat x2, y;
const float threehalfs = 1,5F;

X2 = number * 0.5F;

¥ = number;

i=={(1long *) &; // evil floating point bit level hacking

i = 0x5f3755%df - ( 1 >= 1 ); // what the fuck?

y == ( float * ) &i;

y=y* ( threehalfs - ( x2 *y =y ) ); // Ist iteration
ffy =y ® ( threehalfs - ( x2 * y * y ) ); // 2nd iteration, this

can be removed

return y;

1

SFB uses two B[1][n] : L x N
This implementation uses L = 8
This permits us to split one

external classifier)

into 8 subhashes

#define SFB_BUCKET_SHIFT 4

#define SFB_NUMBUCKETS (1 << SFB_BUCKET_SHIFT) /

arrays of bins (L levels

nd N = 16

it hash (provided per
of 4 bits

#define SFB_BUCKET_MASK (SFB_NUMBUCKETS - 1)
(32 / SFB_BUCKET_SHIFT) /* L */

#define SFB_LEVELS

* SFB algo uses a virtual queue, named "bin" */

struct sfb_bucket {
ule
uie

qlen; /

p_mark; /

N bins

N bins per level)

packet by rxhash or

s per Level */

length of virtual queue *

marking probability
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~ 50 years, a lightning fast growth

Apollo 11 Guidance Computer (~60.000 lines), 1969

"When | first got into it, nobody knew what it was that we were doing. It
was like the Wild West."
Margaret Hamilton

v

Linux Kernel

Lines of code per Kemel version -

"~ ... now in your pockets!
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© ... and we are not taking care of it!
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Software is spread all around
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Software is fragile
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Software lacks its own research infrastructure

Photo: ALMA(ESO/NAQJ/NRAO), R. Hills
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No catalog, no archive, no references: we are at a turning point

Looking at the past

@ a lot of old software misplaced, lost, or behind barriers, but...
o most founding fathers are still here, and willing to share
@ urgent to collect their knowledge

Only a few years left.

Looking at the future

@ software development and use skyrockets: more programmers, and more code!
o essential to provide a universal platform for all the future software source code

Every year that goes by makes the problem worse.

it is urgent to take action!J
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@ Software Heritage
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The Software Heritage Project www.softwareheritage.org

Collect, preserve and share the source code of all the software that is available I

Past, present and future

Preserving the past, enhancing the present, preparing the future
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A principled infrastructure ://bit.ly/swhpaper

H Cultural Heritage H Industry H Research H Education/

il o 4 e

Software Heritage

Technology Organization
e transparency and FOSS e intrinsic identifiers @ non-profit
e replicas all the way down e facts and provenance @ mirror network

Roberto Di Cosmo www.dicosmo.org (CC-BY 4.0) www.softwareheritage.org February 1st, 2019


http://bit.ly/swhpaper

Coverage

Source files Commits Projects
5,603,274,836 1,248,389,319 88,288,721
508 138 100.0M
4.08 1.0B 80.0M
3.0B 750.0M 60.0M
2.0B 500.0M 40.0M
1.0B 250.0M 200M
o o o
Jan  Jul  Jan Jul Jan  Jul Jul Oct  Jan  Apr Jul Jul Oct Jan  Apr Jul
2016 2016 2017 2017 2018 2018 2017 2017 2018 2018 2018 2017 2017 2018 2018 2018

GitHub (debian ‘% oo o)

python’

GNU HAL &,’Lw' ,_v /\H.ig; dox

"E GITORIOUS

archives-ouvertes inventeurs du monde numérique
@ 200 TB (compressed) blobs, 6 TB database (as a graph: 10 B nodes + 100 B edges)
@ The richest public source code archive, ... and growing daily!
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© Under the hood: architecture
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Automation, and storage

Software Heritage Archive
Merkle DAG + blob storage
Snapshots

Forges
GitHub

a lister software " F
g Git L .

loader i | 7

X S (R

Mercurial
loader 4
y -

¥

Revisions /

"‘ | Distros
® 6O o=
OC o

Jenos ——
(%, PA N Listing Loading |
& deduplication

(full/incremental)

k é) Scheduling k’ é’j)

Debian source
package loader

lister.

|
!
o

o full development history permanently archived
@ origins: GitHub (auto), Debian (auto), Gitlab.com, Gitorious, Google Code, GNU

@ ~200Tb raw contents, ~ 10Tb graph (10Bn nodes, 100Bn edges)
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@ Under the hood: identifying billions of objects
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Our challenges in the PID landscape

Typical properties of systems of identifiers

uniqueness, non ambiguity, persistence, abstraction (opacity)

Key needed properties from our use cases

gratis identifiers are free (billions of objects)

integrity the associated object cannot be changed (sw dev, reproducibility)

no middle man no central authority is needed (sw dev, reproducibility)

we could not find systems with both integrity and no middle man '
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An important distinction: DIOs vs. IDOs

The term “Digital Object Identifier” is construed as “digital identifier of an object,'ﬁ
rather than “identifier of a digital object” Norman Paskin=2010

T

DIO (Digital Identifier of an Object) identifiers for (potentiall) no dital objects

@ epistemic complexity (manifestations, versions, locations, etc.)

@ need an authority to ensure persistence and uniqueness

4

IDO (Identifier of a Digital Object) identifiers (only) for digital objects

@ can provide both integrity and no middle man

@ broadly used in modern software development (git, etc.)

y

IDOs and DIOs adress different needs

o for the core Software Heritage IDOs are enough

o we must not use DIOs for reproducibility
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The Software Heritage IDO schema (see )

swh:1:cnt:94a9ed024d3859793618152ea559a168bbcbb5e2 full text of the GPL3 license

swh:1:dir:d 198bc9d7a6bcf6db04f476d29314f157507d505 Darktable source code

swh:1:rev:309cf2674ee7a0749978cf8265ab91a60aea0f7d

a revision in the development history of Darktable

~

swh:1:rel:22ece559cc7cc2364edc5e5593d63ae8bd2299f

release 2.3.0 of Darktable, dated 24 December 2016

swh:1:snp:c7¢108084bcObf3d81436bf980b46e98bd338453

\. J

a snapshot of the entire Darktable repository (4 May 2017, GitHub)

Current resolvers: archive.softwareheritage.organd n2t.org
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http://bit.ly/swhpids
https://archive.softwareheritage.org/swh:1:cnt:94a9ed024d3859793618152ea559a168bbcbb5e2
https://archive.softwareheritage.org/swh:1:dir:d198bc9d7a6bcf6db04f476d29314f157507d505
https://archive.softwareheritage.org/swh:1:rev:309cf2674ee7a0749978cf8265ab91a60aea0f7d
https://archive.softwareheritage.org/swh:1:rel:22ece559cc7cc2364edc5e5593d63ae8bd229f9f
https://archive.softwareheritage.org/swh:1:snp:c7c108084bc0bf3d81436bf980b46e98bd338453
archive.softwareheritage.org
n2t.org

@ Open Science
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Deposit Scientific Software

Deposit software in HAL http://hal.inria.fr/hal-01738741

Generic mechanism:

@ SWORD based

i % . @ review process

?,.‘fft_"_‘rf_ffif?_“ﬁf_’___ ) \ -@ .. e versioning

How to do it:

e today: deposit .zip or .tar.gz file (guide)
@ tomorrow:
o provide SWH id and metadata

e include metadata file for automatic
metadata extraction

September 2018: open to allon https://hal.archives-ouvertes.fr/ J

Roberto Di Cosmo www.dicosmo.org (CC-BY 4.0) www.softwareheritage.org February 1st, 2019 16/ 25


http://hal.inria.fr/hal-01738741
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The way to go to archive and reference scientific software

All features of Software Heritage for free ’

e intrinsic IDs (integrity, not dependent on resolvers!)
o specification: http://bit.ly/swhpids
o iPres2018 paper: http://bit.ly/swhpidpaper

@ browse, download (now)

e metadata, licenses, provenance (plagiarism detection), classification (wip), ...

Coverage and uniformity

@ one archive for all domains (industry included)

o reference any software, not just the deposited ones

e git-compatible identifiers greatly simplify workflows

\

Sustainability ... doors are open!

one infrastructure independent non profit foundation worldwide mirrors
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© Demo time
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Demo time: let’s highlight some features...

A "wayback machine" for software source code

e http://archive.softwareheritage.org/browse

Identification and sharing of billions of software artifacts

e http://bit.1ly/swhpids for persistent identifiers

”
Depositing research software

e http://bit.ly/swdepositblog
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© Summing up: a revolutionary infrastructure
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A revolutionary infrastructure for industry

The graph of Software Development

7 All of the software development in a single graph!

@ lookup by content hash

@ wayback machine for software development
e http://archive.softwareheritage.org/

@ ... and much more

All of a software development... in a single Merkle graph!
Widely used crypto (e.g., Git, blockchains, IPFS, ...)

@ built-in deduplication

e intrinsic, unforgeable identifiers at all levels

o simplifies traceability (licensing, supply chain
management)
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http://archive.softwareheritage.org/

A revolutionary infrastructure for research and innovation

A pillar of Open Science

The reference archive of Research Software for Open Science

o curated deposit of research software
e in collaboration with HAL, CCSD and Inria IES
e now open to all researchers!

Open Access
Repositories

— s, @ intrinsic identifiers for reproducibility

Repositories Repositories
o

Reference platform for Big Code

® 020. @ unique observatory of all software development

...o ®e . c c o e . o
X5 o.. o big data, machine learning paradise: classification, trends, coding
0% patterns, code completion...
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@ Building for the long term
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Raising Awareness

U N E S C O "Building peace in the minds of

ABOUT US THEMES COUNTRIES PARTNERSHIPS Ji

7

i —

INVENTEURS DU MONDE NUMERIQUE Experts call for greater recognition of software

source code as heritage for sustainable
development

16 November 2018
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Growing Support

Sharing the vision Donors, members, sponsors

e

7
= , . - lezia—
smlwm V Gittab  €Devamenna & ecllpse
Ay warl
COWe x . = TRy /_) SOCIETE
+fsfe e [ L"”‘”’ @ Microsoft intel CENERALE
TJLINUX
.. 2. m ﬁfsraprt;ler >= 50Kelyear
- x’ el ’ ‘Al Museum \\r — g@ Go gle
m conservancy >= 25Kelyear HUAWEL
Sr= FREE SOFTWARE PANS NOKIA Bell Labs
U —— GitHub  UQAM FOSSID
v o

Research collaboration Global network

o first independent mirror
\2 source code search engine FQSSID

oy o @ increased reliability

Roberto Di Cosmo
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The next steps

The Software Heritage Foundation

@ independent @ academia: Open Access, research
@ long term mission @ industry: better software
e multistakeholder o cultural heritage: all the software history

The mirror network

@ resilience

o biodiversity

“Let us save what remains: not by vaults and locks which fence them from the public
eye and use in consigning them to the waste of time, but by such a multiplication
of copies, as shall place them beyond the reach of accident.”

Thomas Jefferson

Roberto Di Cosmo www.dicosmo.org (CC-BY 4.0) www.softwareheritage.org February 1st, 2019 23/25



You can help!

Many scientific and technological challenges

machine learning, classification, efficient graph queries, metadata, ...

Reproducible Open Science

archive research software in SWH
reference it using intrinsic identifiers
build on SWH thematic portals for your discipline

Spread the word!

@ give your own contribution : @ use the archive and help

www.softwareheritage.org/donate others use it
@ become a partner/sponsor/mirror : o tell everybody about
sponsorship.softwareheritage.org Software Heritage

Roberto Di Cosmo www.dicosmo.org
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@ Conclusion
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Come in, we’re open!

Library of Alexandria of code A CERN for Software

@ @ recover the past
@ structure the future

@ build better software
o for industry
o for society as a
whole

@ Jean-Francois Abramatic, Roberto Di Cosmo, Stefano Zacchiroli
Building the Universal Archive of Source Code

@ Roberto Di Cosmo, Morane Gruenpeter, Stefano Zacchiroli
Identifiers for Digital Objects: the Case of Software Source Code Preservation

@ Roberto Di Cosmo, Stefano Zacchiroli
Software Heritage: Why and How to Preserve Software Source Code

Roberto Di Cosmo www.dicosmo.org
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@ Replicability/traceability
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URL decay disrupts the web of reference

Web links are not permanent (even permalinks)

there is no general guarantee that a URL... which at one time points to a given
object continues to do so
T. Berners-Lee et al. Uniform Resource Locators. RFC 1738.

| A\

URLs used in articles decay!

Analysis of IEEE Computer (Computer), and the Communications of the ACM (CACM):
1995-1999

o the half-life of a referenced URL is approximately 4 years from its publication date
D. Spinellis. The Decay and Failures of URL References.
Communications of the ACM, 46(1):71-77, January 2003.

<

Similar findings in Lawrence, S. et al. Persistence of Web References in Scientific Research,
IEEE Computer, 34(2), pp. 26-31, 2001.

A\
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Scholar roster of broken links

An example from Astronomy

Demain links (beoken] it ant dat e Aar dits uilde
e harvard st 802 10 e o o @ s T 1
heasarc qstc.nasa a0 540 (33) a3 il o 0 0 0 ®

e stsciech 90 161 205 (28 3 o ] 0 v 15 1106
scharvardedy a1 sy 22499 o [ [] [ v 1
sscspitanrcaltechadu a7 g4y 125 476 o) o ] ] (] (]
e 252 joa) 277 453} 1 o a il ] e
anchivasisclochu 208 158} s 2 o ] ] (1 L}
vreraripac caltech i 285 14) 209412} o o a o ] ]

e atalesiau ey 124 o o [} 0 [ 745
space mitedu 193 1y 5815 1 o 0 0 0 201
reracastrapsised 188 1a) 103 41} 1 i 1 1 0 2
e 166 158} 54 23] i) o o o o 401k
rss pac caech.adu 163 151 n a o 1 o 0
wosoar el o0 1561 106 41} o o ] o 0 0

I harvard & s an azqm 1 o (] 1 [} 1161
nysicist g 125 13} w1 o o 0 0 v [
wrerae s s 12013} a2 o o 0 0 ] 3
semimlsp esas 18 15y 209 o o amn o o {1}
wrvrar st princeton e 115 B i a 0 ] 0 v 02
[Epep— o 8 4731 30 0 0 o [ i
This eable lsts total mum ber of ks ard brcken links (4T st codes 3, A, and 546 o 0 i (amalns with cwer 100 nks) foune ithin articles published i the four main sstronamy journal between 1957 anel 20068
The vt alsc s, for each domain, the partien of finks 1 commen flename extersians, as well 2 links that cantain the tie character

(40110137 jourral pone 01047061001

How Do Astronomers Share Data?
Pepe, Goodman, Muench, Crosas, Erdmann PLOS August 28, 2014
dx.doi.org/10.1371/journal.pone.0104798
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DOI limitations

Example: doi:10.1109/MSR.2015.10

doi.org)

o thisreturnshttp://ieeexplore.ieee.org/
document /7180064 /

@ at this URL we find ...

Architecture of the DOI infrastructure
@ DOI resolution can change

3. Receive
Object nfo

content at URL can change

CA

Pub Gateway

no intrinsic way of noticing

Object Information

persistence based on good will of multiple parties
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@ Strategy
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All the source code

Online

Closed Open

Offline
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All the source code: strategy

Online

Embargo Automation

Closed Open

Focused Search Crowdsourcing

A

Offline
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@ Under the hood

Roberto Di Cosmo yw.di .org (CC-BY 4.0) www.softwareheritage.org February 1st, 2019 6/8



Much more than an archive!
Merkle tree (R. C. Merkle, Crypto 1979)

Top Hash
)
b il Combination of
hash Mty hash =S )
VAN ﬁ @ tree

e i ‘ i i @ hash function

hashiL1) hashiL2) hashiL3} hashiLd)
‘ L [¥] ‘ L3 L4 2\‘::5

V.

Classical cryptographic construction

o fast, parallel signature of large data structures
o widely used (e.g., Git, blockchains, IPFS, ...)

@ built-in deduplication
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The archive in pictures
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A bird’s eye view

origin

timestamp
snapshot

origin

visit
timestamp
snapshot

origin
sit

et
snapshot

ttpsiforge softwareheritage orgjsourcemalloworld it
FriFeb 0 12:38:45 2018 +0100
0861dbse.
o 8 | <snapshots
FriFeb 9 13:29:00 2018 +0100 5102a88b...
0861dbSe... +._ 4 [“branches

, HEAD

refs/heads/master
refs/heads/doc
refs/tags/1.0

hutpsifforge softwareheritage orgr ¢
3 B

FriFeb 9 15:52:50 2018 40100
5102288b

i <<snapsnots>
0861dbSe.
[“branches

refs/heads/naster
refs/tags/1.0

Archive content

<<Release>>
edf82f21...

<<Revision>>
a3ef7dc

[“author = "Foo Bar <fooe
Lo

[+target

e = *1.0 release
[+tinestanp = Thu Feb 8 15:51:00 2018 40100

[rparents: Revision list

<<Directory>>
—Revisionss oc after visits 1, 2 and 3
1a99a56! Fentries
Foo Bar <fooe.> COPYING®
ferge branc Hakefile
e a5 s a4-45 2018 10100 “READIE.
[+directory: Directory -
frparents: Revision Uist
<Directory=>
<<Revision> ded70¢63.
[rentr
> gitignore:
: add_homepage Link CoPYING' [
[+tinestanp = Fri Feb 9 15:44:30 2018 +0100 Hakefile | <<Content>>
[+directory: Directory README . nd dectbles,
[+parents: Revision list “hello [FGata = —for more info."
<<Revision>
<7640e8d.
[Fauthor = “Fao Bar <fooG. <<Directory>>
[rnessage = "nove source code to src/ 4510c075;
¥imestan - Thy Feb 5 15:26:08 3016 13100 [rentries <<Content>>
[rdirectory: Directory COPYING® agbeccdS...
{rparents: Revision list Hakefile [Fdata = “sRc D1R = -
HE . nd

/-

Archive content
after visits 1 and 2

www.di

<Revision=>
a3ee21ad...

Foo Bar <foo
d build tooichain -
[+tinestanp = Thu Feb & 10:49:29 2018 +0100

frparents: Revision list

[ —

<Revision>>
1886826f.

<<Directory>> <<Content>>
fa8c0901 1afd006..
[Fentries [Fdata = "_Yet another.
gitignore:
COPYING
Nakefile <<Content>>
READE . nd: 94a9ed02..
hello.c” [Fdata = " GNU GENERAL."
<<Content>>
<<Directory=> 59b32b2+.
b94290cd, [Fdata = "~ ownello
[Fentries
gitignore:
Makefile <<Content>>

2252¢01b...

Fao Bar <foo
Cnessage = -imptonent o Friviat -
inestanp = Thu Feb 8 10:44:35 3018 +0100
l+directory: Directory

[+parents: Revision list = None

Fauthor

[<<Directory=>
6cazeddd...
Fentries
hello.c”

Fdata = "all: hellowma,

<<Content>>
c839deas.
[Fdata = “Finclude
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