Software Heritage

revolutionary infrastructure for our digital future

Roberto Di Cosmo

Director, Software Heritage
Inria and Université Paris Cité

January 29 2025

UNESCO
A
va\ﬁ .
+3v%/> Software Heritage
L\"A‘\A THE GREAT LIBRARY OF SOURCE CODE
v

R. Di Cosmo  roberto@dicosmo.org ~ @rdicosmo  (CC-BY 4.0) Software Heritage softwareheritage.org 29/01/2025 1/14



@ Software and Source Code

R.Di Cosmo  roberto@dicosmo.org ~ @rdicosmo  (CC-BY 4.0) Software Heritage softwareheritage.org 29/01/2025 1/14



Software is built from Source Code

Harold Abelson, Structure and Interpretation of Computer Programs (1st ed.) 1985

“Programs must be written for people to read, and only incidentally for machines to execute.”
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Software is built from Source Code

Harold Abelson, Structure and Interpretation of Computer Programs (1st ed.) 1985

“Programs must be written for people to read, and only incidentally for machines to execute.”

Apollo 11 source code (excerpt)

P63SPOT3 CA BIT6 # IS THE LR ANTENNA IN POSITION 1 YET
EXTEND
RAND CHAN33
EXTEND
BZF P63SPOT4 # BRANCH IF ANTENNA ALREADY IN POSITION 1
CAF CODE500 # ASTRONAUT: PLEASE CRANK THE
TC BANKCALL # SILLY THING AROUND
CADR GOPERF1
TCF GOTOPOOH # TERMINATE
TCF P63SPOT3 # PROCEED SEE IF HE'S LYING
P63SPOT4 TC BANKCALL # ENTER INITIALIZE LANDING RADAR

CADR SETPOS1

TC POSTJIUMP # OFF TO SEE THE WIZARD ...
CADR BURNBABY
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Software is built fr Source Code

Harold Abelson, Structure and Interpretation of Computer Programs (1st ed.) 1985

“Programs must be written for people to read, and only incidentally for machines to execute.”

Apollo 11 source code (excerpt) Covid Sim (excerpt)

P63SPOT3 CcA BIT6 # IS THE LR ANTENNA IN POSITION 1 YET
EXTEND level. 1 f
RAND CHAN33 r t
EXTEND R
BZF P63SPOTA # BRANCH IF ANTENNA ALREADY IN POSITION 1 <
f :
CAF CODE500 # ASTRONAUT:  PLEASE CRANK THE
TC BANKCALL # SILLY THING AROUND .
int n; !
CADR  GOPERF1 int adunit :
TCF GOTOPOOH # TERMINATE dne members;
TCF P63SPOT3 # PROCEED SEE IF HE'S LYING nt* places[MAX_NUM_PLACE_TYPES]; ari; ithin rocel
nsianed shore. ant NunPtacestyType (HAX NN PLACE TYPES]
Unsidned short ¢ kemorkerpronh, move trid, place crif, soudist <ris, keyworkerpraph.trin
P63SPOTA T BANKCALL # ENTER INITIALIZE LANDING RADAR d shore int move.start.tine, nove_end. tine;

short int place end tine, socdist end tine, keyworkerproph end time;
st

CADR SETPOS1

rig, vace_trig
t_starc_tine, treat_end_tine;

TC POSTJIUMP # OFF TO SEE THE WIZARD ... 4 spore e i
unsigned short int vace_start_tine;
CADR BURNBABY TndexList® ALrportList;
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Software is built from Source Code

Harold Abelson, Structure and Interpretation of Computer Programs (1st ed.) 1985
“Programs must be written for people to read, and only incidentally for machines to execute.”
Covid Sim ( excerpt )

Apollo 11 source code (excerpt)

P63SPOT3 CcA BIT6 # IS THE LR ANTENNA IN POSITION 1 YET
EXTEND level. 1 f
RAND CHAN33 r t
EXTEND R
BZF P63SPOTA # BRANCH IF ANTENNA ALREADY IN POSITION 1 <
! T :
, f ;
CAF CODE500 # ASTRONAUT:  PLEASE CRANK THE
TC BANKCALL # SILLY THING AROUND .
int n; o .
CADR  GOPERF1 int adunit ¢ 1
TCF GOTOPOOH # TERMINATE dne members; ‘
TCF P63SPOT3 # PROCEED SEE IF HE'S LYING nt* places[MAX_NUM_PLACE_TYPES]; ari; within rocel
unsigned short. it AunpacestyType WX MM PLACE.TYPES);
Unsidned short ¢ kemorkerpronh, move trid, place crif, soudist <ris, keyworkerpraph.trin
P63SPOTA T BANKCALL # ENTER INITIALIZE LANDING RADAR unsigned short int move_start_tine, move_end tine;
CADR  SETPOSL unsigned short int place end tine, Socdist end tine, keyworkerproph end tine;
Treatstat moverest, treat, st, placeciose;
. rig;
Tc POSTIUMP 4 OFF TO SEE THE WIZARD ... signed short Snt s siars_sine reat_and_tin;
unsigned short int vace_start._tine;

CADR BURNBABY TndexList® ALrportList;

Len Shustek, Computer History Museum 2006

“Source code provides a view into the mind of the designer.”
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Open) Source Code comes from all over the world...

MSR °22, May 23-24, 2022, Pittsburgh, PA, USA Davide Rossi and Stefano Zacchiroli
Geographic Diversity in Public Code Contributions: An Exploratory Large-Scale
Study Over 50 Years. MSR 2022) https:/doi.org/10.1145/3524842.3528471

1

We use as dataset the Software Heritage archive [3] and analyze
from it 2.2 billion commits archived from 160 million projects and
authored by 43 million authors during the 1971-2021 time period.
‘We geolocate developers to 12 world regions, using as signals email

Figure 3: Ratio of commits (above) and active authors (below) by world zone over the 1971-2020 period.
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country code top-level domains (c¢TLDs) and author (first/last)
names compared with name distributions around the world, and
UTC offsets mined from commit metadata.
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percentage of files
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Evolution of the activity for programming, markup, and data languages from 2000 to 2021.

A. Desmazieéres, R. Di Cosmo, V. Lorentz

50 years of programming language evolution through the Software Heritage Looking Glass
MSR 2025. To appear.
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s at an exponential rate

Evolution of Number of Objects per Year
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(Open Source) Software is precious technical and scientific knowledge

Yuval Noah Harari (on COVID 19)
“The real antidote [to epidemic] is scientific knowledge and global cooperation.”
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(Open Source) Software is precious technical and scientific knowledge

Yuval Noah Harari (on COVID 19)

“The real antidote [to epidemic] is scientific knowledge and global cooperation.”

Software powers modern research
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20%+ articles use software, all disciplines
2023 French Open Science Monitor
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(Open Source) Software is precious technical and scientific knowledge

Yuval Noah Harari (on COVID 19)
“The real antidote [to epidemic] is scientific knowledge and global cooperation.”

h . .
Software powers modern researc We can still talk to the early inventors
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"Telling historical stories is
m the best way to teach. It’s
| much easier to understand
something if you know the
threads it is connected to."
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Donald E. Knuth

20%+ articles use software, all disciplines Len Shustek
CACM, January 2021

2023 French Open Science Monitor
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(Open Source) Software is precious technical and scientific knowledge

Yuval Noah Harari (on COVID 19)
“The real antidote [to epidemic] is scientific knowledge and global cooperation.”

h . .
Software powers modern researc We can still talk to the early inventors
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"Telling historical stories is
m the best way to teach. It’s
| much easier to understand
something if you know the
threads it is connected to."

3
B
€
H
s
H
FE
H

Donald E. Knuth

20%+ articles use software, all disciplines Len Shustek
CACM, January 2021

2023 French Open Science Monitor

We need a dedicated infrastructure to preserve and share all this knowledge!
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Software complexity is growing...

Matplotlib library

Real dependencies

R. Di Cosmo

Fake OS dependencies
induced by package granularity

roberto@dicosmo.org

...it is important to Know Your SoftWare (KYSW)

T R L]
Log4j: Google and IBM call for list of
critical open source projects

SolarWinds hack that breached gov
poses a “grave risk” to the

Equifax website hack data for
~143 million US consumers

Dependency Confusion: How |

Apple, e

@rdicosmo

(CC-BY 4.0)
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https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32024R2847

Enhancing software Reuse, Security and Transparency

Software complexity is growing...

...it is important to Know Your SoftWare (KYSW)
Matplotlib library e = Equifax website hack data for
— 'Winds hack t_hil br!i(hﬂed 8oV ~143 million US consumers
4\ o = m et i

Real dependencies

Dependency Confusion: How |

Apple,

and Dozens of Other Companies
®

Sec. 4. Enhancing Software Supply Chain Security
ensuring and attesting [... | to the integrity and provenance of open source software
Cyber Resilience Act

May 2021 POTUS Executive Order
Regulation aims to [... ] ensuring [... ] software products [... ] with fewer vulnerabilities.

REGULATION (EU) 2024/2847
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Enhancing software Reuse, Security and Transparency

Software complexity is growing...

...it is important to Know Your SoftWare (KYSW)
Matplotlib library e = Equifax website hack data for
= — ha:l;t_l;:;::;i:&e&%;: ~ ill‘l;ionUS consumers
AN = '
Pl-‘\ .....

Real dependencies

Dependency Confusion: How |

Apple,

and Dozens of Other Companies
®

Sec. 4. Enhancing Software Supply Chain Security
ensuring and attesting [... | to the integrity and provenance of open source software
Cyber Resilience Act

May 2021 POTUS Executive Order
Regulation aims to [... ] ensuring [... ] software products [... ] with fewer vulnerabilities.

REGULATION (EU) 2024/2847
We need a trusted knowledge base with software integrity and provenance !
R. Di Cosmo
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Software source code is fragile

Endangered source code ...

d . o link rot
disaster g,
re mence
smalicious deé_bl 3 !%Il e platform consolidation
EIH%ObSOIEtQ Eaggéa e 2015 Google Code and Gitorious.org shutdown: ~1M
¢ fg dependencies S5 g:a e 2019 Bitbucket mercurial phase out: ~250.000
R = o 2022 GitLab.com: remove inactive projects?
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Software source code is fragile
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R = o 2022 GitLab.com: remove inactive projects?

... is endangered knowledge!

broken links and missing pieces in the web of knowledge of humankind
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Software source code is fragile

Endangered source code ...

d . o link rot
disaster g,
re mence
smalicious deé_bl 3 !%Il e platform consolidation
EIH%ObSOIEtQ Eaggéa e 2015 Google Code and Gitorious.org shutdown: ~1M
¢ fg dependencies S5 g:a e 2019 Bitbucket mercurial phase out: ~250.000
R = o 2022 GitLab.com: remove inactive projects?

... is endangered knowledge!

broken links and missing pieces in the web of knowledge of humankind

Bottomline: we need a global, long term effort

to build a universal archive of all software source code
make it resilient
and make it sustainable
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© Software Heritage: a mission at the service of Humankind
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Software Heritage in a nutshell www.softwareheritage.org

Unveiled in 2016

A
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+3V%> Software Heritage
LVAB THE GREAT LIBRARY OF SOURCE CODE
v

Collect, preserve and share all software source code

Preserving our heritage, enabling better software and better science for all
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Software Heritage in a nutshell www.softwareheritage.org

Unveiled in 2016

A
DAY .
+3V%> Software Heritage
LVAD THE GREAT LIBRARY OF SOURCE CODE
v

Collect, preserve and share all software source code

Preserving our heritage, enabling better software and better science for all

Reference catalog

Sclihia 0PN
Bmmye

&‘Mc e’r CCVL

find and reference all

software source code
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Unveiled in 2016 A
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+3V%> Software Heritage
L\ﬂAD THE GREAT LIBRARY OF SOURCE CODE

Collect, preserve and share all software source code
Preserving our heritage, enabling better software and better science for all

Reference catalog Universal archive
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GoogleCode ~2aci GGZ‘C =
find and reference all preserve and share all
software source code software source code
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www.softwareheritage.org

Software Heritage in a nutshell

Unveiled in 2016 A
~

v - .
<+3'%/> Software Heritage
L\ﬂAV\ THE GREAT LIBRARY OF SOURCE CODE

v

Collect, preserve and share all software source code
Preserving our heritage, enabling better software and better science for all

Reference catalog Universal archive Research infrastructure

StirespCOt d,damage
1saster , rexite
B%dzm“”&% gmiligjolist del %n
£ _~soDsolete
G 2, eTaVL 388 dependencies E
i L GRA i :
find and reference all preserve and share all enable analysis of all

software source code software source code

software source code
Software Heritage softwareheritage.org 29/01/2025 8/14
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Today: a universal software archive, as a shared infrastructure

[ I i
iultural Heritage 7Industrv \\Research ‘Public Administration -
One infrastructure i‘ 7 4 Py
i He s
open and shared ' Ema

Software Heritage unesco|
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Today: a universal software archive, as a shared infrastructure

Cultural Heritage ‘ Industry H\Research }Public Administration -

One infrastructure i & 4 -
open and shared i ‘ Qo# 2 Emﬁ

The largest archive ever built

Source files Commits Projects
22,548,654,226 4,743,656,085 344,672,354
[
[
[ .
[oun
Directories Authors Releases
17,848,569,305 86,143,084 102,056,508

»
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Today: a universal software archive, as a shared infrastructure

Cultural Heritage ‘ Industry H\Research }Public Administration -

- lrezia—~

One infrastructure ii‘ o
open and shared

Software Heritage unesco |

The largest archive ever built

Source files Commits Projects @ Bitbucket $ Git
57 az5origins < seorsoriging < 3350 rigins
22,548,654,226 4,743,656,085 344,672,354 (©debian v
. waporigns < 1 s3origing < 86,561 origins
GitHub gitiles & GitLab
249868189 origins < 24,378 origins < 5,736,223 origins
337 git {3 Gogs B
sigoniging < 394 origins < 1,887,397 origins
"V Guix @G"‘-’ Qoo
68,391 origins. < 354 0rigins < 1,340 origins
. ) G launch Maven £ Nix0s
Directories Authors Releases 654,755 origins < 312,179 origins < 48,905 origins
17,848,569,305 86,143,084 102,056,508 (npm} %
40032670rigins < samorigns <
figures as of January 18 2025
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A revolutionary infrastructure

The graph of public software development

' All software development
in a single graph ...

@ enable traceability
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A revolutionary infrastructure

The graph of public software development The global ledger of public code
' All software development / | ... a Merkle graph
in a single graph... %
/ ‘t / \ @ ensure
@ enable traceability ! ! ! s integrity
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A revolutionary infrastructure

The graph of public software development

' All software development
" in a single graph ...

@ enable traceability

Reference archive of
Research Software

@ reproducibility

o reference

Open Data Sets Open Source
Repositories

R.Di Cosmo roberto@dicosmo.org ~ @rdicosmo

The global ledger of public code

. a Merkle graph
rrrrr / \Nagh g p
f’ A @ ensure
t 1 ! 1 integrity
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A revolutionary infrastructure

The graph of public software development

' All software development
" in a single graph ...

@ enable traceability

Reference archive of
Research Software

@ reproducibility

o reference

Open Data Sets Open Source
Repositories

R.Di Cosmo roberto@dicosmo.org ~ @rdicosmo

The global ledger of public code

. a Merkle graph
rrrrr / \Nagh g p
f’ A @ ensure
t 1 ! B integrity

Reference platform for Big Code
uniform data structure

(]
og0 .
..o.:.o.. o large scale studies
Q0cco0® .

DAL @ cybersecurity
0e% O . .

() @ machine learning, Al, ...

more later today
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An international, non profit initiative for the long term

Sharing the vision

United Nations -
Educational, Scientificand
Cultural Organization «

Software 4 ciov Puacwome @ eclipse
' schom =N ﬁ

~\A/J v
COWE %fsfe =
REPIJIUQUE FIANCMSE

TJLINUX
oAt 0 [J Computer
y S b X Mlstory
. luseum
ADULLACT ™ |

-
Software Freedom Ada g gandi‘net Dg conservancy

Law Cente
FREE SOFTWARE
F

OUNDATI

open source openinventionnetwork

tiative

@greative D) ¢
commons ||

And many more ...

www.softwareheritage.org/support/testimonials
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An international, non profit initiative for the long term

Sharing the vision
Donors, members, sponsors

United Nations  +
Educational, Scientific and +
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Yo ° g 001l Museum Y
ADULLACT " Silver sponsors
SofoyarsFreedom Ada g gandi.net Ok conservancy AdaCore == GitHub 1 |y S
nw Cente
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. S -+ — FOUNDATION é @SCANOSS SantAnna u-U"'“'S"e @umm % [Universima
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And many more ...

www.softwareheritage.org/support/testimonials
we are all concerned, anyone can join and help
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Software Heritage: 2024 progress hilights

January 2024 SoFAIR Kickoff February 2024 First Al contact
e = Massive identification, # starCoder2

StarCoder2 trained on
GitHub subset of Software

. i ﬁ The Stack v2 Heritage
publications

archival and reference
of software in academic
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https://swhsec.github.io/
https://www.gouvernement.fr/france-2030-lancement-du-programme-de-transfert-au-campus-cyber
https://codecommons.org/
https://codecommons.org/
https://annex.softwareheritage.org/public/annual-reports/2024/SoftwareHeritageReport_2024.pdf

Software Heritage: 2024 progress hilights

January 2024 SoFAIR Kickoff February 2024 First Al contact
© "= Massive identification, # starCoder2

StarCoder2 trained on
GitHub subset of Software

: ) . o The Stack v2 Heritage
= PAN publications

archival and reference servicencw - ) - Arwioigy
= of software in academic

Academic interoperability
NEeOnSC Connect with Zenodo, Epi-
FAIR-IMPACT science, Dagsthul, SwMath,
FAIRC! EosSC OpenAire, ...

SWHSec Kickoff
f S\WHSec: 5 years PTCC project
l Software supply chain Security
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Software Heritage: 2024 progress hilights

January 2024 SoFAIR Kickoff February 2024 First Al contact
= M i identificati , ¥ starCoder2 X
as§|ve iaentitication il StarCoder2 trained on
archival and reference serecnen - € B

= ) i GitHub subset of Software

= of software in academic . .

: e AU EUREN Heritage
i EE PAN publications
February 2024 SWHSec Kickoff ~ /\cademic interoperability

NEeOoSC Connect with Zenodo, Epi-
FAIR-IMPACT science, Dagsthul, SwMath,
FAIRCOREZEOSC OpenAire, ...

SWHSec: 5 years PTCC project
Software supply chain Security

. and much more

1-
\

Fall 2024 CodeCommons
APPEL  PROJETS Building the reference ,

COMMUNS NUMERIQUES POUR

CNTELGEIGEARTFORLE Soﬁ:ware knowledge base
i (& B for Al

2024 annual report here —

‘,,
VAT
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A growing and active communit

Core Team

osmo  roberto@dicosmo.org

Ambassadors

[

Agustin Benito Alexis Lebis Baptiste Mélis Bans Giingor Bertrand Néron
Bethencourt Compre

@ 1§18 Fapl

Bostian Spetic BrunoKhelif Camille Frangoise  Cécle Arénes FaviaMarzano  Frédéric Sanios

8 A

Harsh illay talo Vignoli Jaime Arias Joenio Margues DaCo:

Giacomo Lorenzeti

d

LindaAngulo-lopez  MalinSandstrom  MaxKalik Maxence Azzouz-  Mohamma
Thuderoz Akhlaghi

-

-

OcéaneValenca Pierre Poulain Sandrine Layrisse Simon Phipps Violaine Louvet
N

Becoming an Ambassador
Interested in becoming a Software Heritage ambassador?
Telus aboutyourself and your st aurmision

Wendy Hagenmaier
v ambassadorprogram@softwareheritage.org
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https://softwareheritage.org/people/
https://www.softwareheritage.org/symposium-and-summit-2023/
https://softwareheritage.org/ambassadors/

© Opening of the symposium
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Today’s main topics from the connecting hub

Cybersecurity and regulations
@ Securing Critical Software

™ @ Cyber Resilience Act

@ Preserving Open Source

@ Research and Tools
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Today’s main topics from the connecting hub

Cybersecurity and regulations Al, transparency and regulations
@ Securing Critical Software @ Open Source Al
) @ Cyber Resilience Act e — o Al Act
4 @ Preserving Open Source e Data transparency
@ Research and Tools @ The global view
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Today’s main topics

from the connecting hub

Cybersecurity and regulations

@ Securing Critical Software

@ Cyber Resilience Act

TN
) '\

@ Preserving Open Source

@ Research and Tools

Open Science

@ Policy and
implementation

@ Monitoring and
recognizing

e Computational
reproducibility

R. Di Cosmo  roberto@dicosmo.org

Al transparency and regulations
@ Open Source Al

o Al Act

e Data transparency

@ The global view
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Today’s main topics

from the connecting hub

Cybersecurity and regulations
@ Securing Critical Software

™ @ Cyber Resilience Act

@ Preserving Open Source

@ Research and Tools

Open Science

@ Policy and
implementation

@ Monitoring and
recognizing

e Computational
reproducibility
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Al transparency and regulations
@ Open Source Al

o Al Act

e Data transparency

@ The global view

Memory of the World
@ Preserving software

history

e Software to preserve
history

@ The role of Al
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@ Symposium time
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© Concluding remarks
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A call to realize a grand vision

Bring together academia, industry, civil society and governments to build

"a global infrastructure for open and better software at the service of humankind”
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A call to realize a grand vision

Bring together academia, industry, civil society and governments to build

"a global infrastructure for open and better software at the service of humankind”

Software Heritage is the foundation...
@ vendor neutral, multi-stakeholder
@ open source, non profit

a worldwide initiative

(]

(]

a long term initiative
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A call to realize a grand vision

Bring together academia, industry, civil society and governments to build

"a global infrastructure for open and better software at the service of humankind”

Software Heritage is the foundation... ... that enables
e vendor neutral, multi-stakeholder e archival, reference, integrity
@ open source, non profit e qualification, sharing and reuse
e a worldwide initiative @ a global software knowledge base
@ along term initiative o test and deploy world class tooling
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@ along term initiative o test and deploy world class tooling

The way forward

Scale up Software Heritage to serve all stakeholders worldwide
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A call to realize a grand vision

Bring together academia, industry, civil society and governments to build

"a global infrastructure for open and better software at the service of humankind”

Software Heritage is the foundation... ... that enables
e vendor neutral, multi-stakeholder e archival, reference, integrity
@ open source, non profit e qualification, sharing and reuse
e a worldwide initiative @ a global software knowledge base
@ along term initiative o test and deploy world class tooling

The way forward
Scale up Software Heritage to serve all stakeholders worldwide

You can help!
use, adopt, advocate, contribute, fund, support, join
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A call to realize a grand vision

Bring together academia, industry, civil society and governments to build
"a global infrastructure for open and better software at the service of humankind"

www.softwareheritage.org

The Library of Alexandria of code
@ recover the past

@ @ structure the future
@ rebuild trust in
science

V4

lrrzia—

Cveda— i
"= La Fondation _—
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@swheritage

The Very Large Telescope for Source code

@ explore and reuse

@ better, more secure
software

~ for society as a whole
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www.softwareheritage.org
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