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Short Bio: Roberto Di Cosmo

Computer Science professor in Paris, now working at INRIA
@ 30 years of research (Theor. CS, Programming, Software Engineering, Erdos #: 3)
@ 20 years of Free and Open Source Software

@ 10 years building and directing structures for the common good

1999 DemolLinux — first live GNU/Linux distro

2007 Free Software Thematic Group
150 members 40 projects 200Me

2008 Mancoosi project WWw . mancoosi.org
2010 IRILLwww.irill.org
2015 Software Heritage at INRIA

2018 National Committee for Open Science, France
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© Software is Knowledge. ..
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Software is knowledge

Key mediator for accessing all information (c) Banski

Information is a main pillar of our modern societies.
Absent an ability to correctly interpret digital information, we are
left with [... ] "rotting bits" [... ] of no value.
Vinton G. Cerf IEEE 2011

y

Software is an essential component of modern scientific research

[...] the vast majority describe experimental methods or software
that have become essential in their fields.
Top 100 papers (Nature, October 2014)

Sometimes, if you dont have the software, you dont have the data
Christine Borgman, Paris, 2018

v

Sofware embodies our Knowledge and Cultural HeritageJ
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The knowledge is in the source code!

“The source code for a work means the preferred form of the work for

making modifications to it." GPL Licence
Hello World )

Program (excerpt of binary)
4004e6: 55 /* Hello World program */
4004e7: 48 89 e5
4004ea: bf 84 05 40 00 #include<stdio.h>
4004ef: b8 00 00 00 00
4004f4: e8 c7 fe ff ff void main()
4004f9: 90 {
4004fa: 5d printf("Hello world");
4004fb: c3 13 |
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Source code is special

Harold Abelson, Structure and Interpretation of Computer Programs

“Programs must be written for people to read, and only incidentally for machines to execute.”

Quake IlI source code (excerpt) Net. queue in Linux (excerpt)

SFB uses two B[1][n] : L x N arrays of bins (L levels, N bins per level)
This implementation uses L = 8 and N = 1

This permits us to split one 32bit hash (provided per packet by rxhash or
external classifier) into 8 subhashes of 4 bits.

#define SFB_BUCKET_SHIFT 4
. NUMBUCKETS (1 << SFB_BUCKET_SHIFT) /* N bins per Level */
#define SFB_BUCKET MASK (SFB_NUMBUCKETS - 1)

#define SFB

#define SFB_LEVELS (32 / SFB_BUCKET_SHIFT) /* L */
/* SFB algo uses a virtual queue, named "bin® */
struct sfb_bucket {
u16 qlen; /* length of virtual queue *
uie p_mark; /* marking probability
¥
V. V.

Len Shustek, Computer History Museum
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~ 50 years, a lightning fast growth

Apollo 11 Guidance Computer (~60.000 lines), 1969

"When | first got into it, nobody knew what it was that we were doing. It
was like the Wild West"
Margaret Hamilton

v

Linux Kernel

. now in your pockets!
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© Software source code: a pillar of Open Science
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The scientific method...

The experimental method

o make an observation
o formulate an hypothesis
@ set up an experiment

o elaborate a theory

And then we reproduce and verify. ]

Reproducibility is the key

non-reproducible single occurrences are of no significance to science

Karl Popper, The Logic of Scientific Discovery, 1934
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... evolves in the digital age!

For an experiment involving software, we need
open access to the scientific article describing it
open data sets used in the experiment

source code of all the components

environment of execution

stable references between all this

The first two items are already widely discussed!

. what about software?
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A survey of Computer Systems research

Analysis of 613 papers

@ 8 ACM conferences: ASPLOS’12,
CCS’12, OOPSLA’12, OSDI’12,
PLDI’12, SIGMOD’12, SOSP’11,
VLDB’12

@ 5 journals: TACO’9, TISSEC’15,
TOCS’30, TODS’37, TOPLAS 34

all very practical oriented

The basic question

can we get the code to build and run?

|

Roberto Di Cosmo www.dicosmo.org
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The workflow
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... cont’d

oK' 3 Auth
o %% %
NC  HW
G3 30 206
Weh EM™
87
A Build
fails
9
176
v EM™
M5l

... that’s a whopping 40% of non reproducible works!
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Software Source code is an important pillar
The Magic Triangle of Scientific Knowledge

Open Access
Repositories

Open Data Sets Open Source
Repositories Repositories

Nota bene

The links in the picture are essential
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@ Aninconvenient truth
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A forgotten pillar of Open Science
No reference catalog No research infrastructure

to find and reference all to preserve all the source to enable analysis of all
the source code | code | the source code )
Lack of recognition Lack of guidance on how to
not (yet) a first class citizen @ choose a license
e in the EOSC plan o cite a software project
@ in the EU copyright reform o make source code available
@ in the scholarly works o relate to industry best practices
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No catalog, no archive, no references: we are at a turning point

Looking at the past

@ a lot of old software misplaced, lost, or behind barriers, but...
o most founding fathers are still here, and willing to share
@ urgent to collect their knowledge

Only a few years left.

Looking at the future

@ software development and use skyrockets: more programmers, and more code!
@ essential to provide a universal platform for all the future software source code

Every year that goes by makes the problem worse.

it is urgent to take action!J
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© The Software Heritage initiative
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The Software Heritage Project www.softwareheritage.org

< <> Software Heritage

Collect, preserve and share the source code of all the software that is available I
Past, present and future
Preserving the past, enhancing the present, preparing the future
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A principled infrastructure http://bit.ly/swhpaper

H Cultural Heritage H Industry H Research H Education

M o 4 i

Software Heritage

Thomas Jefferson, February 18, 1791 A common infrastructure
... let us save what remains: not by vaults and e mutualisation for sustainability
locks which fence them from the public eye and e open source, non for profit

use in consigning them to the waste of time, but by
such a multiplication of copies, as shall place them
beyond the reach of accident.

@ mirror network open to all

@ may prevent a useless diaspora
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http://bit.ly/swhpaper

@ Under the hood
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Coverage

Source files Commits Projects

5,603,274,836 1,248,389,319 88,288,721
508 138 100.0M
4.0B 1.0B 80.0M
3.0B 750.0M 60.0M
2.0B 500.0M 40.0M
1.0B 250.0M 200M
o o o

Jan Jul Jan Jul Jan Jul Jul  Oct Jan  Apr  Jul Jul  Oct Jan  Apr Jul

2016 2016 2017 2017 2018 2018 2017 2017 2018 2018 2018 2017 2017 2018 2018 2018

GitHub (debian ‘% oo o)

python”

L@, e
'LE GITORIOUS HAL g

archives-ouvertes

@ 200 TB (compressed) blobs, 6 TB database (as a graph: 10 B nodes + 100 B edges)

@ The richest public source code archive, ... and growing daily!
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Automation, and

Software Heritage Archive

Forges Merkle DAG + blob storage
GitHub
lister software

Git
loader

GitLab
lister

Mercurial
Distros

Debian source
package loader

Debian
lister

PyPi
lister

Package
repos

Listing Loadin,
(full/incremental) & deduplication

k ) schesang K’ )

o full development history permanently archived
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Much more than an archive!
Merkle tree (R. C. Merkle, Crypto 1

Combination of
o tree

@ hash function

Classical cryptographic construction

o fast, parallel signature of large data structures
o widely used (e.g., Git, blockchains, IPFS, ...)

@ built-in deduplication
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The archive in pictures

Y p

Releases )

Snapshots
Revisions

Contents
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The archive in pictures

Contents
M eraion 3, 36 Sure 2047 j

n 3, 29 June 200

Copyright (C) 2007 Free Software Foundation, Inc. <http://fsf.org/>
Everyone is permitted to copy and distribute verbatim copies
of this license docunent, but changing it is not allowed

Preanble

The G Geeral i Licence is  fre, coplert License for shal: 8624bcdae55baeef...

} sha256: 8ceb4b9ee5aded. .
5. ah e e o Shere g e ol oy St shal_git: 94a9ed024d385...
e (TS e e T e SoTare Fomiatien v length: 35147

price. Our General Public Licenses are designed to make sure that you
have the freedon to distribute copies of free software (and charge for

them 1f you wish), that you receive source code or can get it if you
want it, that you can change the software or use pieces in new

free prograns, and that you know you can do thy

To protect your rights, we need to py

org  April23rd, 2019 19/26
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The archive in pictures
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Releases Yy

Snapshots
Revisions

Contents
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Directories
AUTHORS
HesE 100644 blob .gitignore
MANIFEST.in 100644 blob AUTHORS
100644 blob 94a9ed024d3859793618152ea559a168bbcbb5e2 LICENSE
Vakefie 100644 blob MANIFEST.in
[V 100644 blob Makefile
100644 blob Makefile.local
README.db_testing 100644 blob README.db_testing
100644 blob README . dev
README dev 040000 tree bin
B bin 040000 tree debian
- 040000 tree docs
[ debian 100644 blob requirements.txt
2= gocs 100755 blob setup.py
040000 tree sql
requirements.txt 040000 tree swh
040000 tree utils
setuppy
) st -
) swh id: 515f00d44e92c65322aaa9bf3fa097c00ddb9c7d

utils
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The archive in pictures
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Revisions

Details  Changes  Files
SHA: 963634dcabbaSdc37e3ee426ba091092¢2679f6
Author: Nicolas Dandrimont <nicolas@dandrimont.eu> (Thu Sep 1 14:26:13 2016)

Committer: Nicolas Dandrimont <

olas@dandrimont.eu> (Thu Sep 1 14:26:13 2016)

Subject: provenance.tasks: add the revision -> origin cache task
Parent: fc3a8b59caldf424d860f2c29ab07fee4dc35d10 : test_storage: properly pipeline origin and cont.
provenance.tasks: add the revision -> origin cache task

tree 515f00d44e92c65322aaa9bf3fa097c00ddb9c7d

parent

author Nicolas Dandrimont <nicolas@dandrimont.eu> 1472732773 +0200
committer Nicolas Dandrimont <nicolas@dandrimont.eu> 1472732773 +0200

provenance.tasks: add the revision -> origin cache task

— 7

g

id: 963634dcabba5dc37e3ee426ba091092c267f9f6

Roberto Di Cc




The archive in pictures
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The archive in pictures

Releases

object cOc9f16b1e1345937567570a1761b156e6ebld

type commit

tag v0.0.51

tagger Nicolas Dandrimont <nicolas@dandrimont.eu> 1472042163 +0200

Release swh.storage v0.0.51
tag v0.0.51 - Add new metadata column to origin_visit

Tagger: Nicolas Dandrimont <nicolas@dandrimont.eu> - Update swh-add-directory script for updated API
Date: Wed Aug 24 14:36:03 2016 +0200 --+-BEGIN PGP SIGNATURE-----

Release swh.storage v0.0.51 iQIzBAABCAAIBQIXVZ 1vbnQUZXUACGKQ7AWLMO2 +
q 0b5DI 1K1vEVh 7aX2KEILDtt7uf
- Add new metadata column to origin_visit 1+YrxBfcih3L. D5t2
- Update swh-add-directory script for updated API ICBIit2uJtXuCrD Dréjw7z
[ IGEndWnO7VIH1VmM6tLn5qB7ISmXRagA-+becqddubTZ2xjj+jplUaCBEyaN3hmL
Qsj2muBkyz3t8tG/H1/pV-+I50WBINPOSSTHOtuUj0JEVGPK/AHSP79QUHDHZFKCao
commit cOc9f16b1e134f5937567570a1761b156e6eb1d KIj6kAWyUBOMxb+nKV/jeLbrR3+yWBFj3Qp5a1/V800Th6E1dALCNMpEaKCOKtME
dgMRax111/qOEDINsW67G6sD: 9fVLQ3nV3GaQQTnu1Rpl
Gg/K1PdHT4hzOil46WYP: Q4ZR/Wj
RpTTfUsbXUeXHGOpKgXh: anvplgch‘/’-" ukumcrwxcvaqu
qyF6yTSOpUBYK70tpYRRUGKWD. 6)Yqljo29
IwgZQif5qWQCBOOONAL: kMejUhg62c
0;

XP
ND PGP SIGNATURE--
——

id: 85083a5ccl4a441c89dea73f5bdf67c3f9cbafdb

Roberto Di Cosmo
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The archive in pictures
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The archive in pictures

Snapshots

commit 68ffeb25770109525eb3ce21691466c53a1d9158 refs/heads/atime

commit ba5d43a24e3f9fe323a46c292cecafcbe61c67eb refs/heads/directory-listing-arrays
commit d69e@dbf892383ff6589b27fbe1c05d27238d9c5 refs/heads/foo

commit cf7ff9eeadeb22f8946908F5a8019767de468e08 refs/heads/master

commit 7ecald7fc66d2024047e54bled9e8bad361a0fc2 refs/heads/tmp-directory-add
commit 642a20537de85005a85d427b53eedfb2252e82e refs/heads/tmp/generic-releases
tag 201043b1379c768d9665977997d4907757755 refs/tags/v0.0.1

tag 72a21991a384€539996dbb867bfbObee72aee2cd refs/tags/v0.0.10

tag faScc refs/tags/ve.0.11

tag 33378427a403ba569a67777b8d5876674Fbc6556 refs/tags/v0.0.12

. tag 06774652755b327cf590311c2ba036Cf3b4b35d refs/tags/v0.0.13
glt Show-refs tag 5a6325fe86ab854b581d7442667d92al1e32f3bd refs/tags/ve.0.14
tag 586fbade580b4f5fabo5f599367643cbcblagc7f refs/tags/v0.0.15

tag 6317774 1c refs/tags/v0.0.16

tag 228a2f1650dd12222e556559462¢1e067c4993d9 refs/tags/v0.0.18
tag 606979a4ca05d497fc0d24aad00dce82636ef47c refs/tags/v0.0.19
tag 32bf5a59fc2a323baabd5f15a6ad5382ec275a67 refs/tags/vo.
tag 3147c3d31ec46c6492881e908b1237ebdff27 refs/tags/ve.
tag 215ea50daballle082e0b72e76ebdb6073a87968 refs/tags/vo.
tag 3fb168c2072a5d6252124257ale5dfcOf5Ffaldf refs/tags/vo.
tag 8cdbee8dadd73fc5d262789e460al6ac3c72abad refs/tags/vo.

— _J

—

id: b464cadlb66fff266a37b46eabe7a04b545e904b

.20
21
22

0

0

0

0

0

0
tag a542444ee3f0fbed35efb202fee035c809abc7d6 refs/tags/v0.0.17

0

0

0

0

0

0

0.23
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@ Using the Software Heritage archive
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Reference archive for all software

A "wayback machine" for software source code ...

e http://archive.softwareheritage.org/browse
e http://bit.ly/swhpids for persistent identifiers

Demo time: let’s highlight some features...J

Dirctory browsing
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http://archive.softwareheritage.org/browse
http://bit.ly/swhpids

© A revolutionary infrastructure for Open Source and Open Access
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A revolutionary infrastructure for industry

The graph of Software Development

7 All of the software development in a single graph!

@ lookup by content hash

@ wayback machine for software development
e http://archive.softwareheritage.org/

by Sasdd®" @ ... and much more
The blockchain of Software Development
All of a software development... in a single Merkle graph!

Widely used crypto (e.g., Git, blockchains, IPFS, ...)
@ built-in deduplication
e intrinsic, unforgeable identifiers at all levels

e simplifies traceability (licensing, supply chain
management)
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http://archive.softwareheritage.org/

A revolutionary infrastructure for research and innovation

A pillar of Open Science

The reference archive of Research Software for Open Science

o curated deposit of research software

e in collaboration with HAL, CCSD and Inria IES
e now open to all researchers!

@ intrinsic identifiers for reproducibility

Open Data Sets Open Source
Repositories Repositories

Reference platform for Big Code

@ unique observatory of all software development

o big data, machine learning paradise: classification, trends, coding
patterns, code completion...

Roberto Di Cosmo www.dicosmo.org (CC-BY 4.0) www.softwareheritage.org April 23rd, 2019
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© Building for the long term
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Raising Awareness
April 3rd 2017, Unesco Inria agreement November 2018, Unesco Inria expert call

V4
v

i —

INVENTEURS DU MONDE NUMERIQUE
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Growing Support

Sharing the vision Donors, members, sponsors
rd
7

INVENTEURS DU MONDE NUMERIQUE

‘; ENGINEERING

>= 100Kelyear
>= 50Kelyear
>= 25Kelyear
@ gandi.net
= FREE SOFTWARE
v o

Research collaboration Global network

o first independent mirror

source code search engine . LR
@ increased reliability
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You can help!

Scientific and technological challenges

study object storage, classification, ML, graph queries, mirror protocols, ...

contribute forge.softwareheritage.org and GSoC

Adoption in your research community Conferences, journals, ...

archive software in Software Heritage

reference software using SWH-IDs for reproducibility

Spread the word!

o sponsorship.softwareheritage.org @ use the archive
e www.softwareheritage.org/donate o tell everybody about it
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forge.softwareheritage.org
sponsorship.softwareheritage.org
www.softwareheritage.org/donate

@ Conclusion
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Join the revolution!

A
DAV :
VL
<> </> Software Heritage
AT
\
www.softwareheritage.org @swheritage

Library of Alexandria of code A CERN for Software

@ build better software

@ recover the past o for industry
@ structure the future o for society as a
whole
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www.softwareheritage.org
@swheritage

All the source code

Online

Closed Open

Offline
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All the source code: strategy

Online

Embargo Automation

Closed Open

Focused Search Crowdsourcing

A

Offline
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A bird’s eye view

origin

timestamp
snapshot

origin

visit
timestamp
snapshot

origin
sit

nmesramP
pshot

nttpsiforge softwareheritage orgjsourcemelloworld it

FriFeb 0 12:38:45 2018 +0100

0861dbse.
% < ] <snapshots
FriFeb 9 13:29:00 2018 +0100 5102a88b...
0861dbSe... +._ 4 [“branches
, HEAD
refs/heads/master
refs/heads/doc

refs/tags/1.0

hutpsifforge softwareheritage.orgr ¢
3 VN

FriFeb 9 15:52:50 2018 40100
5102288b.

i <<snapsnots>
0861dbSe.
[“branches

refs/heads/naster
refs/tags/1

<Revisions>

<<Directory>>
1ed70c6:

T Fen s 15144345 2018 40100
l+directory: Directory

frparents: Revision list

<<Revision>>

[+tinestanp = Fri Feb 9 15:44:30 2018
|*directory: birectory
{+parents: Revision list

+ add_honepage Link

0100

Archive content
after visits 1, 2 and 3

<<Content>>
dec6bleo.
For more info

[Fota =

<Revision>>
Fauthor
[+nessage = "move source code to s
e Feb 5 15096:08 3616 w100
Directory

{rparents: Revision list

<<Directory=>
45f0c07

/’

<<Release>>
edf82f21.

<<Revision>>
a3ef7dc

[“author = "Foo Bar <fooe
Lo

[+target

1.0 release
Thu Feb 8 15:51:00 2018 +0100

[+tinestanp = Thu Feb & 10:54:09 2018 +
l+directory: Directory
[rparents: Revision list

rration and REAOHE"
o100 L

<<Content>>
aBbeccdb...
[data = “sac oIk

Archive content
after visits 1 and 2

www.di

<Revision=>
a3ee21ad...

[Futhor = "Foo Bar <foo
message = “add build tootchain -

[+tinestanp = Thu Feb & 10:49:29 2018 +0100
[vairectory: Directory

frparents: Revision list

[ —

<Revision>>
1886826f.

<directory>> <<Content>>
£a8c090: a1afd00s.
[Fentries data = *_vet another.
gitignore
CopYING:
herite ~<Content>>
READVE 9429edo2.
hello. c* [Gata = *.GNU GENERAL."
~<Content>>
<directory>> 5953202,
b94a90cd. [FGata = " o\mmello
Fentries
_gitignore
Hakefile ~<Content>>
ey 225a¢01b...

"Fao Bar <foot
ptenent o trivial -

ThuFen 8 10044135 3018 +0100
l+directory: Director,

[+parents: Revision list = None

[<<Directory=>
6cazeddd...
Fentries
hello.c”

Fdata = "all: hellowma,

<<Content>>
€839d
[Fdata = “Finclude

) www.softwareheritag

April 23rd, 2019




@ Looking for the right identifiers
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Systems of identifiers
A system of identifiers is

@ a set of labels (the identifiers)

@ mechanisms to perform :

Generation (minting) create a new label
Assignment associate label to object
Retrieval get object from a label

@ optionally, mechanisms to perform:

Verification check label and object
Reverse Lookup  get label from an object
Description get metadata of an object

4/8

(CC-BY 4.0) www.softwareheritage.org April 23rd, 2019
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Mechanisms offered in some systems of identifiers

Roberto Di Cosmo

Mech. / System Handle DOl Ark PURL
Generation Yes Yes Yes Yes
Assignment Yes Yes Yes Yes
Retrieval Yes Yes Yes Yes
Verification N.A. N.AA. NA. NA
Reverse Lookup  N.A. N.A. NA. NA
Description Yes Yes Yes N.A.

www.dicosmo.org

(CC-BY 4.0) www.softwareheritage.org
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Our challenges in the PID landscape

Typical properties of systems of identifiers

uniqueness, non ambiguity, persistence, abstraction (opacity)

Key needed properties from our use cases

gratis identifiers are free (billions of objects)

integrity the associated object cannot be changed (sw dev, reproducibility)

no middle man no central authority is needed (sw dev, reproducibility)

we could not find systems with both integrity and no middle man H
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An important distinction: DIOs vs. IDOs

The term “Digital Object Identifier” is construed as “digital identifier of an object,"
rather than “identifier of a digital object” Norman Paskin. 2010

DIO (Digital Identifier of an Object)
digital identifiers for (potentially) non digital objects

@ epistemic complexity (manifestations, versions, locations, etc.)

@ need an authority to ensure persistence and uniqueness

IDO (ldentifier of a Digital Object)
digital identifiers (only) for digital objects

@ can provide both integrity and no middle man

@ broadly used in modern software development (git, etc.)

v

for the core Software Heritage archive, IDOs are enouth
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Limitations of DIOs

Example: doi:10.1109/MSR.2015.10

@ to find what 10.1109/MSR.2015.10 is, go to a resolver (e.g.
doi.org)

o thisreturnshttp://ieeexplore.ieee.org/
document /7180064 /

@ at this URL we find ...

Architecture of the DOI infrastructure

@ DOI resolution can change
3. Receive
Object Info

e content at URL can change

CA

Pub Gateway

@ no intrinsic way of noticing

Object Information

@ persistence based on good will of multiple parties
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