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Short Bio: Roberto Di Cosmo

Computer Science professor in Paris, now working at INRIA

@ 30 years of research (Theor. CS, Programming, Software Engineering, Erdos #:.3)
@ 20 years of Free and Open Source Software

@ 10 years building and directing structures for the common good

1999 DemolLinux — first live GNU/Linux distro

2007 Free Software Thematic Group
150 members 40 projects 200Me

2015 Software Heritage at INRIA

2018 National Committee for Open Science, France
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e Free and Open Source Software
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Software is eating the world...

THE WALL STREET JOURNAL, S°ftware companies

Home World US. Politics Economy Business Tech Markets Opinion Arts
ESSAY

Why Software Is Eating The World outperform or buy out

ByMarc Andreessen
August 20,2011

This week, Hewlett-Packard (where I am on the board) announced that it is exploring hardware con lpan Ies
jettisoningits struggling PC business in favor of investing more heavily in software, where
it sees better potential for growth. Meanwhile

oogle plans to buy up the cellphone
hand ker Motorola Mobility. Bot es surprised the t 1d. But both mc

Marc Andreesen, 2011

v

Technology

Software Defined Everything

Hardware gets commoditised

Roberto Di
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... Open Source is eating the Software World

TES News Starups Mosle Gadgers Enverpise Socsl Europe

CRUNCH NETWORK

Tracking the explosive growth
of open-source software
Dharmesh Thakker (@Dthakkeroz). Max Schireson (@mschireson). Dan Nguyen-Huu

Top 40 Open-Source Projects by Category
& Sample of Related Companies
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can be openly (re)used, modified, (re)distributed, with full access to its source code!
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Reuse is the new rule

Sonatype survey (2017)

80% to 90% of a new application is ... just reuse!

Do you know where it comes from?

Where does reused software come from?

@ the software you ship

S2
eg“’” e@m @ the software you use

@ the software you acquire
a?/b @ the software that
B”w“ eT o has that bug

Googfe@mfe % o has that vulnerability

- y

You should better know...
placeholder for off the record anecdotes
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© The Software Heritage initiative
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Software Heritage, in a nutshell

Preserving our heritage, enabling better software and better science for all

Software Heritage.

THE GREAT LIBRARY OF SOURCE CODE

Reference catalog Universal archive Research infrastructure

GoogleCode ~%tci

find and reference all the

source code

damage -
disaster , .

smalicioys del
gma

preserve all the source
code

enable analysis of all the
source code

Roberto Di Cosmo
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Coverage

Source files Commits Projects
5,011,613,861 1,126,348,335 85,202,432

5.0B 13B 100.0M
4.0B 1.0B 80.0M
3.0B 750.0M 60.0M
208 500.0M 40.0M
1.0B 250.0M 20.0M
o o o

Jan. Jul Jan  Jul  Jan  Jul Jul Oct Jan  Apr Jul Jul - Oct  Jan  Apr  Jul

2016 2016 2017 2017 2018 2018 2017 2017 2018 2018 2018 2017 2017 2018 2018 2018

AVA GitLab Google code ﬁ
python’

= > V : Package
HAL Ceeia— A;i"’:’ e

archives-ouvertes inventeurs du monde numérique

@ 200 TB (compressed) blobs, 6 TB database (as a graph: 10 B nodes + 100 B edges)

@ The richest public source code archive, ... and growing daily!
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Automation, and storage

Software Heritage Archive

Forges Merkle DAG + blob storage
GitHub Snapshots
a lister software .
i Git .
- loader i | I
¢ (Re s i X
v [Releases 5 1
GitLab X v
o lister Mercurial | /
A “‘ Toader i /
- ) /
5 > v / /
Distros " Revisions | f
4

Debian source

e e e [ e
o P * o
package loader

=\ Debian
lister

Yoy v
e Akt B
Package PR 3|
Fenos —— ¥ 11

Listing
(full/incremental)

Loading
& deduplication

k’ @) Scheduling k @)

CPAN

o full development history permanently archived!

Roberto Di Cosmo
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A revolutionary infrastructure for Industry

The graph of Software Development

.. All of the software development in a single graph!
@ lookup by content hash
@ wayback machine for software development
e http://archive.softwareheritage.org/
@ ... and much more
All of a software development... in a single Merkle graph!
] Widely used crypto (e.g., Git, blockchains, IPFS, ...)
7/ﬁ\“_’f @ built-in deduplication
/ | \ I / \ @ intrinsic, unforgeable identifiers at all levels
Bogredonead I . o simplifies traceability (licensing, supply chain
management)
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http://archive.softwareheritage.org/

0 Zoom on the compliance part of software intelligence
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Bird’s eye view of compliance

The "software industry" ...
develops, maintains, uses, and/or integrates software components
”

a g A

@ track provenance of source code

@ enforce licensing policies, avoid costly violations

@ streamline supply chain management...
acceptance process, subcontractors, etc.

@ medium to long term software maintenance

V.

Tools

@ code scanners

@ bill of materials reporters
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The toolchain today

Customer data

_upr
- security
- code quality

custom
policy

]

‘

Tradesecret ____________ i
‘

:

‘

gatherer matcher

projects

_provenance S | CEAERRERILSREGRRG | -actual issues |

- copyright/license - false positives i
- checksums - false negatives |

FOSS commons

i
~github - other indexes (AST, full-text, ...) | ;
- debian San ' '
- maven central - CVEs J customer - source ;
- S 1 binary |

i

Limitations
@ non-free tools, secret data bases
@ poor (or no) reproducibility
o low quality
e no interoperability
o sharing off business core knowledge is difficult
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The toolchain we want for tom

Customer data

_upr
- security
- code quality

custom
oo Ot 1< M 3ttt o policy

FOSS commons

i

1

|

i Foss gatherer matcher

| projects

1 - provenance _IIIIIIIZIPIIIIIIICLN -actualissues |

) - copyright/license - false positives i

i - checksums - false negatives |

| - github - other indexes (AST, full-text, ...) H

i - debian - :

1 - maven central - CVEs customer  source ;

' o code - binary :
i

Advantages

@ shared effort
e improved quality
o reduced cost

@ common, transparent knowledge base
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Software Heritage to the rescue

A perfe(:t f|t$ Wlth added Value"_ Sy;tome!ia!@””_’";';‘ 777777777777777
: custom |- security ;
policy : code quality ;

- vulnerabil

gl [
i Lo H
; FOSS FOSS |— matcher f
i projects - facts |
' ~
: r/~\vL~7 - actual issues
1 /> < - false positives |
i \'l AL - false negatives |
i FARSS :
0 Tgithub
1 - debian - provenance
i - maven central - checksums customer - source :
\ - development history code - binary

- deduplication
g - persistent data base ]

complete and |
corresponding |
source code

@ even when upstream has gone away

@ not just a legal obligation

@ cornerstone for product maintenance and evolution

Roberto Di
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e Building for the long term
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Raising Awareness

April 3rd 2017, Unesco Inria agreement \ nesco Inria expert call

U N ES C O "Building peace in the minds of

Eaucatonsi. Saen ABOUT US THEMES COUNTRIES PARTNERSHIPS J
Cultura Organization

Experts call for greater recognition of software
source code as heritage for sustainable
development

INVENTEURS DU MONDE NUMERIQUE

16 November 2018
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Growing Support
Sharin the visir

v d
rd
- Crzia—
so“wm V GitLab é; ENGINERRING % ec“pse NVENTEURS DU HONDE NUMERIQUE
OWe =« o= 100Kelyear . i )
+fsfe s 2% Microsoft  (intel) [ 22SEIK e
TILiNuX o m Computer e
sarv o X3 A History
aputiacr” ™ Mul;;" Y 25Kely g@ GO gle
p O, . conservancy ESELEET HUAWE!
e Nl & gandi.net :
“ 5= FREE SOFTWARE PANS NOKIA Bell Labs
@geative openinventionsetword GitHub UQAM FQSSID
v o

Research collaboration Global network

o first independent mirror
\2 source code search engine FOSSID

@ increased reliability
Quant
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Fresh news

A new collaboration is in the works to:

@ build a provenance index on Software Heritage

@ let you answer questions like:

o what is the first occurrence of this source file?
o where else this source file was used?

‘ In a nutshell, know your software
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@ Conclusion
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Come in, we’re open!

Software Heritage />

www.softwareheritage.org @swheritége

A CERN for Software

Library of Alexandria of code
@ recover the past
@ @ structure the future

Becoming a sponsor

@ build better software
o for industry
o for society as a
whole

https://sponsorship.softwarheritage.org
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@swheritage
https://sponsorship.softwarheritage.org

All the source code

Online

Closed Operl

Offline
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All the source code: strategy

Embargo

gllosed

Online

Automation

Open

Focused Search

Roberto Di Cosmo

Offline

Crowdsourcing
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The archive in pictures

Yy

Releases ) p

Snapshots
Revisions

9]
i)
c
[
)
c
o
O
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The archive in pictures

Contents

GNU GENERAL PUBLIC LICENSE
Version 3, 29 June 2007
Copyright (C) 2007 Free Software Foundation, Inc. <http://fsf.org/>
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed

Preanble

The G General Public License is a free, copyleft License for shal: 8624bcdae55baeef.

\ sha256: 8ceb4b9eeSaded...
Tt e shal_git: 94a9ed024d385...
e s L ot S e, i o e length: 35147

any other work released this way by its authors. You can apply it to
your prograns,

When we speak of free software, we are referring to freedon, not
price. Our General Public Licenses are designed to make sure that you
have the freedon to distribute copies of free software (and charge for

then 1f you wish), that you receive source code or can get it if you
want it, that you can change the software or use pieces in new
I

free programs, and that you know you can d

To protect your rights, we need to py
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The archive in pictures
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e archive in pictures

gitignore
AUTHORS
LICENSE
MANIFEST.in
Makefile
Makefile.local
README db_testing
README dev

~ | bin
debian
docs

requirements.txt

setup.py

Directories

100644 blob .gitignore
100644 blob AUTHORS

100644 blob 94a9ed024d3859793618152ea559a168bbcbb5e2 LICENSE

100644 blob MANIFEST.in
100644 blob Makefile

100644 blob Makefile.local
100644 blob README.db_testing
100644 blob README . dev
040000 tree bin

040000 tree debian

040000 tree docs

100644 blob requirements.txt
100755 blob setup.py

040000 tree sql

040000 tree swh

040000 tree utils

— 7

——

id: 515f00d44e92c65322aaa9bf3fa097c00ddb9c7d
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The archive in pictures
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chive in pictures

Revisions

Detalls  Changes Files
SHA: 963634dcabbaSdc37e3ee426ba091092¢267f9f6 =
Author: Nicol

andrimont <nicolas@dandrimont.eu> (Thu Sep 1 14:26:13 2016)
a olas@dandrimont.eu> (Thu Sep 1 14:26:13 2016)
Subject: provenance.tasks: add the revision -> origin cache task

Committer: Nicol

Parent 1df424d860f2c29ab07feeddc35d10 - test_storage: properly pipeline origin and cont.
provenance.tasks: add the revision -> origin cache task

sutstoragesprovenance/tasis.y I N 77

tree 515f00d44e92c65322aaa9bf3fa097c00ddb9c7d

parent

author Nicolas Dandrimont <nicolas@dandrimont.eu> 1472732773 +0200
committer Nicolas Dandrimont <nicolas@dandrimont.eu> 1472732773 +0200

provenance.tasks: add the revision -> origin cache task

— -

g

id: 963634dcabba5dc37e3ee426ba091092c267f9f6

g all source code JE 11th, 2019
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The archive in pictures

tag v0.0.51
Tagger: Nicolas Dandrimont <nicolas@dandrimont.eu>
Date: Wed Aug 24 14:36:03 2016 +0200
Release swh.storage v0.0.51
- Add new metadata column to origin_visit
- Update swh-add-directory script for updated APl
-]

commit c0c9f16b1e1341593e7567570a1761b156e6ebld

Roberto D

Releases

object c0c9f16b1e134f593e7567570a1761b156e6eb1d

type commit

tag v0.0.51

tagger Nicolas Dandrimont <nicolas@dandrimont.eu> 1472042163 +0200

Release swh.storage v0.0.51

- Add new metadata column to origin_visit
- Update swh-add-directory script for updated API
rrrrr BEGIN PGP SIGNATURE-----

QUZBARBCAAJBQIXVZTNFhxuaWNVEGFZQGRNbMRyaW1bn QUZXUACOKQTAWLIMo2 +
q 7aX2KEILDL7uf
1+YrxBfcih3L: D5t
ICBIit2uJtXuCrD SDr6jW7Z glyIHPYSSy0
\GEndWmﬂ\/’NIVmSIIHSqE7I5mXRan+bechdubTZZx“ﬂp\UqCScqu3hm/fL
sj2muBkyz3tBtG/H1/pV-+I50WBInPoS5THOt]OJEVGPK/AHSP79QUHDHZFKCao
KIj6kAWyUBOMxb-+nKV/jeLbrR3+yWBFj3Qp5a1/V80OTh6E 1dALCNMpEaKCOKtME
/gMRax111/g0EDINsW67G6SDWKPKPHNGIVLQ3nV3GaQQTnulRpMZ006HI/tAwzC
Gg/K1PdHT4hzOil46WYPZyje0U2VXGFu6vVUIVFQ4AZR/Wjn+0zMzdcRdrl)SUOMn
RpﬁstbXUeXHGOpquhS‘ﬂ'nvplgdP(76USTSKDaGeBAAZm1\kaerXCVquWo
yTSOpUbYK70tpYRRUGKWD: Yaljo29
gulngQMSqWOCBOOunlALZ+HvPFaVyckMeJUthZcP/+EHIka—

END PGP SIGNATURE-

— _J

——

id: 85083a5ccl4a441c89dea73f5bdf67c3f9cbafdb
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The archive in pictures
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The archive in pictures

Snapshots

commit 08ffeb25770109525eb3ce21691466c53a1d9158 refs/heads/atime
commit ba5d43a24e3f9fe323ad6c292cecafcbe61c67eb refs/heads/directory-listing-arrays
commit d69e@dbf892383ff6589b271belc05d27238d9c5 refs/heads/foo

commit cf7ff9eeadeb228946908f5a801967de468e08 refs/heads/master

commit 7ecal97fc66d2024047e54bled9e8bad361a0fc2 refs/heads/tmp-directory-add
commit 642a205f37de85005a85d427b53eed fb2252e82e refs/heads/mp/genenc releases
tag 201043b1379c768d9665977991d4907C757755 refs/tags/vo.
tag 72a21991a384539996dbb867bfbObee72aee2cd refs/tags/vo.
tag 3590e0ca0ebb070e5b376705fa230bbfadffaScc refs/tags/vo.
tag 33378427a403ba569267777b8d586674fbc6556 refs/tags/vo
tag 06f74652755b327¢f590311c2bfa036cf3bdb35d refs/tags/v0

git show-refs tag 5a6325fe86ab854b581d7442667d92al1e32f3bd refs/tags/v0.0.14
tag 586fbade580b4f5ab51599367643cbcbladef refs/tags/v.0.15
tag 85f- 177742bd: 1c refs/tags/ve.!
tag a54. 0fbed35efb: 7d6 refs/tags/v0.0.17

tag 228a2f1650dd12222e556559462e1e06c4993d9 refs/tags/v0
tag 606979a4ca05d497fc0d24aad00dceB2636ef47c refs/tags/vo.
tag 32bf5a59fc2a323baabd5f15a6ad5382ec275a67 refs/tags/vo.
tag 3147c3d31ecd6c6492881e908b1237ebdf f2c7 refs/tags/vo.
tag 215ea50daballle082e0b72e76ebdb6073a87908 refs/tags/vo.
tag 3fb168c2072a5d6252124257ale5dfcof5ffaldf refs/tags/vo
tag 8cdbee8dadd73fc5d262789ed60al6ac3c72abad refs/tags/ve

coooooooooo0000®
3

— _J

—

id: b464cadlb66fff266a37b46eabe7a04b545e904b
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A bird’s eye view

origin
visit
timestamp
snapshot

origin
visit
timestamp
snapshot

origin

timestamp
snapshot

nitpsforge softwareheritage org/sourcemelloworld it
1

FriFeb 9 12:38:45 2018 +0100
0861dbse.

<<Revision>>

<Directory>>
ded70c63...

Archive content
after visits 1, 2 and 3

FCinestan = Fri Feb 8 15:44:45 2018 +0100 READNE. nd
& [rdirectory: irectory sre
£ [rporents: Revision list
<<Snopshot=>
Fr b 913:29:00 2018 40100 510aassl <<Directory>>
o861db5e “oranches <<hevision>>
34515253 rentries
refs/heads/naster [“author = "Foo Bar <faoe.
-] refs/heads/doc [+nessage = "README: add homepage Link
npsiforge softwarehertage org . refs/tags/1.0 [+tinestamp = Fri Feb 9 15:44:30 2018 +0100 <<Content>>
directory: Directory decebles..
i Feb 0 15:52:50 2018 0100 %% parents: Revision list hello.c' [ [F3ata = *_For more info."
510288b... « p % §
' <ssmapshotss <Revisions>
<7640,
[Foranches [Fauthor = "Fao Bar <fooe. <Directory>>
[+nessage = "nove source code to src/\n. 45f0c078,
refs/heads/master [+tinestanp = Thu Feb & 15:26:08 2018 +0100 Fentries <<Content>>
refs/tags/1.0 [rdirectory: Directory copvIn asb
[rparents: Revision list Hakeri FGata = "SRC IR = -
READNE. nd
sre
<eReleaser> <<Revision>
edfg221. 43ef7dcd.
[Fauthor = "Foo Bar <foce.. [Fauthor = “Fao Bar <fooe.
e = "1.0 [+nessage = "add licensing infornation and READHE <<directory>> <<Content>>

release
Thu Feb & 15:51:00 2018 +0100

[+tinestanp = Thu Feb
[+directory: Directory
[rparents: Revision list

54:09 2018 +0100

/-

Archive content
after visits 1 and 2

i Cosmo

<Revision>>
a3ee21ad.

[Fauthor = “Foo Bar <fooe.
nessage = "add build toolchain
[+tinestanp

Tho Feb 8 10:49:20 2018 +0100|
[+directory: Directory

[rparents: Revision list

<<Revision>>
1886826f...

ThuFep- 6 10.44:35 3018 +0100
[+directory: Directory

[+parents: Revision list = Hone

fa8c0908...

Fentries
gitignore:
0PYIN

[Faata

<<Content>>
9429ed02...
GHU_GENERAL."

<<Content>>
<Directory>> 5903202,
b94290cd... [Fdata =~ ovahello
Fentries
gitignol
Makefile <<Content>>
hevio. o 2252¢01b...
Fdata = "all: hellowma
<<Directory=>
<<Content>>
rentrics c839deas..
hello.c” [Fdata = “#include
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